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Abstract- This study presents a runtime and security
evaluation of lightweight biometric models for edge-based
access control. The work evaluates MobileNetV2 for face
recognition and EfficientNetB0 for fingerprint recognition
within an edge-aware access-control environment. The models
were assessed using locally captured biometric datasets and
public benchmark datasets, with emphasis on verification
accuracy, false acceptance rate (FAR), false rejection rate
(FRR), equal error rate (EER), ROC-AUC, model size,
inference latency, throughput,
performance. The results show that the lightweight biometric
models can provide reliable identity verification while
maintaining practical runtime performance for edge
deployment. The face model achieved strong verification
performance with low error rates, while the fingerprint model
provided complementary biometric evidence for improved
access reliability. The findings demonstrate that lightweight
deep learning models can support secure, fast, and scalable

and real-time decision

biometric access control in edge computing environments
where low latency, privacy protection,
authentication are required.

and real-time
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I. INTRODUCTION

Access control remains a fundamental security
requirement in distributed systems because it determines who
can access protected resources, under which conditions, and at
what privilege level. In edge and IoT environments, this
requirement becomes more demanding because users, devices,
and services operate across heterogeneous and latency-
sensitive infrastructures [1], [2], [3]. Modern Zero Trust
thinking further emphasizes that access should not be granted
merely because a requester appears to be in a familiar location
or on a trusted network; identity, device posture, and request
context should all be evaluated explicitly before access is
approved [4].

Page | 1

Although context-aware access control improves risk
sensitivity, context alone does not always prove that the
requester is the legitimate enrolled user. A trusted device,
expected login time, or familiar location may still be exploited
by an impostor. This study therefore extends a context-driven
framework by adding bimodal biometric verification through
face and fingerprint recognition, while retaining contextual
reasoning and policy enforcement. The proposed system is
intended to support low-latency decision making at the edge
while improving resistance to impersonation, credential
misuse, and unauthorized access [5], [6], [7].

II. RELATED WORK

Related works on access control have proposed
policy-based and attribute-based methods for controlling
access in distributed systems. Attribute-Based Access Control
(ABAC) improves flexibility by evaluating user, resource,
action, and environmental attributes before granting access
[8]. More recently, adaptive and risk-aware models have been
introduced for access control at the network edge. Muhammad
et al. proposed an adaptive risk-based access control system
for edge environments, using contextual factors such as
resource sensitivity, action severity, and risk history to
determine whether access should be granted or denied [9].
However, such context-based systems may still be limited
because they do not always verify whether the requester is the
real authorized user. This creates a gap for biometric-enhanced
access control, where face and fingerprint verification can
strengthen identity assurance before edge-based access
decisions are finalized [6]. Within this setting, the key
research gap is not the absence of contextual risk analysis, but
the absence of strong identity assurance inside context-aware
access workflows. The proposed study addresses this gap by
combining biometric identity evidence with contextual and
policy-based reasoning in a unified edge architecture.

A. Access Control at the Network Edge

Access control at the network edge has become
important because edge computing moves computation,
storage, and security decisions closer to users, devices, and
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data sources. In this architecture, the Device Layer generates
access requests through sensors, smartphones, biometric
scanners, and loT devices; the Edge Layer performs local
authentication, risk evaluation, and policy enforcement; while
the Cloud Layer supports long-term storage, model updates,
and centralized management [10]. Prior studies show that edge
computing reduces latency and supports real-time decision-
making, but its distributed structure also increases exposure to
threats such as unauthorized access, compromised nodes,
spoofing, and data leakage [2], [3]. Recent work on edge
computing highlights the need to move security decisions
closer to users and devices in order to reduce latency and
support real-time services [2], [3]. At the same time, the
distribution of computation across exposed edge nodes
introduces new concerns for authentication, privacy, and
policy enforcement. These concerns make adaptive and
identity-sensitive access control more important than purely
static credential checks [1], [4].

B. Edge Computing Architecture

Edge computing brings computation and data storage
closer to end-user devices and data sources instead of relying
only on distant cloud servers [11], [12]. In an access-control
environment, data from cameras, sensors, smartphones, and
biometric scanners can be processed near the source, reducing
latency, bandwidth use, and response time [11]. The
architecture can be viewed in three layers: Device Layer,
where biometric scanners, cameras, sensors, and user devices
generate access data; Edge Layer, where gateways or edge
servers process biometric and contextual information for real-
time access decisions; and Cloud Layer, where large-scale
storage, model updates, backup records, and long-term
analytics are maintained. This layered approach supports fast,
secure, and responsive biometric access control in edge
environments [10].

Edge Computing Architecture
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Fig. 1. Edge computing architecture adapted from XenonStack
[13].
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C. Biometric System Theory

Biometric systems verify identity by comparing
captured physiological traits with enrolled reference templates.
In this study, face and fingerprint evidence provided direct
identity assurance before the contextual and policy layers
made the final access decision.

D. Biometric Technology

Biometric technology converts human traits into
digital templates for identity matching. The proposed system
used facial and fingerprint inputs as complementary modalities
because face recognition is convenient, while fingerprint
recognition provides stable ridge-pattern evidence.
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Fig. 2. Fingerprint recognition process adapted from Maltoni
etal [17].

Bimodal
complementary physiological evidence in order to reduce the
weaknesses of unimodal verification. In this study, face

biometric authentication combines

recognition supported convenient and contact-light identity
capture, while fingerprint recognition supplied a more stable
and distinctive physiological factor. This design aligns with
biometric theory and with recent multimodal authentication
studies that seek stronger resilience against spoofing and
identity misuse [6], [7], [15], [16].

E. Edge Computing and Biometric Authentication Systems

Edge computing has become important in biometric
authentication systems because identity verification often
requires fast, secure, and reliable processing. Traditional
cloud-based biometric systems may experience high latency,
network dependence, and privacy concerns when raw
biometric data must be transmitted to remote servers. By
processing biometric data closer to the user, edge computing
reduces response time, limits unnecessary data transmission,
and supports real-time access-control decisions [11], [12].In
bimodal biometric systems, edge devices can process facial
and fingerprint data locally using deep learning models.
Convolutional Neural Networks (CNNs) are useful for this
purpose because they can extract discriminative features from
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biometric images. Lightweight CNN architectures such as
MobileNetV2 and EfficientNetBO are suitable for edge
environments because they are computationally efficient and
can support faster recognition on resource-constrained devices
[18], [19].

F. Machine Learning Models

Machine learning models improve access-control
systems by enabling them to learn from historical data, detect
patterns, assess contextual risk, and support adaptive decision-
making. Instead of relying only on static rules, ML-based
access control can evaluate factors such as user behavior,
device trust, access history, and abnormal activity before
granting or denying access [20], [21]. In this study, CNN-
based models were applied to biometric recognition, while a
1D CNN/Conv1D model was used for contextual access-risk
analysis.

G. Convolutional Neural Network

A Convolutional Neural Network (CNN) was used as
the feature-learning mechanism for image-based biometric
recognition. MobileNetV2 supported face recognition, while
EfficientNetBO supported fingerprint recognition; their
confidence scores were passed into the wider access-control
decision workflow.

Fully
Connected

Convolution

Puuling_»__,-f-"" . Output

o
o

\ R

Feature Extraction

Classification

Fig. 3. Structure of the convolutional neural network (CNN).
H. Edge Computing Deployment Models

Edge computing can be deployed in different ways
depending on where computation and storage resources are
placed. In a device-edge model, processing is performed
directly on smart devices, sensors, cameras, or biometric
scanners with limited dependence on external servers. In an
edge-server model, nearby gateways, routers, or local edge
servers handle real-time processing, authentication, and
access-control decisions close to users. In a cloud-edge
collaborative model, urgent tasks are processed at the edge,
while the cloud supports large-scale storage, model training,
backup, and long-term analytics [23], [11]. This layered

Page | 3

ISSN [ONLINE]: 2395-1052

deployment approach is suitable for biometric access control
because identity verification and risk analysis can be
performed quickly at the edge, while records and system
updates can still be managed through the cloud.

L. Benefits of Edge Computing

Edge computing provides several benefits for real-
time access-control systems. It reduces latency by processing
data close to the source instead of sending every request to a
distant cloud server. It reduces bandwidth consumption
because only selected or processed data is transmitted to the
cloud. Edge computing improves privacy by allowing
sensitive biometric and contextual data to be processed
locally. It supports faster decision-making, which is important
for security systems that require immediate grant, step-up, or
deny responses [11], [12]. In the proposed system, these
benefits allow biometric verification, contextual risk analysis,
and policy enforcement to occur close to the access point.

III. MATERIALS AND METHODS

The study adopted an object-oriented analysis and
design methodology for developing the proposed access-
control system. This methodology was suitable because the
system consists of interacting entities such as users, biometric
inputs, access requests, edge nodes, risk-analysis modules,
policy enforcement components, and administrative records.
The approach supported clear modelling of system actors,
workflows, data objects, and decision processes before
implementation. The proposed prototype was implemented as
a web-based access-control platform using Python and Flask,
with MySQL for structured records and IPFS for content-
addressed storage of biometric-related artifacts [24].

A. Proposed System Architecture

The proposed system architecture was implemented
as an edge-aware web application using Python and Flask.
MySQL stored structured entities such as users, biometric
labels, access logs, contextual records, and historical access
decisions, while IPFS stored biometric-related artifacts using
content-addressed identifiers. The intelligence layer of the
system integrated MobileNetV2 CNN for facial recognition,
EfficientNetBO CNN for fingerprint recognition, and a 1D
CNN/ConvlD model for contextual risk analysis. These
models worked together to verify user identity, analyze access
conditions, and support real-time decision-making at the edge.
During an access request, the face and fingerprint models
generated biometric confidence scores, while the contextual
model evaluated attributes such as device trust, login time,
known location, resource sensitivity, and access history. The
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system then combined biometric evidence, contextual risk
output, and policy restrictions to produce a grant, step-up, or
deny decision. This combination allowed the system to
provide transactional control, biometric identity assurance,
contextual risk evaluation, policy-aware authorization, and
verifiable storage of sensitive supporting files [24]. Fig. 4
shows the main architecture of the proposed system.

EDGE COMPUTING ARCHITECTURE FOR BIOMETRIC ACCESS CONTROL

MobileNetV2 for face recognition + EfficientNetB0 for fingerprint recognition
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Fig. 4. Proposed system architecture for the edge-based
bimodal biometric access-control framework.

B. Edge Deployment and Runtime Measurement

The prototype was developed and evaluated using a
local edge aware configuration consisting of a computer
system with at least 8 GB RAM and 500 GB storage, a USB
fingerprint reader, an HD webcam, network connectivity
through a router, and a Raspberry Pi or local edgeserver
option. The software environment included Python 3.10,
Flask, MySQL 8.x, TensorFlow, OpenCV, NumPy, scikit-
learn, IPFS, XAMPP, and a standard browser interface.

measured on the tested
Windows CPU environment using the saved biometric
models. The MobileNetV2 face model size was 12.95 MB,
with batch inference time of 7,887.58 ms for 105 test images,
throughput of 13.31 samples/s, mean single-image latency of
227.23 ms, median latency of 204.15 ms, and p95 latency of
351.25 ms. The EfficientNetBO fingerprint model size was
20.04 MB, with batch inference time of 18,512.65 ms for 240
test images, throughput of 12.96 samples/s, mean single-image
latency of 237.63 ms, median latency of 235.42 ms, and p95
latency of 251.91 ms.

Inference timing was
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These values support prototype level edge-aware
runtime performance on the tested CPU system.

TABLE 1.Runtime Model Metrics Showing Model Size,
Latency, P95 Latency, And Throughput.

Face (Mohile- Fingerprint (Ef-
No. Metrie

NetV1) ficientNetB0)

1 | Batchtime (ms) 7.887.58 18,512,635

2 | Throughput (samples/s) 1331 12.96

3 | Meanlatency (ms) 22723 237.63

4 | Medianlatency (ms) 204.15 23542

5 | P953latency (ms) 35125 15191

6 | Modelsize (MB) 12.95 20.04

7 | Latencysamples 12 12

Fig.5: Terminal output showing runtime and authentication
metrics.

This output shows the biometric verification
performance of the system. The face model performed very
strongly, with FAR = 0.0000, FRR = 0.0000, EER = 0.0000,
ROC-AUC = 1.0000, and verification accuracy = 1.0000. This
means the face model correctly separated genuine users from
impostors in the test evaluation. The fingerprint model also
performed well, with a very low FAR of 0.000463 and ROC-
AUC of 0.998679. However, its FRR is higher at 0.195833,
meaning some genuine fingerprint attempts were rejected at
the selected threshold of 0.70. The fused face-fingerprint
decisionimproved the overall balance, achieving FAR =
0.0000, FRR = 0.047619, and verification accuracy =

0.993197. This shows that combining both biometric
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modalities improves reliability compared with relying on
fingerprint alone.

Single-Sample Inference Latency
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Fig.6: Latency comparison chart for face versus fingerprint
models.
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Fig.7: Model size comparison chart for face versus fingerprint
models

C. Dataset Analysis

The study used both public and locally captured
datasets to develop the proposed bimodal biometric access-
control system. VGGFace2 and SOCOFing supported early
experimentation with face and fingerprint recognition, while
locally captured enrolled-user samples were used for the final
operational training to reflect the real deployment environment
[25], [26]. Face and fingerprint data were organized into
identity-based folders for supervised learning, while
contextual access records were prepared as tabular feature
vectors for risk analysis. Preprocessing involved image
resizing, normalization, labeling, contextual data cleaning,
encoding, scaling, and class balancing. The datasets were split
into 70% training and 30% testing. Evaluation was based on
accuracy, precision, recall, F1-score, confusion matrices, and
functional system testing to confirm support for identity
verification, risk evaluation, and real-time edge-based access
decisions.

D. Dataset Composition and Split Protocol
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The locally captured operational dataset consisted of
enrolled identity folders/users. The complete face dataset in
the main work contained 1,090 images: myself-face = 190
images and user2-face to userl0-face = 100 images each. The
fingerprint dataset table contained 1,013 samples: myself-
finger = 112, user2-finger = 101, user3-finger = 101, user4-
finger to user9-finger = 100 each, and user10-finger = 101.

Public datasets were wused for preliminary
experimentation and comparison only. VGGFace2 supported
face-recognition experimentation, SOCOFing supported
fingerprint-recognition experimentation, and CMU/KiltHub
supported contextual access-record analysis. The final
operational evaluation emphasized locally captured enrolled-
user samples because they matched the intended access-
control environment.

For the verification-metric evaluation, the 70/30 split
was image-disjoint but not identity-disjoint. For the face
dataset, the split used seven identities with 50 images each: 35
images per identity for training and 15 images per identity for
testing. For the fingerprint dataset, the split used 10 identities
with 80 images each: 56 images per identity for training and
24 images per identity for testing. No image file appeared in
both partitions, but the same identity classes appeared in both
training and testing. Therefore, the experiment evaluated
recognition of enrolled identities using unseen image samples
rather than generalization to completely unseen users.

Table 2. Face Dataset Split Audit.

Audi
No. | . udit Result
item
1 Dataset face identity balanced
) Training 70%
images
T
30| 30%
images
Identities
4 in both | 7
splits
Files
5 shared 0
between
splits
6 Split type 'Sepa.r'flte images of the same enrolled
identities

shows that the face dataset used a 70/30 training and
test split that was image-disjoint but not identity-disjoint. No
image file appeared in both sets, but the same seven enrolled
identities appeared in each. The results therefore measure
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recognition of new images of enrolled users, not recognition
of previously unseen identities.

20

Fig. 10. Locally captured face image dataset.

nts > Myproject > datasets > fingerprint_identity > myself-finger v @] | search myself-finger

R

13

Fig. 11. Locally captured fingerprint dataset.
E. Bias Mitigation
Bias mitigation was considered important because

biometric and contextual access-control models can produce
unfair or unreliable decisions when trained on imbalanced or
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poorly representative data. In the proposed system, bias was
reduced by combining public datasets with locally captured
enrolled-user samples, ensuring that the final model reflected
the actual deployment environment. The face and fingerprint
datasets were organized by user identity, while pre-processing
steps such as resizing, normalization, labeling, and controlled
class balancing were applied before training.

For contextual access analysis, records were cleaned,
encoded, scaled, and balanced to reduce the effect of dominant
classes on the IDCNN/ConvlD model. Model performance
was also evaluated using accuracy, precision, recall, F1-score,
and confusion matrices instead of relying on accuracy alone.
This helped identify whether the models performed
consistently across classes. In addition, the system combined
biometric confidence scores with contextual risk analysis and
Chinese Wall policy enforcement, reducing overdependence
on a single model output during final access decisions.

F. Technology Stack and Data Organization

Table 3 summarizes the main technologies and
analytical components integrated into the proposed prototype.
The system was implemented using Python and Flask for
backend logic, routing,
operations, while MySQL was used to store structured records

and web-based access-control

such as user profiles, biometric labels, access logs, contextual
attributes, and decision history. IPFS supported decentralized
and content-addressed storage of biometric-related artifacts,
improving traceability and reducing dependence on a single
storage point.

The analytical layer combined MobileNetV2 for face
recognition, EfficientNetB0O for fingerprint recognition, and a
1D CNN/ConvlD model for contextual risk analysis. These
models processed locally captured and public training
evidence together with structured access-control records.

TABLE 3.Core Technologies, Analytical Modules, And
Functions In The Proposed System.

Component Technology and function

. Python for core application
Backend service Y . . PP .
logic and system integration

Flask for routing, forms,

fi k
Web framewor dashboards, and API handling

MySQL for structured storage

Relational database ..
of users, logs, and decisions

IPFS for content-addressed
Decentralized storage storage of biometric-related

artifacts

MobileNetV2 CNN for face

F dul i identi
ace module feature learning and identity
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verification
EfficientNetB0O CNN  for

Fingerprint module primary fingerprint
verification

ConvlD CNN for contextual
risk analysis and decision
support

Context module

Note: the table summarizes the primary implementation and
decision-support components used in the prototype.

Fig. 12. Contextual dataset used for access-risk analysis.

The
attributes used to evaluate the risk level of each access request.

contextual dataset contains access-related
It includes factors such as device trust, known location, login
time, resource sensitivity, access history, and user behavior.
Unlike biometric datasets, which are image-based, the
contextual dataset is structured as tabular data and is used by
the 1D CNN/ConvlD model to learn access patterns and
support risk-aware decision-making. In the proposed system,
this dataset helped determine whether a verified user should be
granted access, required to perform step-up verification, or

denied access based on the surrounding access conditions.

G. CNN Model Training Process

0 Select

Fig. 13. Model training process of facial biometric data.
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Fig. 14. Fingerprint model training process.

Figures 13 and 14 show the training process for the
face and fingerprint recognition models used in the proposed
system. Figure 13 presents the MobileNetV2 face-recognition
model training, where facial images were resized, normalized,
labeled, and passed through the CNN model to learn identity-
based facial features. The model was trained to distinguish
enrolled users and generate confidence scores
authentication.

during

Figure 14 presents the EfficientNetBO fingerprint-
recognition model training, where fingerprint samples were
preprocessed and organized into identity classes before
training. The model learned distinctive fingerprint patterns and
produced identity confidence for access-control
decisions. Together, the face and fingerprint models formed
the bimodal biometric layer of the system.

SCOres

H. Training Configuration and Reproducibility

MobileNetV2 and EfficientNetBO used fixed image
inputs, Adam optimizer, categorical cross-entropy loss, 20
epochs, batch size 16, learning rate 0.0003, ImageNet weights,
and a 70/30 train/test split. The face model used MobileNetV2

preprocessing,  while the fingerprint model used
EfficientNetBO preprocessing. Training used controlled
augmentation, including rotation, shifting, zooming,

brightness variation, and horizontal flipping where appropriate
for face images. Fingerprint augmentation used lighter
geometric variation to avoid damaging ridge structure.

The contextual ConvlD model used tabular access-
control records with seven core features: login hour, trusted-
device status, known-location status, face score, fingerprint
score, resource sensitivity, and Chinese Wall conflict status.
The ConvlD implementation used 45 epochs, batch size 8§,
convolution layers with batch normalization, max pooling,
dense layers, dropout of 0.30, and contextual labels mapped to
verified, uncertain, and failed classes. The biometric training
and evaluation scripts used a fixed random seed of 42 to
support reproducible partitioning and reporting.
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The ConvlD model was selected because the
contextual inputs were ordered numerical access-control
features rather than images, allowing the model to learn local
relationships among time, device, location, biometric
confidence, resource sensitivity, and policy-conflict indicators.

1. Model Performance Evaluation

Face Mobilenetv2 Real Confusion Matrix

16
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14
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Fig. 15.MobileNetV2 real face confusion matrix.

Fingerprint Efficientnetb0 Real Confusion Matrix
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Fig. 16.EfficientNetBO0 real fingerprint confusion matrix.

Contextual Conv1D Confusion Matrix 60
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Fig. 17.Contextual Conv1D confusion matrix.

Page | 8

ISSN [ONLINE]: 2395-1052

Figures 15, 16, and 17 show the confusion matrices
for the three intelligent models used in the proposed system.
Figure 15 presents the MobileNetV2 face-recognition
confusion matrix, Figure 16 shows the EfficientNetB0
fingerprint-recognition confusion matrix, and Figure 14
presents the Contextual Conv1D confusion matrix for access-
condition classification.

J. System Deployment and Testing

System deployment and testing covered registration,
biometric capture, login, contextual scoring, Chinese Wall
enforcement, and administrative reporting. Functional testing
confirmed that enrolled face and fingerprint samples could be
captured, stored, and evaluated within the unified application
workflow.

REGISTRATION NUMBER
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Enhanced Access Control Management
System Using Biomodal Biometric Technique
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Fig. 18.Enrollment form page.
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Fig. 19. Biometric face capture page.
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Fig. 20. Biometric fingerprint capture page.
K. Proposed System Workflow

The proposed workflow begins when a user submits
credentials and biometric evidence at an access point. The
edge node captures face and fingerprint inputs, verifies them
using MobileNetV2 CNNandEfficientNetBO CNN, and
evaluates contextual attributes such as device trust, location,
login time, resource sensitivity, and access history using a 1D
CNN Conv1D model. The system then applies Chinese Wall
policy restrictions before producing a final grant, step-up, or
deny decision.

L. Multimodal Fusion and Final Access Decision

Face verification was accepted when the predicted
identity matched the claimed identity and the face confidence
score was at least 0.70, or when reference similarity reached
the configured strong-match threshold of 0.90. Fingerprint
verification was accepted when the predicted fingerprint
identity matched the claimed identity and the confidence score
was at least 0.70.

The bimodal biometric decision used a decision-level
fusion rule. If both face match and fingerprint match were
true, biometric_status was classified as verified. If only one
biometric modality matched, biometric_status was classified
as uncertain and the system required step-up verification. If
neither modality matched, biometric_status was classified as
failed. The contextual ConvlD model then classified the
request as verified, uncertain, or failed using device, location,
time, resource sensitivity, biometric scores, and Chinese Wall
conflict information.

The final access decision combined biometric status,
contextual risk, and Chinese Wall policy. A verified biometric
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result with low contextual risk and no Chinese Wall conflict
produced GRANT. A verified biometric result with uncertain
contextual risk produced STEP-UP. An uncertain biometric
result under low or medium contextual risk also produced
STEP-UP. A failed biometric result, high contextual risk, or
Chinese Wall violation produced DENY.

M. Context-Aware Authorization and Policy Enforcement

Context-aware  authorization remains essential
because authentication alone does not determine what a
verified user should be allowed to access under a specific
situation. In the proposed system, a user first submits
biometric and access-request information through the edge-
aware application. The system then verifies identity using
facial recognition and fingerprint recognition, while contextual
attributes such as device trust, known location, login hour,
resource sensitivity, access history, and conflict-of-interest
status are evaluated before the final decision is made. The 1D
CNN/Conv1D contextual model supports risk analysis from
these access conditions, while the Chinese Wall policy
prevents access where organizational conflicts exist. This
workflow aligns with attribute-based and risk-adaptive access
control principles by combining identity assurance, contextual
risk evaluation, and policy enforcement within a real-time
edge computing environment [8], [21], [27].

IV. RESULTS

The biometric and contextual modules produced
strong results. The MobileNetV2 face model achieved about
0.96 overall accuracy, while the enrolled-user face class
recorded 0.92 precision, 0.94 recall, and 0.93 Fl-score. The
EfficientNetB0O fingerprint model achieved about 93.36%
overall classification accuracy; the enrolled-user fingerprint
class recorded 95.83% precision, 95.83% recall, and 95.83%
Fl-score, and the highest validation accuracy reached 93.78%
during training. The contextual ConvlD model achieved
84.08% test accuracy on 157 records, with the verified class
producing 96.77% recall and 90.91% F1-score. Integrated
system testing showed that biometric evidence, contextual
analysis, and Chinese Wall enforcement worked together to
support real-time grant, step-up, and deny decisions.

A. Authentication Verification Metrics

In addition to accuracy, precision, recall, Fl-score,
and confusion matrices, the biometric modules were evaluated
using authentication-oriented metrics. The evaluation reported
threshold, FAR, FRR, EER, ROC-AUC, genuine attempts,
impostor attempts, and verification accuracy separately for
face, fingerprint, and the fused face-fingerprint decision.
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The configured decision thresholds were face
threshold = 0.70, face reference threshold = 0.68, strong face-
match threshold = 0.90, fingerprint threshold = 0.70, and fused
biometric threshold = 0.70.

At threshold 0.70, the face model achieved FAR =
0.000000, FRR = 0.000000, EER = 0.000000, ROC-AUC =
1.000000, and werification accuracy = 1.000000. The
fingerprint model achieved FAR = 0.000463, FRR =
0.195833, EER = 0.013194, ROC-AUC = 0.998679, and
verification accuracy = 0.980000. The fused mean face-
fingerprint decision achieved FAR = 0.000000, FRR =
0.047619, EER = 0.000000, ROC-AUC = 1.000000, and
verification accuracy = 0.993197.

Table 4. Authentication Metrics For Face, Fingerprint, And
Fused Face-Fingerprint Decisions.
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Fig. 21. ROC curves for face, fingerprint, and fused biometric
verification.

The ROC curves show how well the biometric
models distinguish genuine users from impostors. The face
model and fused biometric decision achieved very strong
separation, with ROC-AUC values close to 1.0, indicating
excellent verification performance. The fingerprint model also
performed strongly, with a high ROC-AUC, showing that it
reliably supports identity verification. Overall, the fused
biometric approach provides the most dependable
authentication decision because it combines evidence from
both face and fingerprint recognition.
The face model shows a strong verification
performance, with FAR and FRR staying very low across the
selected threshold range. This means the model can correctly
accept genuine users while rejecting impostors with minimal
error.
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Fingerprint FAR/FRR Threshold Curve
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Fig. 22. Fingerprint EER threshold curve.

The fingerprint curve shows the balance point where
FAR and FRR are closest. The low EER value indicates that
the fingerprint model is reliable, although its FRR is higher
than the face model, meaning some genuine fingerprint
attempts may be rejected at stricter thresholds.

Fused Biometric FAR/FRR Threshold Curve
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Fig. 23.Fused biometric FAR/FRR threshold curve.

The fused face-fingerprint curve gives the strongest
overall decision balance. By combining both modalities, the
system reduces false acceptance and improves confidence in
access decisions, making the final biometric verification more
suitable for security-sensitive access control.

B. Enhanced Performance Evaluation
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Fig. 24. CNN identity confidence score distribution.
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Fig. 25. Grant decision by identity confidence score.

Figures 22, 23, and 24, 25 show the FAR versus FRR
curve, identity-confidence distribution, and grant-by-identity-
confidence output of the biometric-enhanced access-control
system. The FAR/FRR curve examines the balance between
false acceptance and false rejection, while the confidence-
score outputs show how biometric evidence influenced final
access decisions.

V. PERFORMANCE IMPROVEMENT
The results indicate that the proposed system
improves on context-only access control by adding direct
biometric identity assurance to edge-based authorization. The
study also showed that locally captured biometric samples
improved operational dependability because they reduced the
domain gap between training data and live deployment
conditions. The proposed system shows clear improvements

over context-only access control based on the following
findings
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A. Ablation and System-Level Comparison

The system-level comparison is organized as an
ablation study that separates the effect of each major
component. The comparison should report context only, face
only, fingerprint only, bimodal biometrics, biometrics plus
context, and the complete system with Chinese Wall policy
enforcement.

The ablation table should compare the input evidence
used, decision rule, verification accuracy or access-decision
accuracy, FAR, FRR, step-up rate, deny rate, and security
observation for each configuration. This structure shows
whether the claimed improvement comes from identity
evidence, contextual risk analysis, policy enforcement, or their
combined use.

The contextual-only and biometric-enhanced decision
outputs already provide the baseline comparison, while the
biometric metrics provide face-only, fingerprint-only, and
fused biometric evidence for the expanded ablation table.

Table 5. Ablation Comparison Of Context Only, Face Only,
Fingerprint Only, Bimodal Biometrics, Biometrics Plus
Context, And Complete System With Chinese Wall Policy.

Configuration Main Result
Context only 83.83% accuracy
Face only 100.00% verification accuracy
Fingerprint only 98.00% verification accuracy
Bimodal . .
. . 99.32% verification accuracy
biometrics
Combines fused biometric
. . verification with contextual risk
Biometrics + .
analysis to reduce overdependence on
context . . . .
either identity evidence or context
alone.
Adds policy enforcement to biometric
Complete  system .. .
. . and contextual decisions, ensuring that
with Chinese Wall . . .
. access is denied when conflict-of-
policy . .
interest rules are violated.

The ablation comparison shows that the contextual-
only model achieved 83.83% accuracy, while unimodal
biometric verification achieved 100.00% for face and 98.00%
for fingerprint. The fused bimodal biometric decision
improved overall reliability, achieving 99.32% verification
accuracy with FAR = 0.000000 and FRR = 0.047619. This
confirms that combining face and fingerprint evidence
improves biometric decision reliability before contextual and
Chinese Wall policy enforcement are applied.
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System-Level Ablation Comparison
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Fig. 26.Ablation system-level comparison chart.

The ablation chart compares the contribution of each
system component. The contextual-only model achieved
83.83% accuracy, while face-only verification achieved
100.00%, fingerprint-only verification achieved 98.00%, and
fused bimodal biometrics achieved 99.32%. The result shows
that biometric evidence improves the identity-verification
layer, while the context and Chinese Wall stages add risk-
aware and policy-aware access control.

1. Added direct identity verification to context-based
access control.

2. Reduced the risk of granting access based only on
trusted device or location.

3. Improved detection of uncertain or weak identity-
confidence cases.

4. Supported better grant, step-up, and deny decision
separation.

5. Strengthened edge-based authorization by combining
biometric evidence, contextual risk, and policy
enforcement.

Contextual Only Decision Output
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Fig. 27. Contextual-only decision output.
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Biometric Enhanced Decision Qutput
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Fig. 28. Biometric-enhanced decision output.
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Fig. 29. Decision transition heatmap.
VI. DISCUSSION

The Contextual Only Decision Output represents the
baseline system, where access decisions were based on factors
such as device trust, location, login time, access history,
resource sensitivity, and policy restrictions. Although useful,
this approach could still grant access when context appeared
normal without confirming the requester’s real identity.The
Biometric Enhanced Decision Output shows the improved
model after face and fingerprint verification were added. This
system more identity-aware reduced
overdependence on contextual trust. The Decision Transition
Heatmap shows that some requests previously granted by the
contextual-only model were changed to step-up or deny
decisions when biometric confidence was weak, confirming
stronger and more reliable access control.

made the and

VII. CONCLUSION

The study demonstrates that combining bimodal
biometrics, contextual CNN analysis, and Chinese Wall policy
enforcement can produce a more secure and adaptive access-
control framework for edge computing environments. The

Page | 13

ISSN [ONLINE]: 2395-1052

final system delivered stronger identity verification, improved
decision reliability, and practical real-time operation through
edge-aware processing. Future work should expand the locally
captured biometric dataset, refine multimodal score fusion,
and validate the framework with a larger user population and
more deployment sites.

VIII. RECOMMENDATION AND FUTURE WORK

Future work should expand the real-user face and
fingeprint dataset to improve verification accuracy and reduce
false acceptance and false rejection rates. Locally captured
biometric data should remain the main training source, while
public datasets should be used for benchmarking and
comparison. Further studies should also improve threshold
calibration, multimodal fusion, and test the system with more
users in real edge-based environments such as universities,
healthcare, banking, and enterprise offices.

IX. CONTRIBUTION TO KNOWLEDGE

This study contributes to knowledge by developing
an enhanced access control framework that combines bimodal
biometric verification, 1D CNN-based contextual
analysis, and Chinese Wall policy enforcement in an edge
computing environment. It shows that adding face and
fingerprint verification strengthens contextual access control
by providing direct identity evidence for grant, step-up, or
deny decisions.

risk

The study also demonstrates that focused enrolled-
user biometric training can improve verification performance
when datasets are limited or imbalanced. In addition, it shows
that a 1D CNN can be applied to structured contextual access
data, allowing features such as trusted device, known location,
login time, and access condition to support adaptive risk-based
decision-making

X. DATA AVAILABILITY

Public benchmark datasets referenced in this study
include VGGFace2 for face-recognition experimentation,
SOCOFingfor fingerprint-recognition experimentation, and
theKiltHub Insider Threat Test Datasetfor contextual access-
record analysis. VGGFace2 is available at
https://github.com/ox-vgg/vgg face2, SOCOFing is available
at https://www.kaggle.com/ruizgara/socofing, and the KiltHub
Insider =~ Threat  Test  Dataset is  available at
https:/kilthub.cmu.edu/articles/dataset/Insider Threat Test D
ataset/12841247. Locally captured biometric samples and
implementation artifacts are available from the corresponding
author upon reasonable request.
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XIII. ETHICS AND BIOMETRIC DATA PRIVACY

Locally captured facial and fingerprint samples were
collected from enrolled project participants/users for research
and prototype evaluation after permission was obtained. The
samples were treated as sensitive biometric data, organized
with identity labels rather than public personal identifiers, and
were not released with the manuscript. Access to biometric
folders, templates, database records, and IPFS references was
restricted to the researcher and authorized supervisors. Locally
captured samples were retained only for research verification
and prototype evaluation and should be deleted or archived
according to the institution's approved data-retention
requirements after the study.
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