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Abstract- Cloud computing offers flexible and scalable re-
but uncontrolled consumption often leads to
escalating costs. Organizations frequently face unexpected
cloud bills due to forgotten development instances, oversized
VM types, unattached storage volumes, and inefficient
autoscaling settings. This paper presents Cloud Cost
Optimizer, a comprehensive web-based platform designed to
analyze cloud usage and billing data, detect inefficiencies and
idle resources, and automatically recommend cost-saving

sources,

actions while preserving performance. The system integrates
data collection from cloud provider APIs (AWS, Azure, GCP),
preprocessing modules, analytical models using rule-based
heuristics and machine learning, and a recommendation
engine with an interactive dashboard for visualization. The
platform supports three primary user roles: administrators,
cloud operators, and finance managers. Key functionalities
include idle resource detection, rightsizing recommendations,
storage cleanup alerts, and reserved instance suggestions. The
system architecture incorporates secure API integration, role-
based access control, and real-time data processing. Expected
outcomes include ac-tionable recommendations with estimated
savings of 20—30%. This work demonstrates how modern web
technologies and data analytics can effectively optimize cloud
expenditure while maintaining service quality.
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I. INTRODUCTION

Cloud computing has become the standard model for
pro-visioning compute, storage, and services across industries.
Organizations increasingly rely on cloud infrastructure for
scalability, flexibility, and reduced capital expenditure. How-
ever, as adoption increases, a significant challenge emerges:
unexpected and escalating cloud bills.

The primary reasons for cloud cost overruns include:

e Forgotten development and test instances running
contin-uously

Page | 625

e Oversized virtual machine (VM) types provisioned
for low-utilization workloads

e  Unattached storage volumes and orphaned snapshots

e Unoptimized database instances with provisioned
capac-ity exceeding actual usage

e Inefficient autoscaling configurations that scale up
pre-maturely

Traditional approaches to cloud cost management
rely on manual review of billing dashboards (AWS Cost
Explorer, Azure Cost Management) or periodic audits. These
meth-ods are time-consuming for teams managing hundreds of
resources, error-prone due to the complexity of cloud pricing
models, and reactive rather than proactive, identifying waste
only after bills are generated.

The Cloud Cost Optimizer project addresses these
lim-itations by proposing an automated, data-driven system
that continuously monitors cloud usage, analyzes billing
trends, and generates prioritized, actionable recommendations.

A. Motivation

The motivation for this project stems from several critical
observations:

1) Financial Impact: Industry reports indicate that 30—
35% of cloud spend is wasted on idle or underuti-lized
resources. For a medium-sized enterprise spending
$100,000 monthly, this represents $30,000-35,000 in
avoidable costs.

2) Manual Review Limitations: Billing dashboards pro-
vide data but require human interpretation. A single en-
gineer cannot efficiently analyze thousands of resources
across multiple cloud providers.

3) Skill Gap: Many organizations lack dedicated FinOps
teams or cloud cost optimization expertise.

4) Educational Value: Students gain hands-on exposure to
cloud provider APIs (AWS, Azure, GCP), data ana-
lytics pipelines, dashboard development, and real-world
optimization problems — skills highly valued in the
industry.
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B. Objectives

The project is guided by the objectives shown in Table 1.

TABLE ]
Project Objectives and Priority
Objective Priority
Meonitor and collect usage and billing data from cloud platforms High
Detect 1dle or underutilized rescurces (instances, disks, DBs) Hizh
Provide automatic recommendations (stop, resize, reserve) Hizh
Visualize uzage trends and potential savings Medmm|
Support mulh-cloud data inputs (AWS, Azure, GCF) Medmum|
Implement a lightweight dashboard for admins Low

C. Scope
The system focuses on infrastructure-level optimization:

e  Compute resources (EC2, VMs, Compute Engine in-
stances)

e Storage resources (EBS volumes, managed disks,
persis-tent disks)

e Database instances (RDS, Azure SQL, Cloud SQL)
The system does not address:

e Application-level
caching strategies)

optimization (code efficiency,
e Network data transfer costs
e  Third-party SaaS integrations

I1. EASE OF USE AND USER EXPERIENCE

The Cloud Cost Optimizer is designed with a strong
em-phasis on user experience (UX) and intuitive navigation,
ensuring that cloud administrators and finance managers with
varying technical backgrounds can interact with the platform
effectively.

A. User-Centric Interface Design

The platform employs a clean, responsive dashboard
inter-face that adapts across desktop and tablet devices. The
main dashboard features:

e Summary Cards: Total monthly spend, estimated
sav-ings, number of idle resources, top cost drivers

e Navigation  Bar: Dashboard,
Recommenda-tions, Cost
Analytics, and Settings

Access  to
Resource  Explorer,

e Consistent Layout: Reduces cognitive load and
enhances discoverability across all pages

B. Simplified Recommendation Workflow
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The recommendation review process is streamlined into
intuitive steps:

Step 1 — Discovery: System automatically scans all con-
nected cloud accounts and identifies optimization candidates.
Step 2 — Prioritization: Recommendations are ranked by
estimated savings and impact score (high/medium/low).

Step 3 — Review: Administrators view detailed recom-
mendations including:

- Resource identifier (e.g., i-0alb2c3d4e5f6g7h8)

- Current configuration (instance type, monthly cost)

- Suggested action (stop, resize, or reserve)

- Estimated monthly savings

- Risk assessment (e.g., "Low risk — resource idle for 14
days”)

Step 4 — Action: Administrator approves, rejects, or
schedules the recommendation for execution.

C. Administrator Dashboard
The administrator dashboard provides a centralized
view of all cloud resources and optimization opportunities as

shown in Table II.

TABLE II Administrator Dashboard Features

Feature Description

Resource List of all instances, volumes, and
Inventory databases across providers

Cost Trends | Weekly/monthly spending graphs with|

forecast

Idle Resources| Filterable list of resources marked as idle]

candidates
Action Log of all approved and executed
History recommendations
API Status Real-time status of cloud provider API

connections

D. Real-Time Data Processing

The system fetches fresh metrics at configurable
intervals (default: every 6 hours) to ensure recommendations
reflect current usage patterns. Loading indicators and progress
bars inform users during data synchronization.

E. Accessibility Features

The platform incorporates several accessibility considera-
tions:
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e Semantic HTML
compatibility

structure for screen reader
e High-contrast color schemes for readability

e Keyboard-navigable tables and filters

e C(Clear error messages with actionable guidance

e  Tooltips explaining complex cloud pricing terms
F. Maintaining System Integrity

To ensure reliability and consistency, the system follows well-
defined design standards:

e Secure API key storage using environment variables
e Role-based access control (Admin, Viewer, Operator)
e Data validation before storing in PostgreSQL

e Audit logging of all configuration changes

III. SYSTEM DEVELOPMENT APPROACH

The development of the Cloud Cost Optimizer
platform fol-lows a structured software engineering approach,
incorporating modern technologies, industry standards, and
best practices to ensure scalability, maintainability, and
performance.

A. Technologies and Standards
Table III summarizes the technology stack used in

the system, while Table IV presents the key API endpoints and
their functionalities.

TABLE III
TECHNOLOGY STACK SUMMARY
Layer Technology Version
Frontend HTML5/C883 + JavaScript + Chart 1 -
Backend Python + Flask 2.0+
Data Processing pandas, numpy 14+
Machine Learning scikit-learn 1.0+
Database PostereSQL 13+
Cloud SDKs boto3 (AWS), google-cloud, azure-sdk Latest
Authentication TWT (JSON Web Tokens) -
TABLE IV
API ENDPOINTS SUMMARY
Endpoint Method | Description
/api/metrics GET Fetch latest usage
metrics
/api/recommendations GET Retrieve optimization
- sugpestions
/api/recommendations/{id}/approve POST Approvea
recommendation
/api/cloud/connect POST Connect new cloud
account
fapyreports/cost GET Generate cost report
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Fig. 1. System Architecture of Cloud Cost Optimizer Platform
B. System Architecture

The system is organized into six modular components as
illustrated in Fig. 1:

1) Data Collector: Connects to cloud provider APIs
(AWS Cost Explorer, Azure Consumption API,
GCP Billing API) to fetch usage metrics and
billing details. Supports parallel collection across
multiple accounts.

2) Preprocessor: Cleans, normalizes, and aggregates
raw data. Handles missing values, converts time
zones, and creates standardized metrics (CPU %,
RAM GB, cost $).

3) Analyzer:
machine learning models to detect idle resources,
rightsizing opportunities,
reservation eligibility.

4) Recommendation Engine: Ranks optimization

Executes rule-based heuristics and

storage waste, and

sugges-tions by estimated cost impact and risk
score. Generates human-readable descriptions for
each recommendation.

5) Dashboard: Web-based interface displaying
trends, rec-ommendations, and cost analytics.
Allows user ap-proval/rejection of suggestions.

6) Automation Module (Optional): Applies safe
actions (e.g., stop idle instance) after explicit
administrator approval or policy rules.

C. Algorithmic and Logical Implementation
1) Algorithm 1: Idle Resource Detection:

Input: usage data (time-series metrics for last 30 days)
Output: idle status (True/False), idle _days for each resource
in cloud accounts do

cpu avg = average(usage data[’cpu__percent’][-7
days]) network avg = average(usage data[’network bytes’][-7
days])

if cpu avg < 5% AND network_avg < threshold then
idle status = True
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idle days = calculate_consecutive_idle _days(usage

data)

savings = estimate monthly_ cost(resource _ id),
priority = "HIGH”)

- else

idle status = False
- end if end for

2) Algorithm 2: Rightsizing Recommendation:

Input: current instance_type,
percentiles
Output: suggested instance type, estimated savings current
specs = instance _pricing[current _instance _type] peak cpu

= percentile(cpu percentiles, 95) peak memory
= percentile(memory _percentiles, 95)

for each available type in instance _pricing (sorted by
size DESC) do

if available type.cpu > peak cpu + buffer AND then

available type.memory > peak _memory + buffer
suggested _type = available type

BREAK

- end if end for

cpu__percentiles, memory

if suggested type != current instance _type then
savings = current specs.cost - suggested _type.cost return
suggested type, savings

- end if
D. Key Heuristics

Table V summarizes the key heuristics used in the system.

TABLE V Optimization Heuristics

Rule Condition Recommendation
Idle Detection ;;Wg CPU <5%for 7 Stop/Hibemate instanc
ays
Low Utilization SPU = 20% for 14 Downsize to smaller
ays
High Utilization CPU = 80% for 7 days | Upsize or enable auto-
Storage Waste Unattached volume Delete snapshot/volum
older than 30 days
Reservation Stable workload running | Purchase Reserved Ins
24/7 for 30+ days
E. System Metrics and Standards
The system is designed to deliver -efficient

performance under normal concurrent user loads as shown in
Table VI.

TABLE VI Performance Metrics

Metric Target Measurement
Method
API Response| < 2 seconds 95th percentilel
Time latency
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Data Collection < 5 minutes] End-to-end ¢
Duration per

account
Recommendation | > 85% Precision on known|
Accuracy waste
Dashboard  Load < 3 seconds First Contentful Paint|
Time

Data consistency is maintained through structured
Post-greSQL schemas_and validation mechanisms. Security
prac-tices include:

e API keys -encrypted at rest using environment
variables

o — JWT tokens with 24-hour expiration

e Input sanitization for all user inputs

e  HTTPS forall API communications

F. Development Practices and Implementation Guidelines

The system follows standard development practices:

e  Version Control: Git with feature branch workflow

e Modular Coding: Separate modules for collector,
ana-lyzer, and dashboard

e Testing: Unit tests for heuristic functions, integration
tests for API endpoints

e Documentation: Inline code comments and API
docu-mentation using Swagger

G. Directory Structure

cloud-cost-optimizer/ src/

collector/ Cloud API inteqraticns

&
analyzer/ # Heuristic and ML logic
recommender/ # Recommendation engine
api/ # Flask REST endpoints
dashboard/ # Frontend files
tests/ # Unit and integration
data/ # Sample data for testing
docs/ # Documentation
regquirements.txt # Python dependencies

IV. CHALLENGES AND LIMITATIONS

During the development of the Cloud Cost Optimizer
sys-tem, several technical and functional challenges were
iden-tified that may affect system performance, scalability,

and adoption.

A. Technical Challenges
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Table VII summarizes the technical challenges and their
solutions.

TABLE VII
Technical Challenges and Solutions

Challenge Solution Implemented

APl Rate Limits|Exponential backoff and request]
(AWS: 10jqueuing

requests/sec)

Data Standardized schema with
INormalization  [provider-specific

across providers
Secure API key|Environment variables + encrypted

management credential
Real-time vs.|Configurable intervals (6-24 hours)
Batch trade-off [ on-dem

B. ional Limitations
current system has the following limitations:
1) No Automated Remediation: The system provides

rec-ommendations but requires approval.
Automated actions are not implemented in the current

manual

version.

2) Limited Forecasting: Basic ML models (linear regres-
sion) are used; advanced models (LSTM) are not yet
integrated.

3) Container Support: pod-level
optimization is not supported (only VM-level).

4) Network Costs: Data transfer costs between regions
are not analyzed.

5) Language Support: Dashboard supports English only.

Kubernetes

C. Scalability Considerations

The system is designed to handle moderate loads (5-
10 cloud accounts, 500-1000 resources). Future scaling may
re-quire:

- Horizontal scaling of collectors using message queues
(RabbitMQ)

- Database partitioning by account and time range

- Caching layer (Redis) for frequent queries

D. Security Limitations

While authentication is implemented using JWT, the
following security enhancements are not yet integrated:

- Two-factor authentication (2FA)
- Rate limiting on API endpoints
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- Audit logging for all user actions
- Role-based access control (RBAC) beyond simple ad-

E. User Adoption and Dependencies

- Learning Curve: Organizations accustomed to native
cloud dashboards may need training.

- Trust in Recommendations: Administrators may be
reluctant to act on automated suggestions without vali-
dation.

- Third-party APIs: System reliability depends on
cloud provider API availability and pricing data
accuracy.

- Internet Connectivity: Continuous internet access re-
quired for API communication.

Despite these challenges, proper system design,
security mechanisms, and modular architecture help in
minimizing risks and ensuring reliable system performance.

V. FUTURE SCOPE

The following enhancements are planned for future
versions as outlined in Table VIII.

VI. CONCLUSION

The Cloud Cost Optimizer project presents a practical
approach to reduce cloud expenditure by combining rule-
based heuristics and predictive analytics. The system

successfully:

1) Aggregates usage and billing data from multiple
cloud providers (AWS, Azure, GCP)

2) Detects idle resources, rightsizing opportunities,
storage waste, and reservation candidates

3) Provides prioritized, explainable
recommendations with estimated savings

4) Offers an intuitive dashboard for administrators
to re-view and approve actions

The student implementation demonstrates integration
with cloud APIs, data processing pipelines using pandas, rule-
based analysis, and a user-facing dashboard using Flask and
Chart.js. This forms a foundation for extended industrial-
strength solutions.

Expected outcomes include actionable
recommendations with potential cost savings between 20—
30%, helping organi-zations reclaim wasted spend and
improve resource utilization without impacting service quality.
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VII. FIGURES AND TABLES SUMMARY

Fig. 1 shows the system architecture of the Cloud
Cost Optimizer platform, illustrating the interaction between
data collection, analysis, and dashboard layers.

Table IX presents sample recommendations output from the
system.

TABLE IX
Sample Recommendations Output
Resource ID | Provider | Current Type Suggested Action Monthly Savings | Priority
i-0alb2c3d AWS 2 large Downsize fo 2.medium | $23.40 High
disk-xyz GCP 500 GB SSD Delete (unattached) $10.00 High
sql-serverl Azure Standard D2s v3 Stop (idle 14 days) $87.60 Medium
prod-app-01 AWS mb5.xlarge Purchase 1-yr RI $312.00 Medium

Table X shows the cost savings comparison from a 30-day
simulation.

Fig. 2. Database Schema Diagram
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