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Abstract- This paper presents the design and implementation
of the Online Educational Management System (OEMS), a
comprehensive web-based platform developed to address the
limitations of conventional, manual-driven educational
administration. The system integrates static content delivery,
dynamic processing, and e-commerce functionalities into a
unified hybrid architecture, serving distinct user roles —
Administrator and Student. Developed using HTML5, CSS3,
JavaScript, Bootstrap 5 on the frontend and Node.js/Express
on the backend, with MySQL as the relational database, the
platform automates course management, content delivery,
student interaction, and payment processing. The system
employs a three-tier client-server architecture and enforces
role-based access control (RBAC) to ensure data security and
operational integrity. Testing results confirm that the system
meets functional and non-functional requirements, achieving
high performance, scalability, and usability. Future work
includes Al-driven personalization, multi-factor
authentication, and virtual classroom integration.
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I. INTRODUCTION

The rapid advancement of digital technology has
fundamentally ~ transformed  academic  administration.
Educational institutions that once relied on paper-based
record-keeping, physical study material distribution, and
offline communication are increasingly adopting integrated
digital platforms to enhance both learning outcomes and
administrative efficiency [1].

Traditional systems suffer from multiple critical
limitations: lack of a centralized data repository, time-
consuming manual processes, restricted student accessibility,
poor real-time communication, inadequate data security, and
an inability to scale as enrollment grows. These deficiencies
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collectively degrade institutional responsiveness and learner
engagement.

The Online Educational Management System
(OEMS) — deployed as the Manwax Education platform —
addresses these challenges by integrating an Admin Module, a
Student Module, and e-commerce capabilities into a single,
responsive web application. The system automates course
lifecycle management, enables on-demand content delivery,
provides a structured feedback channel, and supports secure
online fee payment, thereby digitally transforming the
institution's academic and administrative workflows.

Il. RELATED WORK

Several studies have explored digital solutions for
educational management. Chand & Patel [1] developed an E-
Learning Management System using PHP and MySQL that
offered online course management and student registration,
but lacked mobile support and interactive features. Khan &
Ahmad [2] presented a Web-Based Education System built on
ASP.NET and SQL Server, which proved effective for large
institutions but was cost-prohibitive for smaller ones.

Jadhav&Patil [3] proposed an Online Learning
Platform using Java and JavaScript incorporating video
lectures and discussion forums, yet it lacked e-commerce and
payment integration. Sharma &Verma [4] demonstrated a
Virtual Classroom System with attendance tracking and live
chat, but scalability remained a concern under high user load.
Gupta & Singh [5] implemented an Online Education
Management System using Node.js and MongoDB that
included e-commerce integration but lacked a hybrid static-
dynamic content structure.

The proposed OEMS addresses the identified gaps by
combining a hybrid architecture, role-based access control,
and integrated e-commerce within a single responsive
platform built on widely adopted, open-source technologies.
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I11. SYSTEM ANALYSIS
A. Problem Statement

In many educational institutions, student records are
maintained in isolated registers or spreadsheets, course content
is distributed through informal channels, and inter-stakeholder
communication occurs through notice boards or verbal
announcements. This fragmented approach introduces data
inconsistency, access delays, security vulnerabilities, and an
inability to respond in real time to academic changes —
collectively reducing institutional efficiency and learner
satisfaction.

B. Existing System Limitations

»  Time-consuming, error-prone manual record keeping

» Absence of a centralized content repository

» Limited student accessibility outside campus

e Poor real-time communication and
announcements

» High risk of data loss with no backup mechanisms

* No scalability or adaptability to institutional growth

delayed

C. Proposed System Overview

The proposed OEMS is a web application that unifies
all academic and administrative activities into a single
platform. It provides administrators with tools for course
creation, content management, announcement publishing, and
analytics generation, while giving students on-demand access
to course materials, assessments, notifications, and payment
services. All data is maintained in a centralized MySQL
database with RBAC enforcement and secure session
handling.

1V. SYSTEM DESIGN AND ARCHITECTURE
A. Three-Tier Architecture

The OEMS follows a three-tier client-server
architecture:

1) Presentation Layer (Client Side): Built with HTMLS5,
CSS3, JavaScript, and Bootstrap 5. Provides
responsive, device-agnostic user interfaces for login,
dashboards, course browsing, and content access.

2) Application Layer (Server Side): Implemented in
Node.js with Express.js. Processes business logic,
validates user requests, enforces RBAC, and serves
RESTful APIs that enable dynamic data exchange

between the frontend and backend.
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3) Data Layer (Database): MySQL 8.0 stores structured
data across normalized tables including Users,
Courses, Content, Feedback, Notifications, Payments,
and Reports. Referential integrity is maintained
through foreign key constraints.

B. Database Design

The relational schema is organized into the following
principal entities:

TABLE I. PRIMARY DATABASE ENTITIES

Entity Primary Key | Key Relations
Attributes hips
Student Student_ID Name, Email, FK:
Password Course_
ID
Admin Admin_ID Name, Email, |—
Password
Course Course_ID Name, FK from
Description, Student
Duration
Study Material_ID | Title, File_Path [FK:
Material Course_
ID
Notificatio | Notification_I | Message, Date [FK:
n D Admin_I
D
Payment Payment_ID | Amount, FK:
Status, Student_
Timestamp ID

C. Use Case Model

Two primary actors interact with the system. The
Administrator performs: system login, user account
management, course CRUD operations, content upload,
announcement publishing, and report generation. The Student
performs: account registration and login, course browsing and
enrollment, study material access, assessment participation,
feedback submission, and payment processing.

V. SYSTEM IMPLEMENTATION
A. Technology Stack

TABLE Il. TECHNOLOGY STACK

Component Technology

www.ijsart.com




1JSART - Volume 12 Issue 6 — JUNE 2026

Component Technology

Operating Windows 10/11 (64-bit) / Ubuntu Linux

System

Frontend HTML5, CSS3, JavaScript, Bootstrap 5

Backend Node.js (v18+), Express.js

Database MySQL 8.0 / JSON
(Supabase/PostgreSQL)

Code Editor Visual Studio Code

Version Git

Control

Dev Tools XAMPP / WAMP / npm

B. Core Modules

1) User Management & Authentication Module: Implements
RBAC using encrypted password hashing and secure
session management. Each login attempt is validated
against the database; upon successful authentication, the
system assigns role-specific permissions and initiates a
tracked session.

2) Course & Content Management Module: Enables
administrators to create, update, and delete course
records. Supports multi-format file uploads (PDF, MP4,
images) to secure cloud storage, with metadata persisted
in the database. RESTful APIs propagate updates to the
Student Dashboard in real time.

3) Announcement & Notification Module: Provides real-
time broadcast of announcements via dashboards, email,
and SMS. Includes notification scheduling, priority
management, and an audit log of delivered messages.

4) Student Module: Offers course browsing with filtering
and sorting, assessment participation with automated
grading, structured feedback submission, and a direct
messaging channel to instructors and administrators.

5) Payment (E-Commerce) Module: Integrates a payment
gateway for secure online fee transactions. Supports free
and paid course enrollment with transaction logging,
invoice generation, and real-time payment status updates.

6) Reports & Analytics Module: Generates enrollment
statistics, user activity summaries, and feedback analyses
through  visual dashboards. Enables data-driven
administrative decision-making.

C. Key Algorithms

User Authentication Algorithm: (1) User submits
credentials via the login interface. (2) Server validates
credentials against hashed records in the Users table. (3) On
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match, the system identifies the user role and initiates an
RBAC-scoped session. (4) On mismatch, an error is returned
and access is denied.

Course Enrollment and Payment Algorithm: (1) User
selects a course from the catalogue. (2) System retrieves
course pricing classification (free/paid). (3) Free courses
trigger direct enrollment. (4) Paid courses redirect to the
payment gateway. (5) On successful payment confirmation,
enrollment records and payment logs are updated.

Dynamic Content Update Algorithm: (1) Admin
uploads a file. (2) System validates format and size. (3) File is
stored in cloud storage; metadata is written to the Content
table. (4) RESTful API triggers a frontend update, making
content immediately visible on student dashboards.

VI. TESTING AND VALIDATION
A. Testing Strategy

A four-level testing strategy was employed: (1) Unit
Testing — individual modules (login, registration, course
management) were tested independently to verify isolated
functionality. (2) Integration Testing — inter-module
communication (e.g., login module with database, admin
module with course management) was validated for data
integrity and workflow correctness. (3) System Testing — the
complete platform was assessed for functional compliance,
performance  under  concurrent load, cross-browser
compatibility, and responsive layout. (4) User Acceptance
Testing (UAT) — end-users evaluated the platform in a
realistic environment; feedback guided final refinements.

B. Test Cases

TABLE I1l. REPRESENTATIVE TEST CASES

TC-ID Module Test Scenario Expected Rezult Stat
us
TCO1 Authentication Valid admin Diashboard access Pass
login erantad
TCO2 Anthentication Invalid Error messags Pass
password displayad
TC02 Fegistration MNew studant Account creatad; Pass
ragistration szssion started
TC04 Course Accass Student visws Course materials Pass
anrollad displayad
courss
TCOS Contant Upload Admin Fils storad; Pass
uploads POF dashboard updatad
TCO6 Payment Paid course Gateway invokad; Pass
enrollment enrollment
confirmed
TCO? Announcement Admin posts Motification visible Pass
announcemant to all nsers
TCO8 Security Unanthorized Eadirsct to login Pass
admin URL pags
accass
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C. Security Testing

Security validation confirmed: (i) bcrypt password
hashing protects credentials at rest; (ii) RBAC prevents
privilege escalation between user roles; (iii) parameterized
queries mitigate SQL injection; (iv) HTTPS-ready deployment
protects data in transit; (v) session timeout enforces
reauthentication after inactivity.

VII. RESULTS AND DISCUSSION

The deployed OEMS successfully demonstrated all
specified functional capabilities across test scenarios. The
Admin Dashboard provides a centralized interface for
managing  courses, uploading  content,  publishing
announcements, and generating reports. The Student interface
offers seamless access to learning materials, assessments, and
payment services from any device.

The platform's responsive design, validated across
desktop, tablet, and mobile viewports, ensures consistent
usability regardless of the access device. Real-time content
propagation via RESTful APIs confirmed that administrative
updates are immediately reflected on student dashboards
without manual page refresh.

Performance testing under simulated concurrent user
loads demonstrated stable response times within acceptable
thresholds, validating the suitability of the Node.js non-
blocking 1/0 model for educational platforms. All eight
representative test cases passed, and UAT participants
reported high satisfaction with interface clarity and navigation
efficiency.

Compared with prior systems identified in related
work, OEMS uniquely combines: a hybrid static-dynamic-
ecommerce architecture, comprehensive RBAC enforcement,
cloud-based file storage, real-time notification delivery, and
integrated payment processing — within a single open-source
technology stack.

VIIl. CONCLUSION AND FUTURE WORK
A. Conclusion

The Online Educational Management System
presents a robust, scalable, and security-conscious solution to
the multifaceted challenges of traditional educational
administration. By integrating user management, course
lifecycle  management, content  delivery, real-time
communication, payment processing, and analytics into a
unified hybrid web platform, the system eliminates manual
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inefficiencies and significantly enhances accessibility and
institutional  responsiveness. The modular architecture
simplifies maintenance and facilitates incremental feature
expansion without disrupting existing services.

B. Future Enhancements

* Al-driven personalized learning recommendations
and predictive performance analytics

*  Multi-factor authentication (MFA) and biometric
verification for enhanced security

*  Virtual classrooms with live streaming, collaborative
whiteboards, and breakout rooms

«  Multilingual interface support to expand accessibility
across linguistic demographics

»  Gamification elements (badges, leaderboards) to
improve learner motivation and engagement

»  Cloud-native deployment with auto-scaling and load
balancing for enterprise-grade performance
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