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Abstract- The Chemical Tracker System is a web-based
application developed to monitor and track precursor
chemicals from production to end use. The system integrates
Blockchain, Internet of Things (IoT), and modern web
technologies to ensure transparency, security, and
accountability in the chemical supply chain.

The application enables authorities such as the
Narcotics Control Bureau (NCB) to monitor chemical
movement in real time, detect tampering during
transportation, and prevent illegal diversion of chemicals.
GPS tracking and tamper detection sensors help provide
continuous monitoring of shipments.

The system also includes role-based dashboards for
administrators, zonal officers, manufacturers, transporters,
and end users. Features such as secure login, order creation,
shipment tracking, alert generation, and report analysis
improve operational efficiency and reduce manual effort. The
proposed solution provides a scalable and secure platform for
modern chemical supply chain management.

I. INTRODUCTION
1.1 Background

Precursor  chemicals are widely used in
pharmaceutical industries, manufacturing sectors, and research
laboratories. However, the improper monitoring of these
chemicals creates opportunities for illegal diversion and
misuse. Traditional monitoring methods mainly rely on
paperwork and manual verification, which are inefficient,
time-consuming, and vulnerable to errors.

Recent advancements in technologies such as
Blockchain and 10T have enabled the development of secure
and intelligent monitoring systems. Blockchain technology
ensures tamper-proof and immutable records, while loT
devices provide real-time monitoring and tracking capabilities.
The Chemical Tracker System is developed to combine these
technologies and provide a secure platform for monitoring
chemical transportation and supply chain activities.
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1.2 Need for the System

Existing chemical monitoring systems lack
centralized control, real-time visibility, and secure tracking
mechanisms. Authorities face difficulties in identifying
tampering, monitoring shipment movement, and preventing
illegal diversion of chemicals.

Manual systems consume more time, increase
paperwork, and are prone to human errors. In many cases,
delayed monitoring and poor coordination create serious risks
to public safety and regulatory control. Therefore, there is a
need for a digital solution that provides secure tracking, live
monitoring, automated alerts, and transparent record
management.

The proposed Chemical Tracker System addresses
these challenges using Blockchain, GPS tracking, tamper
detection sensors, and web technologies.

1.3 Scope of the System

The Chemical Tracker System can be implemented in
government agencies, chemical manufacturing industries,
logistics sectors, and regulatory organizations. The system
helps authorities monitor chemical movement efficiently and
improve supply chain transparency.

The project can also be extended for mobile
applications, cloud integration, Al-based risk prediction, and
large-scale national monitoring systems. Future enhancements
can further improve automation, security, and scalability of
the system.

Il. PROBLEM STATEMENT

The absence of a centralized tracking system for
precursor chemicals creates major challenges in effectively
monitoring their movement and usage across the supply chain.
This leads to poor coordination and lack of visibility for
authorities.
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Detecting tampering during transportation is difficult,
which increases the chances of illegal activities and
unauthorized diversion of chemicals without timely detection.

Existing manual processes are time-consuming and
prone to human errors, resulting in inefficiency, inaccurate
records, and delays in decision-making.

There is no real-time monitoring or alert mechanism
in current systems, making it difficult for authorities to
respond quickly to suspicious activities or risks.

As a result, there is a high risk of chemical diversion
and misuse, which can pose serious threats to public safety
and regulatory control.

I1l. OBJECTIVES
3.1 Main Obijective

The main objective of the project is to develop a
secure and intelligent web-based precursor chemical
monitoring system using Blockchain and loT technologies.
The system aims to ensure transparency, improve tracking
efficiency, and reduce illegal diversion of chemicals through
real-time monitoring and tamper detection.

3.2 Specific Objectives
e To provide real-time tracking of chemical
transportation using GPS technology.

e To generate secure and tamper-proof records using
Blockchain concepts.

e To detect unauthorized access or tampering during
transportation.

e To provide role-based access for admins, officers,
and dealers.

e To generate alerts and reports for efficient monitoring
and decision-making.

e To reduce manual effort and improve operational
efficiency in chemical tracking systems.

IV. LITERATURE SURVEY

Several research studies have explored supply chain
monitoring, Blockchain security, and loT-based tracking
systems. Modern supply chain systems focus on improving
transparency and reducing manual intervention through
automation technologies.

Blockchain technology has been widely used in
logistics and supply chain management because of its ability
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to provide immutable and secure records. It helps prevent data
manipulation and improves trust among stakeholders.

loT-based monitoring systems use sensors and GPS
devices for real-time tracking and environmental monitoring.
These systems improve visibility and allow authorities to
detect suspicious activities instantly.

Existing studies show that combining Blockchain,
IoT, and web technologies can significantly improve supply
chain security, transparency, and efficiency. The Chemical
Tracker System is designed based on these modern
technological approaches.

V. PROPOSED SYSTEM
5.1 Overview

The proposed Chemical Tracker System is a full-
stack web application developed to monitor precursor
chemicals from manufacturer to end user. The system
integrates Blockchain for secure records, loT for real-time
monitoring, and role-based dashboards for different users such
as NCB admins, zonal officers, manufacturers, transporters,
and end users.

The application provides functionalities such as order
creation, shipment tracking, alert generation, and report
analysis. GPS devices help monitor shipment locations, while
tamper sensors detect unauthorized access during
transportation.

5.2 Working Principle

The working process of the system begins when a
dealer creates a shipment order through the web application. A
unique tracking ID is generated using Blockchain concepts to
maintain data integrity.

During transportation, 10T devices continuously send
GPS location data to the server. If tampering is detected, the
system automatically generates alerts and notifies the zonal
officer.

The officers can monitor shipment details, analyze
risk levels, and generate reports using the dashboard. The
entire process ensures secure and transparent tracking of
chemicals across the supply chain.

VI. SYSTEM ARCHITECTURE

6.1 Frontend Layer
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The frontend layer is developed using React and
TailwindCSS. It provides user-friendly interfaces for login,
order management, shipment tracking, and report
visualization.

6.2 Backend Layer

The backend layer is developed using Node.js and
Express.js. It handles business logic, APl communication,
authentication, and system operations.

6.3 Database Layer

MongoDB or Firebase is used to store user details,
shipment records, alerts, and tracking information securely.
The database helps maintain structured and scalable data
storage.

6.4 Blockchain Layer

The Blockchain layer ensures data integrity by
generating secure transaction records and unique shipment
IDs. It prevents unauthorized modification of records.

6.5 10T Layer

The loT layer consists of GPS modules and tamper
detection sensors connected through microcontrollers. It
provides real-time shipment tracking and instant tamper alerts.

VIl. METHODOLOGY

The project follows a modular development
methodology. Initially, system requirements and user roles are
analyzed. The frontend and backend modules are then
developed separately.

Blockchain concepts are integrated for secure
tracking IDs, while simulated 10T modules are used for GPS
tracking and tamper detection. Finally, testing is performed to
verify functionality, security, and usability of the application.

VIII. SOFTWARE IMPLEMENTATION

The system is implemented using modern web
technologies and development tools. React and TailwindCSS
are used for frontend development, while Node.js and

Express.js are used for backend services.

MongoDB/Firebase is used for  database
management. Blockchain concepts are implemented for secure
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data storage, and loT simulations are used for GPS tracking
and tamper alerts.

The application provides dashboards, tracking
modules, and reporting systems through a responsive web
interface.

IX. RESULTS AND DISCUSSION

The system successfully demonstrates real-time
tracking of chemical shipments and secure monitoring of
supply chain activities. Role-based dashboards allow users to
manage orders, track shipments, and generate reports
efficiently.

The GPS tracking module provides continuous
shipment monitoring, while the tamper detection module
generates alerts during suspicious activities. The Blockchain-
based tracking IDs help maintain secure and transparent
records.

The project demonstrates how modern technologies
can improve chemical monitoring systems and reduce illegal
diversion risks.

X. ADVANTAGES

e  Provides real-time shipment tracking

e Improves transparency in the supply chain

e Reduces manual paperwork and errors

e  Ensures secure and tamper-proof records

e  Generates instant alerts during tampering

e  Supports centralized monitoring for authorities

e Enhances operational efficiency and accountability

XI. APPLICATIONS
The Chemical Tracker System can be used in:

e Narcotics Control Bureau (NCB)

e  Chemical manufacturing industries

e Pharmaceutical industries

e Logistics and transportation sectors

e  Government regulatory organizations
e  Supply chain monitoring systems

XIl. FUTURE ENHANCEMENTS
Future improvements for the project include:
o Al-based risk prediction system
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e Mobile application integration

e Real-time loT hardware deployment
o Cloud database integration

e Advanced analytics dashboard

e  Multi-location monitoring system

e Automated notification system

XI11. CONCLUSION

The Chemical Tracker System provides a secure,
transparent, and efficient solution for monitoring precursor
chemicals across the supply chain. By integrating Blockchain
and loT technologies, the system improves accountability,
ensures data integrity, and reduces illegal diversion risks.

The project ~ demonstrates  the practical
implementation of modern technologies in government
monitoring and supply chain management systems. The
proposed system also provides a scalable foundation for future
smart regulatory and monitoring applications.
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