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Abstract- Digital identity verification in the modern era
frequently necessitates the full disclosure of sensitive personal
data, which creates significant privacy vulnerabilities and
security risks. To address these challenges, this project
proposes a decentralized, privacy-preserving identity
verification system built on blockchain technology. The
framework utilizes cryptographic hashing (SHA-256) to
secure identity attributes and anchor them on an immutable,
tamper-proof ledger.The core of the system is a selective
disclosure mechanism, which empowers users to share only
the specific information required by a verifier rather than
their entire identity profile. By integrating concepts from
Zero-Knowledge Proofs (ZKP) and Decentralized Identifiers
(DID), the approach ensures that authentication can occur
without revealing the original sensitive data to the verifying
party. This proposed system provides a secure, user-controlled
alternative to traditional centralized databases, ultimately
enhancing privacy, data integrity, and trust in digital
verification processes.

I. INTRODUCTION

With the rapid and continuous growth of online
services, digital identity verification has become an
unavoidable requirement for accessing modern platforms.
However, most existing verification systems rely heavily on
centralized databases that store vast amounts of sensitive user.
This centralized architecture creates significant vulnerabilities,
making these systems prime targets for data breaches,
unauthorized access, and tampering.Furthermore, traditional
identity verification processes often demand full disclosure of
personal information, leaving users with little to no control
over how their data is shared or managed. This lack of
granular controlleads to inherent privacy and security risks for
the end-user.

There is an urgent and clear need for a secure,
decentralized system that can verify a user's identity while
strictly preserving their privacy and ensuring data
integrity.Blockchain technology offers a robust solution to
these challenges by providing a decentralized and secure
framework. By utilizing an immutable ledger, blockchain can
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enhance trust and transparency in the verification process
without the need for a central authority. This project proposes
a system where identity attributes are secured using
cryptographic hashing and anchored on the blockchain. By
incorporating Zero-Knowledge Proof (ZKP) concepts and
selective disclosure, the system allows users to share only the
specific information required for a transaction, thereby
ensuring enhanced privacy, security, and user autonomy.

Il. LITERATURE REVIEW

Decentralized Verification

Systems

Identity and Traditional

Traditional identity verification models generally fall
into three main categories: centralized government databases,
third-party credit bureaus, and siloed service provider
repositories. Centralized models focus mainly on the storage
of raw sensitive data. While they are useful for establishing
baseline trust, they often lack a privacy-preserving perspective
and are vulnerable to massive data breaches and unauthorized
access.

More advanced digital identity platforms provide
standardized frameworks for managing credentials. However,
implementing these tools can be complex and may require
significant cryptographic overhead for both issuers and
verifiers. In academic research, decentralized methods such as
the W3C Verifiable Credentials model have been widely used
to create a standardized digital identity ecosystem.

Although these models are effective for defining data
structures, most existing systems still struggle with wide-scale
real-world adoption and the balance between transparency and
user anonymity.

Blockchain and Cryptographic Hashing in Security

In recent years, blockchain technology has become
increasingly important in ensuring data integrity and tamper-
proof storage. Models such as the Bitcoin protocol have been

www.ijsart.com



IJSART - Volume 12 Issue 05 — MAY 2026

applied to identify how decentralized ledgers can maintain a
permanent record of transactions using SHA-256 hashing.

These models are particularly valuable because they
can capture and secure identity attributes without the need for
a central authority. Their ability to anchor cryptographic
proofs on an immutable ledger makes them well-suited for
identity verification and fraud prevention. While the use of
blockchain for financial transactions is well-established, its
application in generating user-controlled, privacy-preserving
identity proofs remains a primary area of this research.

Privacy Considerations and Zero-Knowledge Proofs

The ethical and privacy implications of data
disclosure have received growing attention in recent literature.
Concerns include the lack of user control over personal data
and the risk of identity theft in "honeypot” centralized
databases. Scholars emphasize the importance of transparency,
fairness, and selective disclosure in identity technology
systems.

To address these concerns, Zero-Knowledge Proofs
(ZKP) can be used to prove the validity of a claimsuch as
being over a certain agewithout revealing the actual
underlying data. By applying such methods, identity
verification becomes more private and trustworthy for users.
However, ZKP techniques often face challenges regarding
high computational complexity and implementation difficulty.
Integration of these proofs into public blockchain platforms
represents a key future enhancement for scalable, private
identity management.

I11. PROBLEM STATEMENT

Traditional identity verification systems are
fundamentally flawed because they require the full disclosure
of sensitive personal information to third-party verifiers. This
"all-or-nothing™ approach to data sharing leads to significant
privacy and security risks, as users lose control over their
personal attributes once they are submitted.

The core issues addressed by this research include:
Centralization Vulnerabilities: Most existing systems

rely on centralized databases that store vast amounts of

sensitive user data, making them "honeypots"” and high-value

targets for data breaches and unauthorized access.

Lack of User Autonomy: Current models provide users with
little to no granular control over their data, often forcing them
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to reveal more information than is necessary for a specific
transaction.

Data Integrity Concerns: Conventional digital records are
prone to tampering and lack the transparent, immutable audit
trails required to establish high levels of trust between
parties.Consequently, there is a critical need for a secure,
decentralized system that can verify identity through selective
disclosure while preserving privacy and ensuring absolute data
integrity.

IVV. PROPOSED SYSTEM
System Architecture

The proposed system utilizes a four-entity
decentralized architecture. This structure separates the roles of
identity issuance, user-controlled data management, and the
validation of cryptographic  proofs. By  dividing
responsibilities in this way, the system remains secure,
immutable, and preserves user privacy.

Issuer Module

The issuer module is the authoritative component
responsible for the initial creation of digital credentials. It is
designed to interface with organizations such as government
agencies or recognized institutions.

Key features include:

Cryptographic Anchoring: Performs SHA-256 hashing on
sensitive identity attributes to create unique digital
fingerprints.

Blockchain Integration: Anchors the generated hashes onto
the immutable ledger to establish a permanent source of truth.

Credential Issuance: Generates secure digital credentials that
are passed to the user for future use.

Data Integrity Assurance: Ensures that identity attributes are
verified at the source before they are secured on the
blockchain.

Holder Module
The holder module serves as the user’s personal
interface, allowing for complete autonomy over their digital

identity. It is designed with privacy-first principles to ensure
users only share what is necessary.
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Main functions include:

Selective Disclosure Engine: Allows the user to
select specific identity attributes to share while keeping the
remaining data hidden.

Proof Generation: Computes specific proof hashes for the
selected attributes to be sent to a verifier.

Credential Storage: Securely manages the digital credentials
received from various issuers.

Privacy Management: Ensures that no raw sensitive data is
exposed during the verification process.

Verifier Module

The verifier module is used by service providers to
authenticate a user’s identity without requiring access to their
full personal profile.

Core components include:

Verification Requestor:Initiates a request for specific
identity attributes needed for a transaction.

Proof Validator: Receives the proof hash from the holder and
cross-references it with the data anchored on the blockchain.

Zero-Knowledge Authentication: Confirms the validity of a
claim without ever seeing or storing the original sensitive
information.

Trust Establishment: Utilizes the blockchain’s immutable
records to ensure the presented proof has not been tampered
with.
Blockchain and Proof Module

The blockchain module acts as the decentralized data
layer, while the proof module handles the advanced
cryptographic logic.

Components include:

Immutable Ledger: Provides a tamper-proof and permanent
record of all hashed identity data.

SHA-256 Hashing Engine: Standardizes the cryptographic

format for all identity proofs to ensure compatibility across the
system.
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Zero-Knowledge Proof (ZKP) Integration: Future-ready
module designed to support complex zk-SNARKs for
enhanced anonymity.

Decentralized Source of Truth: Eliminates the need for a
central database, significantly reducing the risk of large-scale
data breaches.

V. RESULTS AND DISCUSSION

To understand how well the system performs in real-
world conditions, it was tested using multiple simulated
identity datasets with varying sizes and attribute complexities.

Large Scale Processing: A sample dataset containing 500
identity records was processed and anchored in 0.8 seconds,
with a memory footprint of 45 megabytes.

This proves the system can handle bulk identity issuance
without performance strain.

Complex Attribute Mapping: A dataset of 100 rows,
representing complex multi-attribute credentials (e.g.,
passports with multiple visas), was processed in 0.3 seconds
using 28 megabytes of memory.

Scalability: The results indicated that processing time
increases proportionally with data size, confirming predictable
and stable scaling behavior for decentralized identity
management.

Error Handling Efficiency: Edge case testing using 50 rows
of problematic entriessuch as missing fields or invalid
characterswas completed in 0.2 seconds with 22 megabytes of
memory. Strong validation mechanisms did not significantly
slow down the verification speed.

Identity Verification Results

When applied to a standard user profile, the system
generated a clear audit trail of the individual’s identity
verification journey.

Attribute Anchoring: For a profile requiring five distinct
identity attributes (e.g., Name, DOB, Nationality, ID Number,
Address), the total anchoring process was completed
successfully on the ledger.

Selective Disclosure Efficiency: In a simulated "Proof of

Age" scenario, the user successfully disclosed only 20% of
their total identity profile (the DOB attribute) to the verifier.
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Integrity Success: 100% of the tested attributes maintained
their integrity; any attempt to manually alter the local data
resulted in an immediate hash mismatch during the
verification phase.

Discussion

The results of this study highlight the effectiveness of
a decentralized, logic-based approach in managing the
complexities of digital identity. The system successfully
interpreted diverse user attributes and translated them into
context-aware, privacy-preserving verification outcomes.

System Strengths

One of the primary strengths of the proposed
framework lies in its semantic understanding of identity
claims. For example, when users selected specific attributes
for disclosure such as "Proof of Residency” or "Age
Verification" the system categorized and hashed them
appropriately without requiring rigid, centralized formatting.
This flexibility makes the tool accessible to individuals across
different jurisdictions and organizational standards.

The privacy-preserving framework also played a
crucial role in maintaining trust. Recommendations were not
purely mathematical; they considered the practical importance
of data minimization.

For instance, while disclosing a full birth date could
technically verify age, the system flagged the unnecessary data
exposure and suggested a zero-knowledge approach to
confirm the "Over 18" status instead.

Limitations
Despite its successes, several limitations remain in the current
prototype:

Simplified Benchmarks: The use of static SHA-256 hashing
for anchoring is a foundational benchmark and may not reflect
the computational needs of high-frequency, real-time public
blockchain environments.

Complexity of Implementation: The system requires a
sophisticated cryptographic setup for issuers and verifiers,
which may act as a barrier to entry for smaller organizations.

Deterministic Logic: The framework currently relies on

deterministic logic for verification rather than full integration
with dynamic, Al-driven fraud detection models.
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VI. CONCLUSION

The Privacy-Preserving Identity Verification System
shows how smart decentralized tools can help people stay
secure during uncertain digital times. By blending automated
data processing with logic-driven cryptographic advice, the
system turns basic identity attributes into a clear roadmap for
protecting personal data.

The implementation of selective disclosure ensures
that users maintain total autonomy, providing only the
necessary proof of identity without exposing their entire
profile. As identity-related threats and data breaches continue
to rise, this blockchain-based framework provides a robust and
transparent alternative to traditional centralized systems.
Overall, the project successfully demonstrates that combining
blockchain with hashing techniques creates a high-integrity
environment for modern digital interactions.Automated
Verification: By handling cryptographic anchoring and proof
matching automatically, the system eliminates manual errors
and the security risks associated with human-led data
handling.

Smart Risk Assessment: The system analyzes various
security factors to categorize a user’s trust level. This helps
verifiers focus on critical security indicators, such as
identifying tampered hashes or expired credentials.

Clear Next Steps: Instead of vague security alerts, the logic
engine suggests specific actions, such as rotating decentralized
identifiers (DIDs) or updating specific identity attributes.

Built on Trust: An ethical reporting framework ensures every
verification step is transparent and private. Users understand
exactly why specific attributes are being requested and how
they are being validated.

Visual Simplicity: The dashboard makes complex
cryptographic concepts, such as "Zero-Knowledge Proofs" and
"Hash Anchoring," easy to understand for users regardless of
their technical background.

Safety Net Readiness: The system automatically checks for
gaps in identity protection, ensuring users are prepared for
potential data breaches or unauthorized access attempts.
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