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Abstract- SQL Injection remains one of the most critical
security threats to web applications, enabling attackers to
manipulate database queries and gain unauthorized access to
sensitive information. Traditional detection methods often fail
to identify complex and evolving attack patterns. This paper
proposes an intelligent SQL injection detection system using a
cost-sensitive stacked generalization learning (CSSGL)-based
hybrid approach that integrates machine learning and deep
learning techniques. The proposed approach analyzes query
structures, performs feature extraction, and classifies queries
as normal or malicious with high accuracy. Experimental
results demonstrate that the model achieves an accuracy of
96.8% with reduced false positive rates, outperforming
conventional detection methods. The system is capable of
detecting both known and unknown attacks efficiently, making
it suitable for real-time web application security.
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1. INTRODUCTION

SQL Injection is one of the most common and
dangerous security vulnerabilities in web applications. It
allows attackers to manipulate SQL queries by injecting
malicious input into user-controlled fields such as login forms,
search boxes, and URL parameters. This can lead to
unauthorized access to sensitive data, bypassing authentication
mechanisms, and even modification or deletion of critical
database information.

With the rapid growth of web applications and online
services, the risk of SQL Injection attack has increased
significantly. Traditional security methods such as input
validation, firewalls, and signature-based detection systems
are often not sufficient to handle complex and evolving attack
techniques. These approaches mainly rely on predefined rules
and fail to detect unknown or obfuscated attacks effectively.

To overcome these limitations, this paper proposes an
intelligent SQL injection detection system using CSSGL. The
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proposed system utilizes machine learning and deep learning
techniques to analyze query patterns, extract relevant features,
and classify them as normal or malicious. This approach
improves detection accuracy, reduces false positives, and
provides a scalable and efficient solution for enhancing web
application security.

The main contribution of this work is the
development of a hybrid CSSGL-based detection model that
combines structural query analysis with machine learning and
deep learning techniques to improve detection accuracy and
reduce false positives. Unlike traditional methods, the
proposed system is capable of identifying both known and
previously unseen SQL injection attacks in real-time
environments.

Il. RELATED WORK

Several approaches have been developed to detect
and prevent SQL injection attacks in web applications. Early
methods mainly relied on signature-based detection
techniques, which use predefined patterns to identify known
attack queries. While effective for known threats, these
methods fail to detect new or obfuscated attacks. Anomaly-
based detection systems were later introduced to identify
deviations from normal query behavior. However, these
approaches often result in high false positive rates and require
continuous tuning.

With advancements in artificial intelligence, machine
learning and deep learning techniques have been widely
adopted for SQL Injection detection. Algorithms such as
Support  Vector Machines(SVM), Decision Trees, and
Random Forest improve detection accuracy by learning
patterns from data. Deep learning models, including
Convolutional Neural Networks and Recurrent Neural
Network(RNN),  further  enhance  performance by
automatically extracting complex features. Despite these
improvements, challenges such as scalability, real-time
detection, and handling unknown attack patterns remain,
which motivates the use of advanced approaches like CSSGL
for more efficient and accurate detection.
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1. METHODOLOGY

The proposed methodology for intelligent SQL
Injection detection using CSSGL consists of several stages,
including data collection, preprocessing, feature extraction,
model training, and classification. |Initially, a dataset
containing both normal and malicious SQL queries is
collected and preprocessed to remove noise, normalize query
structures, and convert the data into a suitable format. Feature
extraction techniques are then applied to identify key
characteristics such as SQL keywords, patterns, and query
structure. These extracted features are used to train the
CSSGL-based model, which integrates machine learning and
deep learning techniques to effectively classify queries. The
trained model analyzes incoming queries in real time and
determines whether they are normal or malicious based on
learned patterns. Finally, the system performance is evaluated
using metrics such as accuracy, precision, recall, and F1-score,
ensuring efficient detection of both known and unknown SQL
injection attacks while minimizing false positives and
enhancing overall web application security.

A. CSSGL MODEL DESCRIPTION

The proposed system utilizes a Cost-Sensitive
Stacked Generalization Learning (CSSGL) model for SQL
injection detection. CSSGL is an advanced ensemble learning
technique that combines multiple base classifiers using a
meta-learning approach while incorporating cost-sensitive
learning to handle classification errors effectively.

In stacked generalization, multiple base models such
as Decision Trees, Support Vector Machines, and Neural
Networks are trained on the input dataset. The predictions
from these base models are then used as input features for a
higher-level meta-classifier, which produces the final
classification result.

The cost-sensitive component of CSSGL assigns
different misclassification costs to false positives and false
negatives. In the context of SQL injection detection, higher
importance is given to minimizing false negatives, as
undetected attacks can lead to severe security breaches.

The CSSGL model operates in three stages:

1. Training multiple base learners on extracted SQL
query features

2. Generating predictions from base learners

3. Using a meta-learner to combine predictions with
cost-sensitive optimization
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This approach improves detection accuracy, reduces
false positives, and enhances the model’s ability to detect both
known and unknown SQL injection attacks effectively.

B. SYSTEM DESIGN

The system design of the proposed intelligent SQL
injection detection model using CSSGL consists of multiple
interconnected modules that work together to identify
malicious queries. Initially, the input module receives SQL
queries, which are then passed to thepreprocessing
module,where unnecessary characters are removed and the
queries are normalized into a standard format.

Next, the feature extraction module analyzes the
processed queries to identify important attributes such as SQL
keywords, operators, and structural patterns. These features
are then fed into the CSSGL-based classification model, which
combines machine learning and deep learning techniques to
accurately distinguish between normal and malicious queries.
Finally, the output module provides the classification result
and flags any detected SQL injection attempts, thereby
enhancing the overall security of the web application.
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Fig. 1. Workflow of the proposed SQL injection detection
system

The process begins with user input, followed by
preprocessing, feature extraction, and classification using the
CSSGL-based model.

The workflow of the proposed SQL injection
detection system describes the sequential process followed to
identify and prevent malicious queries in real time. The
process begins when a user submits input through the web
application interface. This input is forwarded to the server as
an HTTP request, where it undergoes SQL query processing.
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In this stage, the query is checked for basic syntax validation
and structural correctness.

Following this, the query is passed to the
preprocessing and feature extraction module. Here, the input
data is cleaned, tokenized, and normalized to remove
unnecessary elements and standardize the format. Important
features such as SQL keywords, operators, and query patterns
are extracted and converted into a structured feature vector
suitable for analysis by the detection model.

The processed query is then analyzed by the CSSGL-
based detection model. The model evaluates the input and
classifies it as either a normal query or a malicious SQL
injection attempt. Based on this classification, the decision
engine determines the appropriate response. If the query is
identified as malicious, it is blocked, and an alert is generated.
If the query is normal, it is allowed to execute,and the result is
returned to the user.

Finally, all system activities, including input queries,
detection results, and system responses, are recorded in the
logging and monitoring module. This information is stored in
the database for future analysis, helping to improve system
performance and detection accuracy over time. The complete
workflow ensures efficient and reliable detection of SQL
injection attacks while maintaining the security of the web
application.

C. EXPERIMENTAL SETUP

The experimental setup is designed to evaluate the
performance of the proposed SQL injection detection system
using CSSGL. A dataset consisting of both legitimate and
malicious SQL queries is used for training and testing the
model. The system is implemented using Python and relevant
machine learning libraries.

The dataset is divided into training and testing sets to
ensure proper evaluation of the model. Performance metrics
such as accuracy, precision, recall, and F1-score are used to
measure the effectiveness of the system. The proposed model
is compared with traditional machine learning techniques to
demonstrate its improved detection capability. The results
show that the CSSGL-based approach provides higher
accuracy and reduced false positive rates, making it suitable
for real-time web application security.
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Fig. 2. Block Diagramof the proposed system

Fig. 2. Block diagram illustrating the interaction
between input module, preprocessing, feature extraction,
CSSGL-based detection model, and output module.

The block diagram of the proposed SQL injection
detection system illustrates the overall flow of data and
processing stages involved in identifying malicious queries.
The process begins with the user, who submits input through
the web application interface. This input is transmitted to the
server in the form of an HTTP request.

The web application forwards the received input to
the SQL query processing module, where the query is
analyzed for syntax validation and structural correctness. After
initial validation, the query is passed to the feature extraction
and preprocessing module. In this stage, tokenized,
normalized, and relevant features such as keywords, operators,
and patterns are extracted. These features are then converted
into a structured format suitable for model analysis.

The processed data is then fed into the CSSGL-based
detection model, which operates in two phases training and
detection. During training, the model learns from a dataset
containing both legitimate and malicious SQL queries. In the
detection phase, the trained model evaluates incoming queries
and classifies them as either normal or malicious.

The decision engine receives the output from the
detection model and determines the appropriate action. If the
query is identified as malicious, it is blocked, and an alert is
generated. If the query is safe, it is allowed to execute on the
database, and the result is returned to the user.

Additionally, a logging and monitoring module
records all system activities, including queries, predictions,

www.ijsart.com



IJSART - Volume 12 Issue 05 — MAY 2026

and alerts. This information is stored in the database, which
maintains user data, application data, query logs, and attack
records. The logging mechanism helps in analyzing system
performance and improving detection accuracy over time.

The dataset used in this study includes publicly
available SQL injection datasets (e.g., Kaggle) combined with
manually generated attack queries to improve robustness.

The model is implemented using Python with
libraries such as Scikit-learn and TensorFlow. The
experiments were conducted on a system with standard
computational resources.

D. ALGORITHM:CSSGL-BASED SQL
DETECTION

INJECTION

The following algorithm describes the working of the
proposed Cost-Sensitive Stacked Generalization Learning
(CSSGL) model for SQL injection detection.

Step 1: Input SQL query dataset(Q)
Step 2: Preprocess the queries
-Remove unwanted characters

-Normalize query format
Step 3: Extract features
-ldentify SQL keywords, operators, and
patterns
Step 4: Split dataset into training and testing sets
Step 5: Train base models
-Decision Tree
-Support Vector Machine
-Random Forest
Step 6: Combine predictions using CSSGL meta-
model
Step 7: Input new SQL query
Step 8: Classify query as
-Normal
-Malicious
Step 9: Output result
-1f malicious -> Block query
-Else -> Allow execution
End

This algorithm describes the basic process of

detecting SQL injection attacks using the CSSGL model by
combining multiple classifiers and making a final prediction.
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IV.RESULTS

The performance of the proposed SQL injection
detection system is evaluated using a dataset containing both
legitimate and malicious SQL queries. The dataset is divided
into training and testing sets using a standard 80:20 ratio. The
model is implemented using Python with machine learning
and deep learning libraries.

The evaluation is carried out using performance
metrics such as accuracy, precision, recall, and F1-score. The
proposed CSSGL-based model achieves an accuracy of
96.8%, demonstrating its effectiveness in detecting SQL
injection attacks. The model also shows a reduction in false
positive rates compared to traditional machine learning
approaches.

Table 1 presents the comparison of the proposed
method with baseline models. The results indicate that the
CSSGL-based approach outperforms conventional techniques
in terms of detection accuracy while maintaining efficient
processing time. Fig. 3 illustrates the performance comparison
of the proposed model with existing methods highlighting its
superiority in identifying both simple and complex attack
patterns.

TABLE |

COMPARISON OF PERFORMANCE METRICS
Method | Accuracy | Precision |Recall F1- |Time(ms

(%) (%e) (%) |Score( )

%)

Proposed 96 8 959 972 | 965 115
CS5GL
Random 91.0 89.8 92.1 | 90.9 18.5
Forest
SVM 895 882 903 | 892 152
Decision 872 856 884 | 869 o8
Tree
Deep 934 92.1 94.0 | 93.0 203
Leaming
Model

Table | presents the comparison of the proposed
CSSGL-based model with various baseline methods. The
results indicate that the proposed approach achieves the
highest accuracy, precision, recall, and F1-score among all
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models. Although the processing time is slightly higher than
Decision Tree, it remains efficient for real-time applications.
The improved performance is due to the ensemble and cost-
sensitive nature of the CSSGL model, which effectively
reduces misclassification errors.

Performance Comparison of Models

Fig. 3. Performance Comparison of the proposed CSSGL-
based model with baseline methods in terms of accuracy and
preprocessing time.

V. DISCUSSION

The proposed intelligent SQL injection detection
system using CSSGL shows a significant improvement over
traditional  rule-based and signature-based  detection
techniques. By combining machine learning and deep learning
methods, the system is capable of analyzing complex query
structures and identifying hidden malicious patterns. The
experimental results indicate that the model achieves high
accuracy and effectively reduces false positives, making it
suitable for modern web application security.

In comparison with existing approaches, the CSSGL-
based model demonstrates better performance in detecting
both simple and advanced SQL injection attacks, including
obfuscated and dynamically generated queries. The ability of
the model to learn from diverse datasets allows it to adapt to
new attack patterns, which is a major limitation in
conventional systems. This highlights the robustness and
flexibility of the proposed approach in real-world scenarios.

Despite its advantages, the system has certain
limitations. The performance of the model is  highly
dependent on the quality and size of the training dataset, and
insufficient data may impact detection accuracy. Additionally,
deploying the model in real-time environments may introduce
computational overhead. Future enhancements can focus on
optimizing the model for faster processing, incorporating
larger datasets, and integrating cloud-based solutions for
scalable and efficient deployment.
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VI. CONCLUSION

This paper presents an intelligent SQL injection
detection system using CSSGL to address the growing
security challenges in web applications. The study focuses on
overcoming the limitations of traditional rule-based detection
techniques by employing a hybrid approach that integrates
machine learning and deep learning methods for analyzing
SQL queries and identifying malicious patterns.

The proposed system effectively detects both simple
and complex SQL injection attacks with high accuracy and
reduced false positive rates. The results highlight the
capability of the model to handle obfuscated and dynamically
generated queries, demonstrating its reliability and
effectiveness in real-world environments. This approach
significantly improves the overall security of web
applications.

Future work may include enhancing the model by
incorporating larger and more diverse datasets, improving
real-time detection performance, and integrating advanced
deep learning architectures. Additionally, deployment in
cloud-based environments can be explored to achieve better
scalability and efficiency.
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