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Abstract- Cloud server infrastructures form the foundation for
technical services, where the services will be highly available,
critical for business continuity and user satisfaction.
Traditional systems notify the user after the failures had
occurred. It is completely based on threshold-based alerts and
results in performance-degradation, downtime, inefficient
resource utilization and delayed recovery. To address this
problem, our proposed framework twins the cloud server
digitally to predict the anomalies and self-heal the cloud
server environments. The framework continuously mirrors
telemetry data such as CPU utilization, memory usage, disk
I/0 and network throughput into a virtual replica of the
physical infrastructure. A hybrid anomaly detection model
that combines Long Short-Term Memory (LSTM) networks
and Isolation Forest is used to identify early-stage
performance degradation. The proposed system results in
reduced downtime, efficient resource utilization when
compared to traditional monitoring techniques. The
framework demonstrates the feasibility of autonomous and
intelligent cloud infrastructure management.
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1. INTRODUCTION

Cloud Computing contributes to various applications
in education, artificial intelligence and so on. It operates on
the basis of highly dynamic workload management, where
system failures or performance degradation can lead to
significant financial losses and poor user experience. As
organisations increasingly depend on cloud-based services,
maintaining availability and reliability has become a major
challenge.

Traditional systems notify the user after the
predefined thresholds have exceeded. Though they provide
visibility to system performance, they are reactive in nature
and need manual maintenance for recovery. This method is
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not the best where telemetry data is generated continuously
and system behaviour. This approach is not suitable for large-
scale distributed infrastructures where telemetry data is
generated continuously and system behavior changes rapidly.

Digital twin technology provides a new paradigm for
infrastructure management by creating a continuously
synchronized virtual representation of the physical system.
When combined with machine learning techniques, the digital
twin becomes capable of forecasting future system states,
identifying anomalies before failure occurs, and evaluating
corrective actions in a simulated environment.

This method proposes a hybrid predictive and self-
healing framework that integrates digital twin with LSTM and
Isolation Forest model. This enables early detection of
performance degradation and autonomous execution of
validated recovery strategies.The main aim of this study are:

e To predict the anomalies of the telemetry data for
cloud servers.

e To implement simulation-driven self-healing using a
digital twin.

e To reduce downtime through proactive management.

Problem Statement

Cloud server generates large volumes of telemetry
data that reflect system performance and health. Manual
intervention of this data is difficult and leads to fault
occurrence. Traditional systems notify the user after the
predefined thresholds have exceeded.

Though predictive models have been introduced for
anomaly detection, they are usually implemented as
standalone components without integration into a closed-loop
autonomous framework. Similarly, digital twin are used for
visualization and simulation.
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Another limitation is the absence of validation
mechanisms for automated corrective actions. Self-healing
strategies without prior evaluation can introduce operational
risks and instability. Therefore, there is a need for an
intelligent framework that can:

e predict failures at an early stage
e validate corrective actions in a virtual environment
e perform autonomous recovery

Il. LITERATURE REVIEW

The predictive analytics in cloud has received
significant attention due to increasing demand for reliable
resource management. Digital twin has emerged as a solution
for monitoring real-time physical systems. Sheridan Gomes et
al.(2022) developed an OpenStack digital twin to monitor and
visualize system performance. They showed a better
operational insight into the infrastructure. However, they did
not consider predictive analytics and automated fault
remediation.

Ahmed et al. (2020) developed a digital twin-driven
method for energy optimization in data centers using
simulation-based  workload analysis, demonstrating
improvements in  resource utilization and  power
efficiency.Deepika Saxena (2025) developed a federated
learning-based predictive maintenance model for distributed
cloud environments. The model was developed to improve
prediction accuracy while maintaining privacy during
collaborative training. However, the computational overhead
and complexity made it difficult to apply in real-time cloud
scenarios.

LSTM models are used for capturing long-term
temporal dependencies, while Isolation Forest is widely used
for unsupervised detection of rare abnormal behavior in high-
dimensional telemetry data. The combination of these
techniques enables the identification of both gradual
performance degradation and sudden system failures, which
cannot be achieved using a single model.

The existing studies focus on individual aspects such
as monitoring, predictionand energy optimization.The
proposed method addresses this research gap by incorporating
LSTM-Isolation Forest anomaly detection model within a real-
time digital twin to enable proactive and autmated recovery in
cloud server.
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I11. METHODOLOGY

The proposed system implements a Digital Twin-
driven predictive self-healing framework for cloud server
environments. The methodology consists of data acquisition,
preprocessing, hybrid anomaly detection, and autonomous
recovery.

A. Data Collection

System-level telemetry data is collected to represent
the operational state of cloud servers. The dataset includes key
performance metrics such as CPU utilization, memory usage,
disk activity, and network throughput. These parameters
reflect system health and workload conditions.

The data is captured at regular time intervals, forming
a  multivariate  time-series  dataset.  Continuous
synchronization between the physical server and the digital
twin ensures that the virtual model accurately mirrors real-
time system behavior.

B. Data Preprocessing

Raw telemetry data is transformed into a structured
format suitable for machine learning. Missing values are
handled using interpolation techniques to preserve temporal
continuity.

Normalization is applied to ensure uniform scaling
and improve model convergence. The data is then converted
into sequences using a sliding window approach, enabling
the model to capture temporal dependencies effectively.

C. Hybrid Model Architecture
A hybrid anomaly detection model is used to improve

detection accuracy by combining temporal learning and
unsupervised anomaly detection.
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Fig.1.Architecture diagram for Digital-twin driven
framework

1. LSTM Model

The Long Short-Term Memory (LSTM) network is
used to analyze time-series data. It captures both short-term
fluctuations and long-term trends in system performance. The
model is trained using backpropagation through time with
adaptive optimization techniques.

2. Isolation Forest

Isolation Forest is used for unsupervised anomaly
detection. It identifies anomalies by isolating data points
through random partitioning. Data points that are isolated
quickly are considered anomalies.

3. Hybrid Integration

The outputs from LSTM and Isolation Forest are
combined to generate an anomaly score. This hybrid approach
enables detection of both gradual performance degradation
and sudden anomalies.

D. Digital Twin-Based Self-Healing

When the anomaly score exceeds a predefined
threshold, corrective actions are triggered. These actions
include:

e  Dynamic resource scaling
e  Workload redistribution
e  Service restart

Before applying any action to the physical system, it
is first simulated in the digital twin environment. If the
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simulation produces a positive outcome, the action is executed
in the real system.

This closed-loop mechanism ensures safe, reliable,
and automated recovery.

IV. EXPERIMENTAL RESULTS

The evaluation was conducted using time-series data
from different workload conditions in the server environment.
The LSTM model was trained to learn patterns, and Isolation
forest was used to compute anomaly scores based on real-time
deviations. Traditional systems notify the user after the
predefined thresholds have exceeded.

But, the LSTM model identifies anomalies at an
earlier stage by learning long-term temporal dependencies in
the telemetry data.The hybrid LSTM-Isolation Forest model
showed the best performance among all the approaches. By
combining temporal prediction error with unsupervised
anomaly scoring, the model successfully detected both
performance degradation and abnormalities. This notifies the
system before failure happens.
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Fig. 2. Anomaly detection performance comparison
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The digital twin integration has to be checked before
execution to reduce the risk of incorrect automated recovery
and to improve the stability of the system.

V. DISCUSSION

The results show that predictive models are more
effective than traditional models. The hidden temporal
patterns can be recognized by the LSTM model; however,
using LSTM alone may not always detect rare and sudden
anomalies. To overcome this limitation, the hybrid model with
Isolation Forest is used. The LSTM model identifies
anomalies at an earlier stage by learning long-term temporal
dependencies in the telemetry data, and the Isolation Forest
detects abnormal behavior. Predictive scaling allows resources
to be allocated based on future demand rather than current
overload conditions. This results in better workload
distribution and reduced operational cost.

A. Limitations

The prediction accuracy depends on the training data.
Learning models require tuning of hyperparameters and
sufficient training data to achieve optimal performance. The
proposed framework currently operates on historical telemetry
data for predictive analysis. Real-time streaming
implementation may introduce additional challenges related to
latency and scalability.

VI. CONCLUSION

The study develops LSTM with unsupervised
anomaly detection wusing Isolation Forest to identify
performance degradation. The digital twin provides a
simulation environment for validating corrective actions
before applying them to the physical system.

The results demonstrate that the model improves
anomaly detection capability and reduces system downtime.
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Predictive scaling also enhances resource utilization and
reduces the need for manual intervention. The proposed
framework highlights the potential of integrating digital twin
technology with machine learning to create autonomous and
intelligent cloud infrastructures. Instead of reacting to failures
after they occur, the system enables proactive management by
forecasting system behavior and executing validated recovery
strategies.
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