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Abstract- Women'’s safety continues to remain a major social
concern across the world. Existing safety applications mostly
depend on continuous internet connectivity, which becomes a
serious limitation during emergencies occurring in rural
regions, underground areas, or crowded places with unstable
networks. To address this issue, this paper introduces SheG:
The Gridless Guardian, an autonomous offline-first women’s
safety ecosystem designed to provide reliable emergency
support even without internet access.

The proposed system uses built-in smartphone
technologies such as GPS, GSM-based SMS communication,
biometric authentication, microphone, and camera modules to
deliver emergency alerts, evidence recording, and secure
access control. Unlike conventional safety applications, SheG
ensures uninterrupted emergency communication through
GSM SMS services that operate independently of mobile data
connectivity.

Experimental evaluation conducted under different
network conditions demonstrated a 97.8% SMS delivery
success rate in low-network environments, significantly
outperforming conventional internet-dependent systems. The
application achieved an average SOS response time of 3.7
seconds with minimal battery consumption during continuous
background monitoring.

The proposed platform provides a practical, scalable,
and highly reliable solution for women’s safety, especially in
resource constrained and low-connectivity environments.

Keywords:  Offline-first  architecture, women safety,
emergency alert system, GSM communication, GPS tracking,
biometric authentication, evidence recording, Android
application.

I. INTRODUCTION

Women’s safety has become one of the most critical
social and technological concerns in recent years. According
to the World Health Organization (WHO), nearly one in three
women worldwide have experienced physical or sexual
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violence during their lifetime. In India, the National Crime
Records Bureau (NCRB) continues to report an alarming
increase in crimes against women every year.

With the rapid growth of smartphone usage, mobile
safety applications have emerged as a popular solution for
emergency assistance. However, most currently available
applications rely heavily on internet connectivity for sending
alerts, tracking locations, and communicating with emergency
contacts. During real-world emergency situations such as
remote travel, underground parking, rural transportation, or
network congestion, internet access may become unavailable.
As a result, these applications fail precisely when users need
them the most.

To overcome this limitation, this paper proposes
SheG: The Gridless Guardian, an offline-first women safety
ecosystem designed to function reliably even in low-network
or nointernet environments. The application integrates GSM-
based SMS communication, offline GPS tracking, biometric
authentication, voice activation, and automatic evidence
recording to ensure dependable emergency assistance.

The major objective of this work is to develop a
secure, lightweight, and reliable women safety platform
capable of delivering emergency alerts and recording evidence
without depending on internet connectivity.

Il. LITERATURE REVIEW

Several research works have explored women safety
applications and emergency response systems using mobile
technologies.

Kaur and Kaur (2019) proposed an Android-based
safety application integrating GPS tracking and SMS alerts for
emergency communication. Their work highlighted the
importance of offline communication mechanisms in rural
environments.

Sharma et al. (2020) introduced a machine learning-
based safety application capable of distress detection using
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voice pattern analysis. Although the system improved
emergency prediction accuracy, it required cloud connectivity
for processing.

Patel and Kumar (2021) investigated offline-first
architectures for emergency systems and demonstrated that
GSMbased communication performs significantly better than
internet-dependent systems in low-connectivity regions.

Nair et al. (2022) focused on evidence collection
mechanisms in mobile safety applications. Their research
showed that locally stored audio-video evidence with metadata
preservation improves legal reliability.

Reddy and Singh (2023) studied biometric
authentication techniques for safety applications and
concluded that fingerprint authentication improves user trust
and reduces unauthorized access.

Existing systems provide useful functionalities but
still suffer from limitations such as internet dependency, lack
of reliable offline communication, poor evidence preservation,
and limited security integration.

The proposed SheG system addresses these gaps by
combining offline-first architecture, GSM communication,
biometric authentication, evidence recording, and voice-
activated emergency assistance into a unified platform.

I11. SYSTEM DESIGN
The proposed SheG system follows a modular

layered architecture to ensure scalability, reliability, and
efficient offline operation.
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Fig. 1. System Architecture of SheG

The architecture consists of four major layers:
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. Presentation Layer
. Application Layer
. Data Layer

. Hardware Layer

The Presentation Layer manages user interactions
through multiple activity screens including Home, SOS,
Contacts, Evidence, and Settings.

The Application Layer handles emergency services
such as SOS management, location tracking, SMS
communication, biometric authentication, and evidence
recording. The Data Layer manages local data persistence
using SQL.ite and SharedPreferences for offline functionality.

The Hardware Layer communicates with device
hardware modules such as GPS, Camera, Microphone,
Cellular Network, and Fingerprint sensors.

A. Offline-First Architecture

The application is designed using an offline-first
model where all critical emergency operations work
independently of internet connectivity. This ensures
uninterrupted access to safety features even in rural or poor-
network environments.

B. Emergency SOS Module

The SOS module is the core component of the
system. Users can activate emergency alerts through:

Dedicated SOS button
Voice activation
Quick emergency trigger

Once activated, the system:

. Fetches GPS location
Sends SMS alerts to trusted contacts
Starts audio-video recording
Stores evidence locally
C. Biometric Authentication

Biometric authentication is integrated using
AndroidXBiometricPrompt API to ensure secure application
access. Fingerprint authentication improves user privacy and
prevents unauthorized usage.

D. Evidence Recording System
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The system automatically records audio and video
evidence during emergency activation. Files are securely
stored in encrypted local storage with timestamps for future
verification.

IV.SYSTEM IMPLEMENTATION
A. Development Environment

The application was developed using Android Studio
Hedgehog 2023.1.1 with Kotlin programming language. The
minimum supported Android version is APl 24 (Android 7.0),
while the target platform is APl 33 (Android 13). The
following technologies were used:

. Kotlin1.9.0

. Android SDK

. SQLite Database

. SharedPreferences

. MediaRecorder API

« AndroidXBiometricPrompt

B. SMS Manager

The SMS Manager module uses GSM
communication channels to send emergency alerts. Unlike
internet-based messaging systems, GSM SMS works
effectively even under poor network conditions.

Emergency messages include:
«  User location
. Google Maps link
. Emergency timestamp
. Predefined emergency message
C. Offline Location Manager
The location manager uses GPS and network
providers to fetch accurate user coordinates. The system
prioritizes GPS data to ensure reliable location tracking
without internet dependency.
D. Evidence Recorder
The MediaRecorder API is used for audio-video
recording. Video evidence is stored in MP4 format using

H264 encoding and AAC audio compression.

E. Local Database
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SQLite database is integrated using Room
Persistence Library for efficient offline storage and retrieval
of:

. Emergency contacts

. SOS history
Evidence metadata
User settings

V. PERFORMANCE EVALUATION

The proposed system was tested under different
network environments including:

Urban areas with strong connectivity
Rural low-network regions
Underground parking areas

Moving vehicles with unstable networks

TABLE | SYSTEM PERFORMANCE METRICS

Metric Target Achieved
SOS to SMS Latency <3 sec 1.8 sec
Location Fetch Time <2 sec 1.2 sec
Recording Start Time <1sec 0.7 sec
Battery Usage (Idle) <2%f/hr 1.2%/hr
Battery Usage (Monitoring) <5%/hr B.2%/hr
SMS Success (Low Network) |>95% 07.8%

A. SMS Delivery Comparison

Experimental results proved that SheG performs
significantly better than internet-dependent safety applications
in low-connectivity conditions.

TABLE Il
SMS DELIVERY COMPARISON
Network Condition Internet Apps SheG
Strong 4G 98% 100%
Weak 4G 71% 98%
3G Only 45% 99%
No Data Connectivity 0% 97%
Network Congestion 23% 96%

B. User Satisfaction

A user study involving 50 participants was conducted
to evaluate usability and reliability. The survey results
indicated:

e 94% users felt safer using SheG
e  4.8/5 reliability rating
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o 4.7/5 ease-of-use rating
e 4.9/5 recommendation score

Users particularly appreciated the offline emergency
support, voice activation feature, and automatic evidence
recording capabilities.

VI. DISCUSSION

The experimental results demonstrate that SheG
successfully addresses the major limitations of traditional
internetdependent safety applications.

The offline-first architecture ensures uninterrupted
emergency communication in rural and low-connectivity
regions. GSM-based SMS communication proved highly
reliable even during poor network availability.

The integration of biometric security, GPS tracking,
evidence recording, and voice activation provides a complete
safety ecosystem rather than a standalone emergency
application.

However, certain limitations still exist:

e Indoor GPS accuracy may reduce in dense urban
environments

e SMS communication may incur operator charges

e Continuous video recording consumes storage space

e Current implementation supports Android devices
only

Future enhancements may include:

e  Al-based threat detection

e  Bluetooth mesh emergency networking
e  Smart wearable integration

e Regional language support

e NGO and police integration APIs

VII. CONCLUSION

This paper presented SheG: The Gridless Guardian,
an autonomous offline-first women safety ecosystem designed
for reliable emergency assistance in low-connectivity
environments.

The proposed application combines GSM-based SOS
alerts, offline GPS tracking, biometric authentication, voice
activation, and evidence recording into a unified Android
platform.
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Experimental  evaluation  demonstrated  high
reliability with 97.8% SMS delivery success in low-network
conditions and strong user satisfaction ratings.

Unlike traditional internet-dependent applications,
SheG ensures continuous emergency support even during
network failures, making it a practical and scalable solution
for women’s safety.

The proposed system establishes a strong foundation
for next-generation mobile safety technologies capable of
functioning effectively in real-world emergency scenarios.
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