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Abstract- The massive boom of Internet of Things (IoT) has
led to the explosion of smart 10T devices and the emergence of
various applications such as smart cities, smart grids, smart
mining, connected health, and more. While the proliferation of
0T systems promises many benefits for different sectors, it
also exposes a large attack surface, raising an imperative
need to put security in the first place. It is impractical to
heavily rely on manual operations to deal with security of
massive 10T devices and applications. Hence, there is a strong
need for securing loT systems with minimum human
intervention. In light of this situation, in this paper, we
envision security automation and orchestration for loT
systems. After conducting a comprehensive evaluation of the
literature and having conversations with indus- try partners,
we envision a framework integrating key elements towards
this goal. For each element, we investigate the existing
landscapes, discuss the current challenges, and identify future
directions. We hope that this paper will bring the attention of
the academic and industrial community towards solving
challenges related to security automation and orchestration
for 10T systems.

Keywords: 10T, security, security automation, security or-
chestration, configuration.

I. INTRODUCTION

The Internet of Things (loT) is experiencing a
tremendous boom, with the number of network-connected 10T
devices expected to grow to 50 billion in 2020 [1]. With the
support of a variety of communication technologies such
as Wi- Fi, Bluetooth, 3G/4G networks, satellites, 10T has
enabled a very broad range of applications, including smart
cities, smart grids, smart mining, smart farming, smart
transportation, connected health, and many more. In addition
to the terrestrial technologies that can support most loT
applications, there are also satellite networks which allow 10T
to be deployed in geographically remote regions where
terrestrial networks fall short. For example, hazardous
industries (such as mining, oil, and gas) and agriculture are
usually located in geographically remote regions, suffering
network issues. Satellite networks could be used in such a
situation to help 10T systems to monitor conditions remotely
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and gather data to anticipate and react to potential safety
threats. Other examples of the use of satellite networks are
transport and logistics applications for 10T. They allow us to
track goods and services utilization based on Radio
Frequency ID (RFID) tags and an array of sensor devices
linked to actuators or complex IT-based logistics software.
These applications range from automated haulage, industrial
production lines, smart airports to agricultural applications as
part of the food supply networks.

However, the proliferation of loT devices and
applications exposes a large attack surface for cyber-attacks.
According to the United States Defense Advanced Research
Projects Agency (DARPA) [2], the deployment of smart 10T
devices has quickly spread across different sectors including
industry, government, and military platforms. There is a
growing trend of using cheaper programmed 10T components
to replace the special purpose, custom-built systems too
provide identical functionalities. As  programmable
configurations and software settings now govern behaviors
that were physically hard to achieve in special-purpose
hardware, this creates security risks as well as increases
system vulnerability [2]. 10T devices have a growing market,
that was originally dominated by consumer electronics and is
now entering the industrial arena through innovations in
Industry 4.0 and Factory of the Future devel- opments. Often,
significant price pressures and competition means that good
hardware/software design practices have been sacrificed for
time-to-market and market-share considerations, thus
exposing these devices and the systems they integrate with, to
many more vulnerabilities [3].

From a practical perspective, there is a strong
demand to accomplish security automation and orchestration
for 10T systems, so that the security operations and tasks of
loT systems can be automated and work together with
minimum human intervention. Since loT systems are typically
complex, large-scale distributed systems, it is becoming
increasingly challenging to detect and prevent various types of
potential attacks against them. It is a non-trivial task to update
the software running on thousands (or even millions) of
heteroge- neous devices when the attackers compromise some
of them. This is due to reasons such as the complexity of

www.ijsart.com



IJSART - Volume 8 Issue 3 — MARCH 2022

patching, the requirement of system isolation during patching,
and the lack of built-in support in 0T devices for patching.

To manage the scale and complexity of this task, it is
de- sirable to design and implement a framework to
continuously monitor the security of different components and
subsystems and apply necessary patching automatically. This
aims to reduce the vulnerabilities and attack surfaces with
minimum human intervention, while maintaining the expected
function- ality and performance of the system. Accomplishing
security automation and orchestration for 10T systems is
complicated, because of (i) the number of components
involved (both software and hardware), (ii) the variety of
components, and (iii) the number of semi-trusted/untrusted
parties involved such as subcontractors, resellers, and solution
providers.

We have seen an explosion of literature in loT
security including surveys and tutorials in many leading
journals (e.g., [4], [5], [6], to list just a few). At the same time,
automation and orchestration have gained a lot of momentum
in industries, more specifically in Security Operations Centers
(SOC). Re- cently, researchers have also started to look at the
automation and orchestration of incident response plans [7].
To the best of our knowledge, none of the existing literature
has been focused on automation and orchestration for securing
10T systems.

In this paper, we envision security automation and
orches- tration for loT systems. We start by providing the
definitions of automation and orchestration, and clarifying the
scope covered in this paper. After scanning the academic and
industrial literature and conversations with industry partners,
we envi- sion a framework integrating the key elements to
accomplish security automation and orchestration for loT
systems. These key elements are identified according to the
common themes in the surveyed literature (see the search
criteria in Section 11). They include threat modeling, security
and privacy by design, trust management, security
configuration, threat monitoring, patching, secure data sharing,
and compliance checks. This initial categorization provides a
framework for the analysis and design in security automation
and orchestration for 10T systems. For each element, we study
the current landscape by investigating the existing solutions.
Based on our observations, we discuss the key challenges still
impeding the fulfillment of each element. We discuss future
directions for the devel- opment of each element to improve
security automation and orchestration for 10T systems.

Overall, this paper aims to provide researchers and
prac- titioners pointers for understanding the challenges and
ad- vancements in security automation and orchestration for
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IoT systems, as well as significant future directions to
motivate further academic research and industrial activities.
The rest of this paper is organized as follows. Section Il
presents the related work. Section III introduces definitions
and scope. Section IV presents the definitions of elements,
existing landscape, challenges, and future trends in security
automation for loT systems. Section V describes the
definitions of security orchestration for IoT systems, existing
landscape, challenges, and future directions. Section VI
concludes the paper.

Il. RELATED WORK

To identify the survey papers related to our vision
paper, we first conduct a search of several popular scientific
databases including IEEE Xplore, ACM Digital Library, and
Google Scholar. In particular, we are looking for survey
papers that match the following criterion: papers focusing on
IoT security, 10T privacy, security automation, or security
orchestration. Through a comprehensive search, we manage to
divide the existing related survey papers into the following
categories: (i) works on surveying general security, privacy,
and trust issues in 10T (e.g., [8], [9]), (ii) works on surveying
automation of information security management (e.g., [10],
[11]), and (iii) works on surveying security orchestration in
organizations and enterprises [7].

The first category focuses on identifying and
analyzing the general challenges and solutions regarding
security, privacy, and trust in 10T. In [8], Sicari et al. examine
the issues in IoT regarding authentication, confidentiality,
access control, privacy, trust, and secure middleware. In [9],
Yang et al. inves- tigate the main limitations of 10T devices
and corresponding solutions, present a classification of IoT
attacks, and survey approaches to authentication and access
control.

The second category focuses on examining the
potential for security automation in information management
systems. In [10], Montesino et al. discuss some common
information security standards (like ISO/IEC 27001 and
NIST SP800- 53) and analyze several security tools that have
the poten- tial to automate the security controls of those
standards. In [11], Kampanakis focuses on automated security-
related information sharing among organizations and analyzes
some popular information sharing models (e.g., the Security
Content Automation Protocol developed by the NIST).

The third category, where little work has been done,
focuses on surveying security orchestration platforms and
solutions for deployment in organizations’ IT infrastructure.
Very recently, in [7], Islam et al. take the first step in
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exploring the challenges and opportunities for the evolution of
security orchestration in organization environments, and
analyze the characteristics, strengths, and weaknesses of
existing technologies.

Through our comprehensive evaluation, we identify
that none of the existing literature focuses on exploring
security automation and orchestration for 10T systems. The
paper aims to fill this gap.

I11. DEFINITIONS AND SCOPE
A. Definitions

Many researchers and companies are using the terms
secu- rity “automation” and “orchestration”. However,
according to [12], orchestration often gets confused or lumped
with security automation.

Automation is typically used for automating a manual task or
process. Take an example of antivirus, firewall or incident
response; they all have a common mission, which is to
perform an automated action when any particular risk is raised
based on a list of potentially known threats.

Orchestration is “the planning or coordination of the
elements of a situation to produce a desired effect, especially
surreptitiously”, as defined in the Oxford dictionary. In the
computer security context, one of the widely accepted def-
initions has been presented by [13]: “Security orchestration
represents the union of people, process and technology. It’s
computer automation where it works and human coordination
where that’s necessary”. In other words, automation is a step
inside orchestration along with many others such as planning,
integration and coordination.
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Fig. 1. The envisioned SAO framework: Security Automation
and Orchestration for 10T systems. The elements on the left
are related to the deployment of 10T systems, and on the right
are related to the operation of 10T systems. The elements are
across both 10T devices and data in 10T systems.

B. Scope
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We envision a framework integrating the essential
elements of Security Automation and Orchestration (SAO) for
loT sys- tems, as shown in Fig. 1. The SAO framework is
specifically aimed at catering for complex and large-scale
distributed 1oT systems with resource-limited 10T devices
(such as Arduino Due, Zolertial Re-Mote, 10T-LABMS3, and
Atmel SAM R21 [14]). It covers the key elements regarding
both the deploy- ment and operation of loT systems. In
particular, regarding the deployment of 10T systems, we have
identified the following elements: threat modeling (Section
IV-A), security and privacy by design (Section 1V-B), trust
management (Section [V-C), and security configuration
(Section 1V-D). These elements together correspond to the
workflow of modeling the poten- tial threats, designing
adequate built-in security and privacy mechanisms, assessing
the trustworthiness of IoT devices in specific deployed
contexts, and configuring the IoT devices. Regarding the
operation of 10T systems, we have identified the following
elements: threat monitoring (Section IV-E), patching (Section
IV-E), compliance check (Section IV-F), and secure data
sharing (Section IV-G). These elements together correspond to
the workflow of monitoring the threats and security issues,
patching the discovered vulnerabilities, making alignment
with security policies, regulations and legislation, and sharing
generated data securely. Note that these elements run in an
iterative process since the security status of 10T systems needs
to be continuously monitored and maintained to ensure up-to-
date security in practice. We are aware that 10T security is
broad and our framework concentrates on the aspects
regarding the security of networked 10T devices and loT data.
Other aspects like authentication, password security, network
service security, and ecosystem interface security [15] are out
of the scope.

IV. ELEMENTS, CHALLENGES AND FUTURE
DIRECTIONS

In this section, we present the definition, existing
landscape, challenges, and future directions of each element of
the envisioned SAO framework in turn.

A. Automate Threat Modeling

Definition: Threat modeling refers to the process which
proactively identifies potential security issues and vulnerabili-
ties to 10T systems so that defense and mitigation mechanisms
can be prioritized. Since 10T is an ecosystem rather than just
embedded devices, threat modeling is a necessary process to
understand all potential risks and analyze all possible secu-
rity vulnerabilities across both data and physically controlled
systems.
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Existing Landscape: In general, existing works for automa-
tion of threat modeling for 10T systems can be divided into (i)
non-adaptive threat modeling and (ii) adaptive threat
modeling. Works in the first category [16], [17] mainly rely on
theoretical methods like game theory and graph theory to
model the potential threats and vulnerabilities regarding
communication, computation, and control among loT devices.
Works in the second category [18], [19] focus on designing
frameworks which can continuously evaluate the security
using various security metrics, learn and adapt to dynamical
environments in loT systems, and identify and respond to
unknown threats.

Challenges: Real-life 10T systems usually have large-scale
deployment and operate in dynamic (devices may appear and
disappear without any synchronization) and heterogeneous
(in terms of hardware, software, functions, communication
models, etc.) environments [20]. The resulting high
uncertainty makes it quite challenging to do threat modeling
directly on the deployed 10T system in such a situation.

Future Direction: One possible direction to overcome these
challenges is to explore the possibility of creating a virtual
simulation environment [21] that mimics the real deployment
and operations of 10T systems, where threat modeling is
then performed on the simulated 10T systems. Such a virtual
simulation environment could enable 10T system designers to
enumerate and test potential threats as well as efficiently in-
vestigate mitigation mechanisms against new emerging
threats. There are some emerging platforms for simulating loT
systems with certain operating system-empowered loT
devices, e.g., the Cooja simulator [22] allows the networks of
Contiki (a popular operating system tailored for 10T devices)
motes to be simulated. It would be valuable to explore how to
do threat modeling on these platforms, and how to properly
build on them to do simulation and threat modeling on loT
systems comprised of large-scale smart devices with
heterogeneous operating systems.

B. Security and Privacy by Design

Definition: Security and privacy should not be an after-
thought. They should be built into the 10T systems. A system
should be designed to be secure, rather than be modified
in response to security attacks. In other words, as system
designers, we have to be proactive, rather than reactive. One
of the important principles is that the default behaviour of the
system should be secure and private. There is always a trade-
off between usability and security in the context of security, as
well as privacy and utility in the context of privacy. The
research challenge is to build 10T systems with usable
security. This may need a human-centric approach in
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designing loT systems. The 10T data should be managed and
analysed in such a way that it preserves the privacy without
having much impact on utility.

Existing Landscape: The book by Cavoukian and Chanliau
[23] discusses at length about Privacy and Security by Design.
Cavoukian [24] explains the 7 fundamental principles of
Privacy by Design: user-centric, preventive (not remedial),
privacy as the default setting, privacy embedded into the
design, positive-sum (not zero-sum), full life cycle protection,
and visibility and transparency. One of the most popular
frameworks used to achieve privacy is five safes: safe projects,
safe people, safe data, safe settings and safe outputs [25]. With
regard to security, Microsoft Security Development Life-
cycle (SDL) introduces security and privacy considerations
throughout all phases of the development process, helping
developers build highly secure software, address security com-
pliance requirements, and reduce development costs. Open
Web Application Security Project also proposes security by
design principles which include principles of least privilege,
secure defaults, minimize attack surface area, separation of
duties, etc.

Challenges: The challenges in building a system with security
and privacy by design is the complexity, unsafe behavior of
users and unknown threats. Some of the principles defined for
enterprise systems discussed above might not be directly
applicable to IoT systems. What are the core security and
privacy by design principles for 10T systems? How do we
apply the five safes framework to IoT? Furthermore, security
and privacy are inherently ephemeral in nature, as it is difficult
to anticipate all types of future attacks. Hence, one would not
be able to design a system to protect against all such unknown
threats. We expect to have privacy and security drift in default
settings as new threats emerge. The drift will create privacy
and security debt in the 10T systems. Default security and
privacy settings are not sufficient to secure future attacks.

Future Directions: The possible future directions include (i)
design a new set of security and privacy by design princi- ples
for 10T systems, (ii) develop a new mechanism to address
security and privacy debt in an operational environment, and
(iii) develop a new security and privacy framework for loT
Systems. One of the potential areas of research to address
security and privacy debt is to develop an iterative and
orchestrated approach to security and privacy by design,
where the default security and privacy settings will be
continuously monitored against emerging threats with a
human in the loop.

C. Automate Trust Management
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Definition: Trust management assesses the trustworthiness of
data and services in 10T systems. In practice, due to various
factors such as device faults, noises, interference, and cyber
security attacks, the data and services from loT applications
could be prone to errors or even be false and misleading.
Therefore, an automatic assessment of the trustworthiness is
critical.

Existing Landscape: In the literature, researchers have made
some attempts to deal with the data and service trustwor-
thiness problem in loT. Most of the existing solutions mainly
rely on trust management mechanisms, which build trust
models to estimate the trust level of smart objects engaging in
the life cycle of data in IoT systems. The trust manage- ment
mechanisms that have been proposed by researchers can be
divided into five categories: recommendation-based
techniques, prediction-based techniques, policy-based tech-
niques, reputation-based techniques, and machine learning-
based techniques.

1) Recommendation-based Techniques: These techniques
require the existence of trusted parties and rely on their
recommendations to evaluate the trustworthiness [26], [27].
These techniques can detect the misbehaving objects to make
decisions on a safe routing path in the case that the objects do
not have interactions before.

2) Prediction-based Techniques: These techniques run
trustworthiness evaluation between the objects [28]. That is,
each object evaluates the trustworthiness of other objects, to
identify misbehaving objects. The prediction- based
techniques are especially suited for the scenarios where new
objects are introduced into an 0T system, so minimal
knowledge about the new objects is available for use in
trustworthiness evaluation. So, these tech- niques usually tend
to rely on measuring the similarity of objects in terms of
capabilities.

3) Policy-based Techniques: These techniques leverage pre-
defined policies using mathematical modeling or natural
language as constraints on the behavior of smart objects in the
loT systems [29], [30]. In particular, a set of rules is
established (e.g., specifying trust thresholds for system access
request and authorization), so as to give automatic responses
to various events taking place in the 10T systems.

4) Reputation-based Techniques. These techniques leverage
past observations and experiences to build trust [31], [32].
They produce a reputation score for each IoT object by
allowing the 10T objects to rate the reputation of each other
through the collection of feedback for each object and
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aggregation of the collected information in either a centralized
or distributed manner.

5) Machine Learning-based Techniques: To effectively
mine valuable insights from typically large-scale dis- tributed
data in loT applications, machine learning techniques are
emerging and could be more advantageous compared with
other previous trust management tech- niques. EXxisting
solutions [33], [34] based on machine learning techniques
generally formulate the trust eval- uation problem as a multi-
class classification problem where the class labels include
trustworthy, neutrally trusted, and untrustworthy. They collect
multiple distinct factors from the loT system, called trust
features [34], and combine the trust features in different ways
to predict the trust level of the 10T objects.

Challenges: 10T systems could operate in different environ-
mental contexts with regard to time, location, activity, devices
types, operational mode, etc. Some loT objects trusted to
perform a particular function in some context might become
untrusted in other different contexts. Meanwhile, 10T systems
could also work with varying user contexts. A general
question here is: how the operation of an IoT device in the
context of current user activity could affect the user’s privacy?
This is a general question arising from, e.g., smart-meters
where work/living habits can be inferred. Therefore, the
contextual information could have a crucial effect on data
trustworthiness. It is especially challenging to conduct
context-aware trust man- agement for distributed loT
applications where multiple trust domains exist and a
centralized trust manager is not available. Besides, the
behaviors of 10T objects are not immutable over time and their
trust levels should be dynamically assessed and kept up to date
to reflect the state of the IoT system.

Future Directions: Concerning context-aware  trust
management, the main task is an efficient context comparison.
Namely, one would need to consider how to efficiently
perform trust evaluation based on trustworthiness under
similar context, and how to efficiently compare the
trustworthiness under different contexts [35]. For dynamic
trust management in loT systems, an emerging trend is to
devise trust decay functions, and use the dynamic weighting of
trust features to perform trust updates on an event-driven basis
[36].

D. Automate Security Configuration

Definition: 10T security configuration refers to setting the
security-related functionalities of an loT device based on a
defined threat model, or making changes on the settings in
response to identified security incidents (e.g., identification of
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misbehaving 10T devices in the network). Automating that
means these functionalities can be configured remotely
without human intervention.

Existing Landscape: Vendors of 10T devices have shifted
towards producing flexible and general-purpose products to
maximise their potential revenue. This results in including a
broad range of possible configurations to match all
deployment scenarios. This behaviour goes beyond hardware
to widely affect software solutions as well. However, this
flexibility puts a significant burden on enterprise IT
administrators who must manually configure all these IoT
devices to reduce the risk coming from the unwanted
functionalities. Currently, these functionalities are configured
before the device operating system image is compiled [37]. It
is then transferred to the 10T device. This must be repeated
every time security functionalities have to be updated. In turn,
it makes managing the rapidly changing security requirements
and configurations both expensive and complicated.

The threats of hacking those components are severe.
They may result in stealing confidential information, data
poisoning, Distributed Denial of Service attacks (DDoS)
against enter- prise solutions, and many other attacks [9].
There are far more activities in the industry than the
academic literature. Many commercial products are already
introduced in the market to achieve automating the security
configuration task. Examples include Puppet, Chef, Ansible
and SaltStack. They automate the deployment process into
various servers and computers [38]. However, they focus on
enterprise and more powerful devices. In the 10T context,
Azure 10T Hub [39] and Amazon loT Device Management
[40] recently introduced products to automate configuration
deployment to 10T devices. Most of these products are one-
way solutions which mean automating general configuration
deployment but not designed for automating the security
configuration based on agile threat model. Also, they are only
a logistic bridge to components (hardware/software), and you
still have to write manually what should be deployed.

Recently, many researchers are trying to solve
automating the IoT security configuration problem by
employing the Security Content Automation Protocol (SCAP)
developed by NIST [41]. The focus of these efforts is
automated security configurations for Routers or smartphones
[42]. Most of the existing works are not in the 10T context and
face the challenge of how far they could automate. An
evaluation study in [10] demonstrated that as per NIST SP
800-53 protocol, 198 security features are recommended to be
managed. Only 62 features can be automated without human
intervention in most of these studies. How these features can
be automated without human interference is still an unsolved
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problem. Chung et al.[37] proposed a promising technique for
on-demand security configuration of IoT devices. It allows
changing the security functionalities without recreating device
images, but it has to be done manually. Recently, Yokogi et al.
[43] have introduced a model to automate authentication of
deployed IoT devices. Challenges: Due to the cost and time
required to do a comprehensive field testing against various
threat models, 10T devices are very likely to be deployed
before they are thor- oughly configured and tested. In addition,
owner organisations do not reconfigure these devices
regularly, because of the vast number of components, the
manual process that has to be fol- lowed, and their presence at
unmanned sites. As a result, these devices are far more prone
to vulnerabilities. The challenges for researchers is to come up
with techniques that can not only automate the security
configurations of heterogeneous devices, but also monitor and
reconfigured against the past, present and future threats.

Future Directions: In the loT context, device image recom-
pilation and manual deployment hinder the frequent reconfig-
uration. Chung et al. [37] present a way to reuse the device
image without recreation to update security functionalities.

This study can be expanded on heterogeneous 10T devices.
Also, researchers may explore the automation mechanisms to
deploy a similar model.

E. Automate Threat Monitoring and Patching

Note that the two elements have been combined
together in this section.

Definition: 10T threat monitoring and patching are the pro-
cesses of examining the IoT devices against various identified
vulnerabilities and updating their images with up-to date
patches. Automation requires that these two processes should
be achieved automatically with minimum human intervention.
Existing Landscape: A deployment of 10T system may contain
hundreds of or much more 0T devices. Checking the health of
all these devices in composite systems manually against
possible threats or untrusted software’s is costly, time-
consuming and very disruptive. Therefore, many organizations
are obliged to be reactive rather than proactive in many
hacking disasters such as Mirai [44] and IRCTelnet [45]. In
other words, they only take actions after something wrong has
happened. This is no longer acceptable in the era where those
edge devices are fully integrated into enterprise systems with
privileged access to a wide range of existing services.

The top 10 vulnerabilities for IoT devices are defined
by the Open Web Application Security Project (OWASP) [15]
in 2018. They include insecure network services, lack of
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secure update and patching mechanism, and lack of remote
device management. This is due to several reasons such as
limited computational power of loT devices. Poorly
implemented encryption in 10T devices, insecure third-party
components, lack of secure patch delivery, and weak default
settings. Many commercial products are trying to overcome
these challenges such as PubNub [46] for 10T status tracking.
They vary in their capability and coverage in terms of what
they can check and do. However, they (i) mostly look for 10T
devices status and transmitted packets rather than checking
vulnerabilities and automate secure patching, and (ii) lack of
flexible mecha- nisms that give enterprises more control over
what should be considered abnormal or unhealthy based on
their threat model. Existing literature has proposed
mechanisms to identify some potential threats that exist in the
contemporary loT systems. These models can be divided into
three broad categories as follows: 1) default password
detection, 2) privacy disclosure analysis, and 3) anomaly
detection [47], [48]. Despite the effectiveness of these models,
they (i) only detect the threat but still do not solve the issue,
and (ii) are narrow-focused rather than general models that
consider the automation aspect in a large-scale setting.
Recently, Princeton University researchers demonstrated a
promising way that allows us to look at the above 3 threats
together and solve them [49]. They run their algorithm on a
Raspberry Pi in a smart home setting.

Challenges: The IoT security threats are far more than three
discussed above as per the OWASP list. Many challenges
remain to be addressed. There is a lack of 10T device manage-
ment and system monitoring in production mode. There is also
a lack of mechanism for secure delivery of patching and anti-
rollback mechanisms. Since there are no physical hardening
measures as highlighted by OWASP, this allows attackers to
gain control, which renders 10T devices vulnerable to attacks.
Future Directions: The automation of monitoring loT systems
against threats and patching them in native operat- ing
environments is a critical step. There are a few works
introduced to check only specific threats, but they have failed
to consider the examination of 10T system under composite
threats. Jonsdottir et al. [49] demonstrated a promising path
that examines three risks and solves them. More research
should be done to generalise such an approach to cover at least
the top 10 threats identified by OWASP and address them by
introducing automation in dynamic patching.

F. Automate Compliance Check
Definition: Compliance check refers to the status of the loT

systems and how far they are in alignment with the policies,
regulations and legislation.

Page | 158

ISSN [ONLINE]: 2395-1052

Existing Landscape: According to a recent survey by
Bain.com [50], the most crucial barrier to 10T adoption is the
lack of targeted security and privacy policies that ensure the
compliance of 10T systems to standard regulations and
legislation. Examples include compliance to password com-
plexity, installed libraries, open ports, the way they collect
data, and the types of data they are allowed to accumulate.
There have been various 10T security guidelines proposed
by different organisations as baselines. However, there are no
global standards for which guidelines are suitable for which
scenario. Also, there is no coordination between these
guidelines. Recently, there are only a few commercial
products such as Firmalazer [51] that try to address these gaps
by introducing joint guidance. They automate the compliance
process checking against a joint list in 10T systems. However,
they are vendor dependent.

Challenges: The main problems that face automating the
compliance checking are the lack of guidelines that checks the
compliance of 10T systems against public policies such as
HIPAA and GDPR. Also, the 10T space lacks standard
regularisation entitics which ensure allowing only certified IoT
devices to be available in the market.

Future Directions: To have fully automated compliance
checker, one would consider developing clear guidelines that
should be followed to be in alignment with established
policies such as GDPR. Besides, introducing standard entities
that help in regulating the 10T devices would be a reasonable
direction to enforce compliance. Another research direction is
to code the policies, regulations and legislations in executable
and verifiable forms so that the computer can automatically
check them. Regulation Technologies (RegTech) have made
some progress in this direction, but further research is needed
in the context of l0T systems.

G. Automate Secure Data Sharing

Definition: Secure 10T data sharing refers to access control on
encrypted loT data so that only authorized entities are allowed
to recover the original data. As IoT data are typically stored on
the cloud, this means the enforcement of access control
mechanisms over the encrypted loT data on the cloud.
Existing Landscape: In the literature, there are two key
techniques that can support the sharing of encrypted data,
including proxy re-encryption and attribute-based encryption.

1) Proxy Re-encryption. Proxy re-encryption (PRE) is a
public key-based encryption technique [52] enabling a
data owner to encrypt data to be shared under its own
public key. The encrypted data can be later transformed
by a semi-trusted third party, i.e., the cloud in the loT
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data sharing scenario, so that intended authorized data
users can decrypt the encrypted data after trans-
formation. Under the basic working paradigm of PRE, a
lot of schemes have been proposed for secure data
sharing, with focus on various aspects such as the multi-
use feature where the transformed ciphertext can be
further re-encrypted, the unidirectional feature where the
intermediate proxy can only transform the data owner’s
decryption rights to data user’s decryption rights on the
same ciphertext but not vice versa, and the collusion-
resistant feature where the proxy colludes with some data
users cannot recover the data owner’s private keys, user
revocation [53], [54], [55], [56].

2) Attribute-based Encryption. In comparison with PRE,
attribute-based encryption enables much more fine-
grained access control through the use of attributes [57],
[58]. The concept of ABE was originally proposed by
Sahai and Waters [59]. In the initial ABE system, the keys
and ciphertexts of a party are labeled with sets of
attributes. The private key of a party can decrypt a
ciphertext when there is a match of at least a pre-defined
number of attributes between the key and the ciphertext.
Later, two highly expressive and variants of ABE are
proposed for more flexible access control, which are
called Key-Policy ABE (ABE) [60] and Ciphertext-
Policy ABE (CP-ABE) [61]. In KP-ABE, a data user is
assigned with an access policy (usually defined as an
access tree), while a data item is assigned a set of
attributes. Each attribute in the system is associated with a
public key component. To encrypt a data item, the data
owner performs encryption using the corresponding
public key components. The data user’s private key is
defined following the access policy so that the data user
can decrypt a ciphertext if and only if the attributes of the
ciphertext satisfies its access policy. For CP-ABE, the
case is just reversed, where a ciphertext is associated with
an access policy while a data user is assigned a set of
attributes.

Challenges: Despite the feasibility provided by the above
cryptographic techniques to enable secure sharing of 10T data
through the cloud, challenges still remain. The first challenge
is efficiency. Most of the existing solutions require expensive
cryptographic operations like bilinear pairing operations or
modular exponentiation operations, which might not be prac-
tically affordable on lightweight 10T devices. It is essential to
develop lightweight cryptography that can be deployed on
resource-constrained loT devices to support secure data
sharing. The second challenge is functionality. Most of the
existing solutions only support access control on encrypted
data, and no computation is allowed over the ciphertexts.
However, in 10T applications, analytics usually have to be
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applied over the massive amounts of raw data so as to
extract valuable information, like the use of machine learning
algorithms. It would be much more desirable if computation
could be allowed on the encrypted loT data stored in the cloud
while access control is enforced.

Future Directions: For the efficiency challenge, one might
consider devising secure mechanisms for outsourcing the
heavy cryptographic operations. There exist some works
inves- tigating computation outsourcing for efficiency
improvement [62], yet they mostly focus on the outsourcing of
ABE’s decryption operation for data users. This is not directly
ap- plicable for 10T devices as they need to do encryption
instead of decryption. It would be valuable to explore how to
devise outsourcing mechanisms applicable for use on loT
devices, as well as suitable for not only ABE but also PRE.
For enriching the functionality, one might consider having a
co- design of access control mechanisms and secure computa-
tion techniques. For example, one could combine ABE with
searchable encryption [63], [64] to support search over ABE-
encrypted data [65]. There exist various techniques like secret
sharing, homomorphic encryption, and garbled circuits [66],
[67], [68]. They have different trade-offs in terms of
bandwidth  consumption, communication rounds, and
computation. It is worthwhile to explore how to properly
combine them with secure data sharing techniques to enrich
the functionalities.

V. TOWARDS ORCHESTRATION OF THE SECURITY
AUTOMATION ELEMENTS FOR IOT SYSTEMS

Definition: Security orchestration for 10T systems refers to the
methodology and techniques that seamlessly connect and
coordinate the security automation elements and security
experts to establish a defense layer in depth for 10T systems. It
could minimize the efforts from human experts, and enable
cost-effective and fast decision making and responses.
Besides, it could potentially streamline more menial tasks
usually carried out by stretched and sometimes under-skilled
teams.

Existing landscape: Most of the existing works on security
orchestration are aimed at the traditional IT infrastructure of
enterprises [7]. Security orchestration for 10T systems is more
complicated than traditional IT systems due to a couple of
factors. First, it is easier for attackers to identify exploitable
vulnerabilities of 10T devices since they are often low cost and
easily obtainable. Second, 10T devices are often deployed in
unsupervised locations or even geographically remote regions
(e.g., in satellite-based smart farming and smart mining ap-
plications), making it more difficult to have timely detection
of the security incidents. Third, 10T systems could involve
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large-scale devices with limited battery and low bandwidth,
making it more difficult to deploy security updates in a
timely fashion. In the book [69], Sabella et al. study security
orchestration for loT. They focus on understanding the
security in 10T networks, introducing the emerging network
function  virtualization (NFV) and software-defined
networking (SDN) architectures. They also describe how to
properly leverage these emerging network architectures to
orchestrate the generic security services like identity,
authentication, authorization, and virtualized network
functions.

Challenges: Security orchestration for IoT systems need to
integrate different security automation elements that are
dispersed over heterogeneous components — low end loT
devices, fog devices, cloud, and human experts. These com-
ponents are deployed in different environments and may face
different kinds of threats and attacks. It is not easy to develop
a single security orchestration solution that can simultaneously
handle various types of threats and attacks across them.

Future Directions: One promising direction would be to
consider the integration of security orchestration for enterprise
environments with orchestration architecture designed for loT
applications. Some researches [70], [71] propose the concept
of fog orchestrator which provides the centralized arrangement
of the resource pool, maps applications with specific requests,
and provides an automated workflow to physical resources. It
would be interesting to explore the characteristics of such
orchestration architecture design for 10T systems and con-
sider adapting the security orchestration solutions originally
designed for enterprise systems to make them work for loT
systems. In addition, one could explore the proper use of
the power of advanced artificial intelligence (Al) technologies
to investigate threats and guide response processes, so as to
further reduce as much human intervention as possible, saving
precious time of human experts. Other key areas of research
include human-Al interactions in the context of 10T systems,
loT device discovery and composition.

VI. CONCLUSION

In this paper, we have envisioned the SAO
framework which integrates the key elements for security
automation and orches- tration for loT systems, including
threat modeling, security and privacy by design, trust
management, security configuration, threat monitoring,
patching, compliance check, and secure data sharing. For each
element of the SAO framework, we identified the existing
research challenges and major contributions that seek to
address them, as well as highlighted the remaining challenges
and opportunities for future research.
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For future work, it would be valuable to explore more
elements to be integrated into the SAO framework as well as
investigate the development in other related areas like service-
oriented computing with the orchestration of services to get
inspirations for further advancing the SAO framework.
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