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Abstract- The detection of faults in underground cables is 

crucial for maintaining the reliability and efficiency of 

electrical power distribution systems. Traditional methods of 

detecting faults in underground cables often involve manual 

inspection, which is time-consuming, costly, and inefficient. To 

address these challenges, the integration of internet of things 

(IoT) technologies offers a promising solution for real-time 

monitoring and fault detection. Unist embedded systems have 

taken the initiative to design and develop a comprehensive 

IoT-based underground cable fault detection system, which 

allows for continuous monitoring and immediate identification 

of cable issues. This IoTbased system involves the installation 

of sensors at strategic locations along the underground cable 

network. The system uses advanced diagnostic techniques 

such as impedance measurement and temperature analysis to 

detect faults like cable insulation failure, short circuits, and 

overheating, which can lead to failures if left unaddressed. 

The real-time monitoring capability of the IoT system 

enhances the reliability of the cable network by providing 

timely alerts whenever a fault occurs. The system is capable of 

pinpointing the exact location of the fault, significantly 

reducing the time and cost involved in locating and repairing 

the problem. Additionally, the system's remote monitoring 

feature allows maintenance personnel to respond quickly to 

issues,thus preventing power outages or further damage to the 

network. 
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I. INTRODUCTION 

 

 Underground cables are critical components of 

modern electrical power distribution systems, providing a 

reliable means of transmitting electricity. However, detecting 

faults in these cables is often a challenging task due to their 

inaccessibility and the complex nature of cable failures, such 

as insulation breakdowns, short circuits, and overheating. 

Traditional fault detection methods, which rely on manual 

inspections and localized testing, are time-consuming, costly, 

and prone to delays. To overcome these limitations, the 

integration of Internet of Things(IoT) technologies presents a 

promising solution for real-time monitoring and enhanced 

fault detection. This paper introduces an IoT-based system for 

the continuous monitoring of underground cables, leveraging 

advanced diagnostic techniques such as impedance 

measurement and temperature analysis.   

 

II. LITERATURE SURVEY 

 

EXISTING SYSTEMS 

 

A.Developing The Frame Work For Underground 

Cables Fault Finding In Low Voltage  Distribution  Network  

The project "Developing the Framework for Underground 

Cables Fault Finding in Low Voltage Distribution Network" 

focuses on creating an efficient and reliable system for 

detecting faults in underground cables, which are commonly 

used in low voltage distribution networks. These cables, while 

reliable, are prone to various faults like insulation failures, 

short circuits, and overheating, which can disrupt power 

supply and affect network stability. Traditional fault detection 

methods are slow and costly, necessitating the development of 

a more advanced solution. The project proposes a framework 

that integrates modern technologies, such as Internet of Things 

(IoT) sensors, to monitor the cables continuously. It involves 

placing sensors at critical points to gather real-time data on 

cable conditions. 

 

B.Smart Fault Diagnosis In Underground Power Cables 

Using IoT. 

 

This system enables faster fault identification and 

quicker response times. By automating the diagnosis process, 

the need for manual intervention is reduced, allowing 

maintenance teams to focus on precise locations where issues 

are likely to occur. This operational efficiency ensures a more 

reliable and stable power distribution network, particularly in 

urban areas where underground cables are more common. 

 

C. Monitoring Underground Cable Faults By Inspecting The                         

Phase Variation Using The IoT AndNodeMcu 
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This project, "Monitoring Underground Cable Faults 

by Inspecting the Phase Variation Using IoT and NodeMCU," 

aims to detect faults in underground cables by monitoring 

phase variations. Using IoT sensors and the NodeMCU 

microcontroller, the system tracks phase imbalances that 

indicate faults like short circuits or insulation failures. The 

data is transmitted in real-time to a central platform, where it 

is analyzed to identify issues. If a fault is detected, the system 

sends instant alerts to maintenance teams for quick resolution. 

This IoT-based approach enhances fault detection speed, 

reduces downtime, and improves the overall efficiency and 

reliability of the power network. 

 

D. Identification And Tracking Of Underground Cable Fault     

Using GsmAndGps Modules 

 

The Identification and Tracking of Underground 

Cable Faults using GSM and GPS Modules operates by 

continuously monitoring underground cables for faults using 

current sensors. These sensors detect abnormalities such as 

short circuits, open circuits, and insulation failures, sending 

data to a microcontroller (PIC16F877A or Arduino). The 

microcontroller processes the signals and calculates the fault's 

distance based on resistance and voltage drop. Once a fault is 

identified, the GPS module determines the exact location by 

providing latitude and longitude coordinates. This location, 

along with fault details, is transmitted to maintenance teams 

via GSM communication, allowing for quick response and 

repair. Additionally, an LCD display provides real-time status 

for on-site monitoring. To prevent further damage, relay 

mechanisms can be activated to isolate the faulty section. For 

enhanced monitoring, the system can be integrated with IoT-

based cloud storage, enabling remote data access and fault 

analysis. 

 

III. PROPOSED SYSTEM 

 

The proposed method for underground cable fault 

detection and real-time monitoring using IoT employs Hall 

sensors, a PIC16F877A microcontroller, relay drivers, 

transformers, and an LCD display to efficiently identify and 

locate faults in underground cables. The system is powered by 

a regulated power supply to ensure stable operation. Hall 

Effect sensors are strategically placed at 1 km intervals along 

the underground cable to detect faults based on current flow 

variations and magnetic field changes. The collected sensor 

data is transmitted to a PIC16F877A microcontroller, which 

acts as the master controller, using I2C communication. 

 

A relay driver and transformers (step-up and step-

down) help isolate the faulty section to prevent further 

damage. To enable real-time monitoring, the system is 

integrated with IoT, allowing fault data to be sent to a cloud-

based server, which can be accessed remotely through web 

applications or mobile apps. Additionally, automated alerts are 

triggered via IoT, notifying maintenance personnel 

immediately to reduce downtime and enhance response 

efficiency. This system significantly improves the accuracy, 

reliability, and efficiency of underground cable fault detection, 

reducing manual inspection efforts and ensuring faster 

restoration of power supply. Furthermore, its scalability allows 

for seamless integration with smart grids, making it a 

promising solution for modern power distribution networks. 

 

A. Hardware Requirements 

 

Hall Sensors, PIC16F877A Microcontroller, Step-

Down Transformer, Step-Up Transformer, Relay Driver, LCD 

Display, I2C Communication Module, Underground Cables. 

 

B. Power Supply 

 

The power supply provides regulated DC voltage to 

all components. It converts AC mains power to low-voltage 

DC using a transformer, rectifier, and voltage regulator. This 

ensures   stable power source for microcontroller operation. 

 

C. Hall Sensors (Slave 1, 2, 3) 

 

Hall sensors detect current variations in underground 

cables to identify faults. They measure magnetic field changes 

caused by current flow. If an abnormality occurs, they send 

fault signals to the microcontroller via I2C communication for 

processing. 

 

 
Fig.1.Proposed Block Diagram 

 

 

D. Step-Down Transformer 
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The step-down transformer reduces high-voltage AC 

to a lower voltage suitable for the circuit. It ensures that the 

power supply provides stable and safe DC voltage for the 

operation of the microcontroller and other components. 

 

E. Step-Up Transformer 

 

The step-up transformer boosts voltage where 

necessary for efficient signal transmission. It is used in circuits 

where a higher voltage is required to activate certain 

components or for better communication between devices. 

 

F. Relay Driver 

 

The relay driver controls the relay switches by 

amplifying  low-power signals from the microcontroller. It 

ensures proper switching of relays, enabling the system to 

disconnect faulty cable sections when a fault is detected. 

 

G. Relays 

 

Relays act as electromechanical switches that help in 

isolating faulty cables. When the microcontroller detects a 

fault, it sends a signal to the relay, which disconnects the 

faulty section to prevent further damage and power loss. 

 

H. LCD Display 

 

   The LCD screen displays real-time fault status, 

including the fault location and system condition. It receives 

data from the microcontroller and provides visual alerts, 

helping technicians quickly identify and fix issues. 

 

I. PIC16F877A Microcontroller (Master Controller) 

 

The microcontroller processes fault data, determines 

fault location, and controls relays. It receives signals from Hall 

sensors, calculates the fault distance, and activates relay 

drivers to isolate the faulty section. It also updates the LCD 

display for monitoring. 

 

 

Fig.2 Pin diagram of Atmega328P Microcontroller 

 

 

J. I2C Communication Module 

 

The I2C module enables efficient data transfer 

between Hall sensors and the microcontroller. It simplifies 

wiring and ensures fast and reliable communication, allowing 

real-time fault detection without excessive hardware 

complexity. 

 

K. Underground Cables (P and N Lines) 

 

The underground cables carry electricity over long 

distances. If a fault such as short circuit, open circuit, or 

insulation failure occurs, the system detects the issue and 

isolates the damaged section to prevent power disruptions and 

facilitate quick maintenance. 

 

IV. RESULT AND DISCUSSION 

 

The IoT-based underground cable fault detection 

system efficiently identifies and monitors faults in 

underground power lines, improving maintenance and 

reducing downtime. It uses Hall sensors placed at intervals to 

detect current variations and send data to the PIC16F877A 

microcontroller via I2C communication. The microcontroller 

processes this data to determine the exact fault location and 

controls relays through a relay driver to isolate the faulty 

section. A step-down transformer lowers high-voltage AC to a 

safer level for circuit operation, while a step-up transformer 

boosts voltage for signal transmission when needed. The LCD 

display provides real-time updates on fault locations, assisting 

maintenance teams in quick troubleshooting. I2C 

communication ensures smooth data exchange between 
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components, enabling fast response times. IoT integration 

allows remote monitoring of fault data, reducing the need for 

manual inspections. This system is especially beneficial in 

urban areas where underground cables are widely used due to 

space constraints. It enhances power supply reliability by 

minimizing operational costs and ensuring a continuous 

electricity flow. Though initial setup costs and sensor accuracy 

can be challenges, this advanced system modernizes fault 

detection and improves overall power network efficiency. 

 

 
Fig.3. Prototype Model 

 

V. CONCLUSION 

 

The IoT-based underground cable fault detection 

system enhances power distribution by enabling real-time fault 

identification and monitoring. Utilizing Hall sensors, 

microcontrollers, and relays, it efficiently detects and isolates 

faulty sections, reducing power disruptions and maintenance 

efforts. IoT integration allows remote monitoring, minimizing 

manual inspections and improving response time. This system 

is especially beneficial in urban areas where underground 

cables are widely used, ensuring a stable and reliable power 

supply. While initial setup costs and sensor accuracy pose 

challenges, the system significantly reduces operational 

expenses and enhances fault diagnosis. By modernizing power 

networks, this solution contributes to the development of 

smart grids, making electrical infrastructure more efficient and 

resilient. 
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