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Abstract- The primary objective of our project is the 

development of an Unmanned Smart Panzer equipped with 

target destruction capabilities. The communication between 

the controller and the Unmanned Smart Panzer is facilitated 

through a wireless interface, specifically the Internet. This 

system allows for control via a smartphone utilizing a Wi-Fi 

module. The movement of the Unmanned Smart Panzer is 

managed by a Motor Drive and Node MCU, which includes 

transmitters and receivers to execute the necessary functions. 

An additional feature of this operational model is the ability to 

record real-time data. This data is captured by a camera 

integrated into the system. A notable innovation of this 

prototype is its capability to detect and eliminate enemy 

targets. The detection process involves identifying the target, 

after which a gun is employed for its destruction, under the 

control of an operator. For target detection, a camera is 

positioned beneath the launcher (gun), providing video 

streaming to a monitor where the operator can observe the 

situation. This Unmanned Smart Panzer is primarily intended 

for use in combat zones. 

 

Keywords- The system employs the ESP32-CAM for video 

streaming, the NodeMCU 12E for wireless control, and the 

L298N motor driver to manage both DC and servo motors. 

This configuration is particularly suitable for security 

applications and hazardous exploration, showcasing the 

effectiveness of IoT-driven robotics. 

 

I. INTRODUCTION 

 

The Smart IoT Panzer represents a cutting-edge, Wi- 

Fi-operated unmanned vehicle tailored for real-time 

surveillance, monitoring, and exploration tasks. In response to 

the increasing demand for remote- controlled systems across 

sectors such as security, disaster response, and exploration of 

hazardous environments, this initiative harnesses the latest 

developments in Internet of Things (IoT) technology and 

robotics to deliver a flexible and effective solution. The 

vehicle integrates wireless communication, real-time video 

transmission, and accurate motion control, enabling it to 

function proficiently in a range of demanding situations. 

 

The foundation of the system is the ESP32-CAM 

module, which facilitates live video streaming, allowing users 

to observe environments in real-time via a Wi-Fi connection. 

The NodeMCU 12E serves as a robust IoT development 

board, responsible for wireless communication and 

functioning as the primary control unit for the vehicle. Motion 

control is executed through the use of DC motors and servo 

motors, which are regulated by the L298N motor driver. This 

configuration guarantees precise navigation and movement, 

enabling the vehicle to effectively traverse various terrains and 

obstacles. 

 

The Wi-Fi-enabled control system facilitates remote 

operation of the vehicle through a web interface or mobile 

application, providing convenient access and 

increased flexibility. 

 

 The Wi-Fi-enabled control system facilitates remote 

operation of the vehicle through a web interface or mobile 

application, providing convenient access and increased 

flexibility. The real-time video stream, delivered by the 

ESP32- CAM, enables operators to make well-informed 

decisions regarding navigation and oversight. This feature 

positions the Smart IoT Panzer as an excellent option for 

various applications, including security patrols, surveillance in 

remote areas, monitoring disaster sites, and conducting 

environmental explorations. 

 

II. LITERATURE SURVEY 

 

Recent developments in IoT-enabled surveillance 

systems underscore their ability to efficiently monitor 

environments from a distance. Research has shown the 

effectiveness of IoT devices, such as the ESP32-CAM, in 

facilitating real-time video streaming for various applications, 

including residential security and industrial oversight [1], [2]. 

These systems minimize the necessity for physical presence 

while ensuring ongoing surveillance via Wi-Fi communication 

networks. 

 

Unmanned Vehicle Navigation: Research in the field 

of unmanned vehicles has demonstrated considerable 
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advancements in wireless control and navigation systems. The 

incorporation of microcontrollers, such as the NodeMCU, in 

conjunction with motor drivers like the L298N, has been 

shown to be effective in facilitating accurate motion control. 

This methodology has gained widespread acceptance in 

robotics initiatives aimed at disaster recovery and the 

exploration of dangerous environments [3], [4]. 

 

DC and Servo Motor Control in Robotics: The 

integration of DC motors and servo motors in robotic 

applications guarantees precise and dependable movement, 

particularly in challenging terrains. Research highlights the 

significance of motor driver modules such as the L298N, 

which facilitate effective motor management and power 

allocation, rendering them ideal for IoT-enabled robotic 

systems [7]. 

 

The ESP32-CAM module has become increasingly 

popular in Internet of Things (IoT) projects owing to its 

affordability and versatile features. Existing literature on its 

applications emphasizes its capability to deliver high-quality 

video streaming, particularly for surveillance applications. 

Researchers have investigated its compatibility with web 

servers, facilitating remote access and establishing it as an 

optimal solution for real-time monitoring systems [8]. 

 

III. EXISTING SYSTEM 

 

Current systems for unmanned vehicles and IoT- 

based surveillance predominantly focus on specific elements 

of integration, utilizing either Wi-Fi- enabled controls or 

motorized features, yet rarely achieving a successful 

combination of both. The following provides an overview of 

these systems. 

 

Wi-Fi-Controlled Systems: Numerous current 

projects concentrate exclusively on remote operation via Wi-

Fi. These systems frequently utilize fundamental 

microcontrollers such as the NodeMCU or Arduino, and are 

intended for functions like turning devices on and off or 

managing basic movements. Nevertheless, these initiatives 

generally do not incorporate real-time video streaming or 

sophisticated motion control features [12], [13]. 

 

Motorized Systems Lacking IoT Integration: A 

variety of robotics initiatives focus on the design of motorized 

vehicles, employing DC motors and servo motors for 

propulsion. Although these systems demonstrate proficiency 

in navigation and mechanical operations, they are typically 

managed via wired connections or rudimentary remote control 

systems, which restrict their scalability and applicability in 

IoT environments[11], [14]. 

Basic Surveillance Robots: Surveillance robots are 

designed with camera modules that facilitate real- time 

monitoring, with a primary emphasis on video streaming 

capabilities. However, these systems typically lack 

sophisticated motor drivers such as the L298N, which restricts 

their mobility and adaptability across various terrains. 

 

IV. DISADVANTAGES OF EXISTING 

SYSTEM 

 

Current systems for unmanned vehicles and IoT- 

based surveillance face numerous challenges stemming from 

inadequate integration between Wi- Fi control and motorized 

functions. Many of these systems tend to concentrate either on 

fundamental Wi-Fi remote control or on the design of 

motorized vehicles, rarely achieving a successful combination 

of the two. This lack of integration results in restricted 

flexibility and hinders the systems from realizing advanced 

functionalities, such as real- time video streaming or 

autonomous operations. Wi-Fi-controlled systems frequently 

do not deliver real-time video feedback and often suffer from 

low-quality streaming and latency issues, which diminishes 

their effectiveness for surveillance purposes. Moreover, basic 

microcontrollers like NodeMCU or Arduino, commonly 

employed in these systems, lack the necessary processing 

power for sophisticated motion control, thereby limiting their 

capacity to execute complex tasks such as collision avoidance 

or adaptive navigation. While motorized systems excel in 

mechanical design, they typically depend on wired or 

rudimentary remote controls, which restrict their scalability 

and remote monitoring capabilities—critical aspects in IoT 

applications. Additionally, surveillance robots that utilize 

simple motor drivers, such as the L298N, often exhibit limited 

mobility and struggle to traverse rough or uneven surfaces. 

 

V. PROPOSED SYSTEM 

 

The suggested system is an IoT-enabled unmanned 

smart panzer that incorporates various essential elements to 

facilitate remote operation, real-time monitoring, and 

automated weapon activation. A comprehensive description of 

the system and its components follows. 

 

DC Motor for Vehicle Movement: 

 

DC Motor: Direct Current (DC) motors serve as the 

driving force for the wheels of the panzer. These motors are 

effective in managing the vehicle's movement, facilitating 

forward, backward, and rotational motion. The selection of the 

DC motor is attributed to its straightforward design, 

affordability, and user-friendly control mechanisms. 
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Wheel Control: The connection of the DC motor to the 

vehicle's wheels allows for multidirectional movement. The 

motor's speed and direction are regulated via a motor driver, 

which oversees the power supply and flow to the motor in 

accordance with the input signals received. 

 

 
 

NodeMCU for Wi-Fi Connectivity and Control: 

 

NodeMCU: This microcontroller board, which is 

economically priced, is built on the ESP8266 chip and features 

integrated Wi-Fi functionality. The NodeMCU facilitates the 

panzer's connection to the internet or a local network, thereby 

allowing for remote operation through a web interface or 

mobile application. 

 

Control Logic: The NodeMCU is programmed with the 

necessary logic to manage the vehicle's movement and the 

camera feed. It serves as the primary controller, receiving user 

commands (such as moving forward, reversing, turning, or 

stopping) via Wi-Fi and transmitting signals to the motor 

driver and servo motor. 

 

 
 

L298 Motor Driver: 

 

L298 Motor Driver: The L298 is a dual H-bridge motor driver 

designed to independently manage the direction and speed of 

two DC motors. In this application, the L298 motor driver is 

employed to operate the DC motors responsible for the 

movement of the panzer. 

 

Function: The L298 interfaces with the NodeMCU, receiving 

control signals that dictate the motors' direction and speed. 

This motor driver enhances the signals from the NodeMCU to 

a level adequate for driving the motors, thereby ensuring 

efficient operation and improved torque. 

 

 
 

ESP32CAM for Real-Time Video Streaming: 

 

The ESP32CAM is a camera module that utilizes the 

ESP32 microcontroller, incorporating both Wi- Fi 

functionality and a built-in camera. This device offers a robust 

and compact solution for streaming video in real time. 

 

The ESP32CAM is designed to capture live video using its 

integrated camera, transmitting the footage via Wi-Fi to a user 

interface, such as a web browser or mobile application. This 

capability facilitates real-time surveillance and monitoring, 

which is essential for security and reconnaissance 

applications. 

 

The camera delivers video streams that can be 

accessed remotely, allowing the operator to observe the 

environment and make informed decisions regarding the 

movements of the panzer or any necessary actions. 

 

 
 

Servo Motor for Automatic Gun Triggering: 

 

Servo Motor: A servo motor is a compact device designed to 

facilitate precise angular movement control. Within this 

system, the servo motor is employed to automatically activate 

the firearm as required. 

 

Functionality: The servo motor is seamlessly integrated into 

the weapon system of the panzer, receiving activation signals 

from the NodeMCU. Depending on the commands issued or 
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predetermined conditions, the servo motor adjusts the gun into 

a firing position or engages a mechanism to discharge the 

weapon. 

 

Automatic Triggering: The servo motor can be programmed to 

react to specific scenarios, such as receiving a command from 

the operator or identifying a target, thereby enabling the 

system to autonomously engage with targets. 

 

 
 

VI. ARCHITECTURE 

 

 
fig1.Proposed system architecture 

 

The Smart IoT Panzer utilizes Wi-Fi technology to 

facilitate uninterrupted connectivity, immediate control, and 

the integration of sensors. It overcomes the shortcomings of 

current systems by offering extensive remote control 

capabilities, scalability, and compatibility with IoT 

applications. This system effectively connects conventional 

remote-controlled devices with contemporary smart 

technology. 

 

The proposed unmanned smart panzer system, based 

on Internet of Things (IoT) technology, comprises multiple 

integrated components that collaborate to facilitate remote 

operation, real-time monitoring, and automated weapon 

activation. Central to this system is the NodeMCU, a 

microcontroller equipped with Wi-Fi capabilities, which 

serves as the main controller. It receives commands from a 

remote interface, whether mobile or web-based, and processes 

these commands to manage the vehicle's operations. The 

vehicle's movement is powered by DC motors, which are 

regulated by the L298 motor driver that connects with the 

NodeMCU to control both speed and direction. Additionally, 

the ESP32CAM module is employed to capture and stream 

real- time video footage over Wi-Fi, allowing for live 

surveillance of the surroundings. A servo motor is also 

incorporated to autonomously activate the weapon  system  

based  on  user  commands  or predefined conditions, thereby 

enhancing the system's autonomous capabilities. User 

interaction with the system occurs through a designated 

interface. 

 

A web or mobile application allows users to manage 

the movement of the panzer, access a live video stream, and 

activate the weapon system. The architecture of the system 

supports wireless communication, real-time monitoring, and 

effective operation, rendering it ideal for use in surveillance, 

defence, and reconnaissance missions. This comprehensive 

setup incorporates IoT technology to ensure smooth control 

and functionality within a compact, remotely operated 

unmanned vehicle. 

 

VII. MODULES AND IMPLEMENTATION 

 

The unmanned smart panzer system, based on 

Internet of Things (IoT) technology, consists of multiple 

integrated modules that collaborate to facilitate smooth 

operation. At the heart of this system lies the NodeMCU, a 

microcontroller equipped with Wi-Fi functionality, serving as 

the primary control unit. The NodeMCU interprets commands 

from the user interface, which can be accessed through a 

mobile application or a web browser, and subsequently 

transmits the relevant control signals to the other modules. 

The vehicle's movement is managed by DC motors, which are 

regulated through the L298 motor driver. This driver receives 

commands from the NodeMCU to adjust the direction and 

speed of the DC motors, enabling the panzer to advance, 

reverse, or pivot in any direction. 

 

The ESP32CAM module is employed for real-time 

monitoring by capturing video footage. This camera records 

live video, which is subsequently transmitted via Wi-Fi to the 

user interface. This setup offers the operator visual feedback, 
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allowing for the real-time observation of the panzer's 

environment. Such functionality is essential for surveillance or 

reconnaissance missions, where maintaining continuous 

situational awareness is imperative. 

 

The system is further equipped with a servo motor 

that is integrated with the weapon system. This servo motor 

facilitates the automatic activation of the weapon in response 

to user commands or predetermined conditions. For instance, 

the operator has the capability to remotely activate the weapon 

through the interface or establish criteria that will 

automatically engage the weapon upon the fulfilment of 

specific conditions, such as the detection of a target. 

 

VIII. APPLICATIONS 

 

The IoT-enabled unmanned smart panzer system possesses a 

wide range of applications across various sectors: 

 

Military and Defence: This system is employed for 

reconnaissance missions, border security, and patrolling 

hazardous regions, thereby safeguarding human lives. It is 

capable of collecting vital information and neutralizing threats 

from a distance. 

 

Surveillance and Security: It is particularly effective for 

monitoring public areas, private properties, and locations with 

elevated risk, providing real-time video feeds for enhanced 

security measures. 

 

Search and Rescue: The system is utilized in disaster-stricken 

areas and perilous environments to locate survivors and 

evaluate dangerous conditions remotely. 

 

Industrial and Agricultural Applications: It serves in 

conducting inspections in inaccessible industrial sites and 

monitoring agricultural crop health. 

 

Law Enforcement: This technology aids in managing crowds, 

surveilling high-risk areas, and gathering intelligence during 

law enforcement operations. 

 

Entertainment and Media: It proves beneficial in the film 

industry for capturing dynamic shots and 

facilitating live event broadcasts, thus creating an engaging 

experience. 

 

Research and Exploration: The system is deployed for 

environmental monitoring and simulating exploration on other 

planets in challenging terrains. 

 

 

IX. CONCLUSION 

 

The IoT-based unmanned smart panzer system stands 

as a remarkably adaptable and pioneering solution, applicable 

across diverse sectors including military, defence, industrial, 

agricultural, and research domains. By incorporating features 

such as real-time video streaming, remote operation, and 

autonomous functionality, this system significantly improves 

situational awareness, safety, and operational effectiveness in 

demanding environments. Its capacity to traverse challenging 

terrains, collect essential data, and execute tasks from a 

distance renders it an invaluable asset for purposes such as 

surveillance, reconnaissance, and search and rescue 

operations. The integration of IoT technologies alongside a 

modular design allows for customization to fulfil various 

requirements, establishing it as a formidable resource in both 

civilian and defence applications. 

 

XI. FUTURE ENHANCEMENT 

 

Future improvements for the IoT-based unmanned smart 

panzer system encompass the following areas: 

 

Artificial Intelligence and Machine Learning: Incorporating 

AI to facilitate autonomous navigation, enhance object 

recognition, and improve threat detection, thereby refining 

decision- making processes. 

 

Extended Battery Life: Utilizing advanced power solutions, 

such as high-capacity batteries or solar energy systems, to 

prolong operational duration. 

 

Advanced Sensors: Integrating high-resolution cameras, 

thermal imaging, infrared, and environmental sensors to 

broaden the range of applications. 

 

Swarm Robotics: Allowing multiple panzers to collaborate, 

thereby increasing coverage and boosting mission 

effectiveness. 

 

Cloud Integration: Leveraging cloud computing for real-time 

data processing, sharing, and analytical capabilities. 

 

Enhanced Mobility: Improving mobility features to ensure all-

terrain operation in various environments. 

 

Secure Communication: Establishing secure communication 

protocols to protect data integrity during sensitive missions. 

Autonomous Weapon Systems: Advancing the development 

of autonomous weapon capabilities for predefined defensive 

operations. 
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