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Abstract- The phishing email is one of the significant threats
in the world today and has caused tremendous financial
losses. Although the methods of confrontation are continually
being updated, the results of those methods are not very
satisfactory at present. Moreover, phishing emails are
growing at an alarming rate in recent years. Therefore, more
effective phishing detection technology is needed to limit the
threat of phishing emails. In this article, we first analysed the
structure of the email Then, based on an improved Recurrent
Convolution Neural Network (RCNN) model with multilevel
vectors and attention mechanisms, we proposed a new named
phishing email detection model, to be used to model emails at
the subject level, email body level, character level, and word
level at the same time. To evaluate its effectiveness, we use an
unbalanced dataset that presents the actual ratio of phishing
emails to legitimate emails. Experimental results show.
Meanwhile, the ensure that the filter can identify phishing
emails with high probability and filter out legitimate emails as
little as possible. This promising result is superior to the
existing detection methods and verifies the effectiveness of in
detecting phish.

Keywords- phishing website detection R-CNN algorithm,
website analyses, splitting clone and original website.

I. INTRODUCTION

Nowadays Phishing becomes a main area of concern
for security researchers because it is not difficult to create the
fake website which looks so close to legitimate website
Experts can identify fake websites but not all the users can
identify the fake website and such users become the victim of
phishing attack. Main aim of the attacker is to steal banks
account credentials. In United States businesses, there is a loss
of US$2billion per year because their clients become victim to
phishing. In the 3rd Microsoft Computer Safer Index report
published in February 2014, it was estimated that the annual
global impact of fraud could be as high as $5 billion.Phishing
attacks succeed due to a lack of user awareness. Because
phishing attacks exploit user weaknesses, mitigating them is
difficult but improving phishing detection techniques is
important. The general method of detecting phishing websites
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by updating the blacklisted Internet Protocol (IP) URLs in the
anti-virus database, is also known as the "blacklisting"
method. and many other simple techniques including: fast-
fluxion which a proxies are automatically generated to host the
web-page; algorithmic generation of new URLs; etc. Major
drawback of this method is that, it cannot detect zero-hour
phishing attack. Heuristic based detection which includes
characteristics that are found to exist in phishing attacks in
reality and can detect zero-hour phishing attack, but the
characteristics are not guaranteed to always exist in such
attacks and false positive rate in detection is very high.To
overcome the drawbacks of blacklist and heuristics based
method, many security researchers now focused on machine
learning techniques. Machine learning technology consists of
a many algorithms which requires past data to make decision
or prediction on future data. Using this technique, algorithm
will analysed various blacklisted and legitimate URLs and
their features to accurately detect the phishing websites
including zero- hour phishing websites.

Planning

This initial step is used to collect confidential data of
users in the form of e-mail lists, templates of scam pages as
well as retrieving information from consumers of phishing
identifications. Through various techniques and Trojan
malwares the computers can easily be compromised (also
known as Roots). Through various platforms the scammers get
access to proof of notion exploits which enable the scammers
to gain admittance to vulnerable computes.

Setup

The further steps involves ensuring the proper scam
pages infrastructure on the compromised hosts used in the
phishing attack.

Attack

There are millions of programs which have been
written to handle mass mails, which enable a scammer to send
out e-mails en masse using readily available right tools. The
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scammers learn through many online tutorials which provide e
easy explanations on how to send fake e-mails via different
programs.
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1. EXISITING WORK

Various techniques for detecting phishing emails are
mentioned in the literature. In the entire technology
development process, there are mainly three types of technical
methods including blacklist mechanisms, classification
algorithms based on machine learning and based on deep
learning. From previous work, the existing detection methods
based on the blacklist mechanism mainly rely on people’s
identification and reporting of phishing links requiring a large
amount of manpower and time. However, applying artificial
intelligence to the detection method based on a machine
learning classification algorithm requires feature engineering
to manually find representative features that are not conducive
to the migration of application scenarios. Moreover, the
current detection method based on deep learning is limited to
word embedding in the content representation of the email.
These methods directly transferred natural language
processing (NLP) and deep learning technology, ignoring the
specificity of phishing email detection so that the results were
not ideal Given the methods mentioned above and the
corresponding problems, we set to study phishing email
detection systematically based on deep learning. Specifically,
this paper makes the following contributions.

Architecture
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Disadvantages

e With respect to the particularity of the email text, we
analysed the email structure, and mine the text features
from four more detailed parts: the email header, the email
body, the word-level, and the char-level.

e The RCNN model is improved by using the Then, the
email is modelled from multiple levels using an improved
RCNN model. Noise is introduced as little as possible,
and the context information of the email can be better
captured.

I11. PROPOSED SYSTEM

With the emergence of email, the convenience of
communication has led to the problem of massive spam,
especially phishing attacks through email. Various anti
phishing technologies have been proposed to solve the
problem of phishing attacks. studied the effectiveness of
phishing blacklists. Blacklists mainly include sender blacklists
and link blacklists. This detection method extracts the sender’s
address and link address in the message and checks whether it
is in the blacklist to distinguish whether the email is a phishing
email. The update of a blacklist is usually reported by users,
and whether it is a phishing website or not is manually
identified. At present, the two well-known phishing websites
are Phish Tank and Open Phish. To some extent, the
perfection of the blacklist determines the effectiveness of this
method based on the blacklist mechanism for phishing email
detection. The current situation is that new threats may not
only cause severe damage to customers’ computers but also
aim to steal their money and identity. Among these threats,
phishing is a noteworthy one and is a criminal activity that
uses social engineering and technology to steal a victim’s
identity data and account information. According to a report
from the Anti-Phishing Working compared with the fourth
quarter of According to the striking data, it is clear that
phishing has shown an apparent upward trend in recent years.
Similarly, the harm caused by phishing can be imagined as
well
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PYTHON

Python is a general-purpose interpreted, interactive,
object-oriented, and high-level programming language. An
interpreted language, Python has a design philosophy that
emphasizes code readability(notably using whitespace
indentation to delimit blocks rather than curly brackets or
keywords), and a syntax that allows programmers to express
concepts in fewer code than might be used in languages such
as C++or Java. It provides constructs that enable clear
programming on both small and large scales. Python
interpreters are available for many operating systems. C
Python, the implementation of Python, is source software and
has a community-based development model, as do nearly all
of its variant implementations. C Python is managed by the
non-profit Python Software Foundation. Python features a
type system and automatic memory management. It supports
multiple programming paradigms, including object-oriented,
imperative, functional and procedural, and has a large and
comprehensive standard library.

DJANGO

Django is a high-level Python Web framework that
encourages rapid development and clean, pragmatic design.
Built by experienced developers, it takes care of much of the
hassle of Web development, so you can focus on writing your
app without needing to reinvent the wheel. It’s free and open
source.

Django is a high-level Python Web framework that
encourages rapid development and clean, pragmatic design.
Built by experienced developers, it takes care of much of the
hassle of Web development, so you can focus on writing your
app without needing to reinvent the wheel. It’s free and open
source. Django's primary goal is to ease the creation of
complex, database-driven websites. Django emphasizes
reusability and "plug ability" of components, rapid
development, and the principle of don't repeat yourself.
Python is used throughout, even for settings files and data
models.

Advantages

e Phishing email refers to an attacker using a fake email to
trick the recipient into returning information such as an
account password to a designated recipient.

e Additionally, it may be used to trick recipients into
entering special web pages, which are usually disguised
as real web pages, such as a bank’s web page, to convince
users to enter sensitive information such as a credit card
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or bank card number and password. Although the attack
of phishing email seems simple, its harm is immense.

I11. ALGORITHM

Let’s quickly summarize the different algorithms in
the R-CNN family (R-CNN, Fast R-CNN, and Faster R-CNN)
that we saw in the first article. This will help lay the ground
for our implementation part later when we will predict the
bounding boxes present in previously unseen images (new
data). R-CNN extracts a bunch of regions from the given
image using selective search, and then checks if any of these
boxes contains an object. We first extract these regions, and
for each region, CNN is used to extract specific features.
Finally, these features are then used to detect objects.
Unfortunately, R-CNN becomes rather slow due to these
multiple steps involved in the process. Fast R-CNN, on the
other hand, passes the entire image to Convent which
generates regions of interest (instead of passing the extracted
regions from the image). Also, instead of using three different
models (as we saw in R-CNN), it uses a single model which
extracts features from the regions, classifies them into
different classes, and returns the bounding boxes. All these
steps are done simultaneously, thus making it execute faster as
compared to R-CNN. Fast R-CNN is, however, not fast
enough when applied on a large dataset as it also uses
selective search for extracting the regions.

Detection Using R-CNN Algorithms

The R-CNN detector first generates region proposals
using an algorithm such as Edge Boxes, The proposal regions
are cropped out of the image and resized. Then, the CNN
classifies the cropped and resized regions. Finally, the region
proposal bounding boxes are refined by a support vector
machine (SVM) that is trained using CNN features.

Classification
g ‘Tlesizedpatches
CNN
l2gion proposal function 2t Eg

SVM Bounding box
refinement layer

Fast R-CNN

As in the R-CNN detector the Fast R-CNN detector
also uses an algorithm like Edge Boxes to generate region
proposals. Unlike the R-CNN detector, which crops and
resizes region proposals, the Fast R-CNN detector processes
the entire image. Whereas an R-CNN detector must classify
each region, Fast R-CNN pools CNN features corresponding
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to each region proposal. Fast R-CNN is more efficient than R-
CNN, because in the Fast R-CNN detector, the computations
for overlapping regions are shared.
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IV. REQUIREMENT ANALYSIS

The project involved analysing the design of few
applications so as to make the application more users friendly.
To do so, it was really important to keep the navigations from
one screen to the other well-ordered and at the same time
reducing the amount of typing the user needs to do. In order to
make the application more accessible, the browser version had
to be chosen so that it is compatible with most of the Browsers

V. MODULES
DATASET

The dataset has been divided into a training set and
testing set. Both the training set and the testing set contain
emails without header and emails with header. In this paper,
we only focus on email data with the header. Due to the
irrationality of the segmentation of the training set and the
testing set in the original dataset, after merging the two
datasets, the training-validation set and the testing set are
reinvaded. The dataset is divided by stratified random
sampling; that is, random samples are taken from legitimate
email and phishing email at the same proportion. This ensures
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that the two datasets used in training and testing phases are
well.

USER QUERIES

Users can have queries about the process. This part of
project is dedicated to make and get response for queries that
are needed to answerable. The major part of the modules is
making project as interactive one, queries have been very
normally arise to users regarding different details about the
process.

GRAPH ANALYSIS

Graph analysis is the part where admin can knows the
statistics about process of details. The data are taken from the
project flow and it shows untilupdated value. The data are
gives clear solution to admin that part of improvement and
user satisfaction and other factors.

ANALYSIS

Analysis of email structure. a circle represents a
character, and a rectangle represents word. A rectangle is
filled with an indefinite number of circles, indicating that the
word consists of an indefinite number of characters.

VI. SYSTEM STUDY
FEASIBILITY STUDY

The feasibility of the project is analysed in this phase
and business proposal is put forth with a very general plan for
the project and some cost estimates. During system analysis
the feasibility study of the proposed system is to be carried
out. This is to ensure that the proposed system is not a burden
to the company. For feasibility analysis, some understanding
of the major requirements for the system is essential.

Three key considerations involved in
analysis are

the feasibility

ECONOMICAL FEASIBILITY

This study is carried out to check the economic
impact that the system will have on the organization. The
amount of fund that the company can pour into the research
and development of the system is limited. The expenditures
must be justified. Thus the developed system as well within
the budget and this was achieved because most of the
technologies used are freely available. Only the customized
products had to be purchased.

www.ijsart.com



1JSART - Volume 9 Issue 3 - MARCH 2023

TECHNICAL FEASIBILITY

This study is carried out to check the technical
feasibility, that is, the technical requirements of the system.
Any system developed must not have a high demand on the
available technical resources. This will lead to high demands
on the available technical resources. This will lead to high
demands being placed on the client. The developed system
must have a modest requirement, as only minimal or null
changes are required for implementing this system.

SOCIAL FEASIBILITY

The aspect of study is to check the level of
acceptance of the system by the user. This includes the process
of training the user to use the system efficiently. The user
must not feel threatened by the system, instead must accept it
as a necessity. The level of acceptance by the users solely
depends on the methods that are employed to educate the user
about the system and to make him familiar with it. His level of
confidence must be raised so that he is also able to make some
constructive criticism, which is welcomed, as he is the final
user of the system.

VII. SYSTEM TEST

The purpose of testing is to discover errors. Testing is
the process of trying to discover every conceivable fault or
weakness in a work product. It provides a way to check the
functionality of components, subassemblies, assemblies and/or
a finished product It is the process of exercising software with
the intent of ensuring that the Software system meets its
requirements and user expectations and does not fail in an
unacceptable manner. There are various types of test. Each test
type addresses a specific testing requirement.

VIIl. CONCLUSION

we use a new deep learning model named to detect
phishing emails. The model employs an improved RCNN to
model the email header and the email body at both the
character level and the word level. Therefore, the noise is
introduced into the model minimally. In the model, we use the
attention mechanism in the header and the body, making the
model pay more attention to the more valuable information
between them. We use the unbalanced dataset closer to the
real-world situation to conduct experiments and evaluate the
model. The model obtains a promising result. Several
experiments are performed to demonstrate the benefits of the
proposed model. For future work, we will focus on how to
improve our model for detecting phishing emails with no
email header and only an email body.
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