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Abstract- Nowadays, security is a top issue for every gadget 

due to the explosive growth of internet usage. Many limited 

devices are connected to the Internet in a brand-new 

computing environment called the Internet of Things (IoT), 

and they communicate with one another through networks to 

provide us new experiences. IoT is subject to attacks as a 

result of data sharing on the internet, and security of confined 

devices is crucial to preventing intrusions. IoT device security 

is achieved via lightweight cryptography. To protect 

information, data, resource-constrained IoT devices, RFID 

tags, and sensors lightweight cryptography is a necessary 

technology. This technology makes it possible for network 

devices to communicate securely and effectively. This paper 

gives an overview of lightweight cryptography technology and 

presents a detailed review and comparative study of various 

lightweight algorithms with their structure, size, performance, 

attacks and merits. The comparative study of various existing 

security block ciphers helps in deciding which technique is 

best for security purposes. 
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I. INTRODUCTION 

 

Internet of Things (IoT) Overview: 

 

IoT emerges in research era because of its used in 

various fields like healthcare, smart infrastructure, etc. It is a 

network of connected objects each with a unique identification 

able to collect and exchange data over the internet with or 

without human interaction [1]. The core idea of IoT is to 

connect anyone with anything and anytime [2]. The IoT has 

created new values by connecting various devices to the 

network, but has also led to security threat becoming 

important issues as seen in the recent reports of illegal 

surveillance camera manipulation and automobile hacking etc. 

[3]. Even employing sensors to collect data from the real 

world might make an IoT system vulnerable to cyber-attacks, 

which is the primary security problem that differentiates IoT 

systems from typical IT systems [4]. Even if there isn't an 

issue right now, it's important to think about the impact of any 

potential dangers down the road. When encryption is used on 

sensor equipment, data security for confidentiality and 

integrity is implemented, which can be a powerful defense 

against threats. Secure encryption can be used even on low-

resource devices thanks to the function of lightweight 

cryptography [5]. 

 

The study of lightweight cryptography contributes to 

meeting the needs of smart devices. It is an encryption 

technique for compact devices with little computational power 

like RFID tags, sensors, contactless smart cards, medical 

equipment, and other devices all use cryptography protocols 

[6]. To provide efficiency and security, a variety of 

lightweight algorithms are created to simplify the traditional 

algorithms.  

 

Requirement of Lightweight Cryptography for IoT 

 

Applicability to lower resource devices [7] The lightweight 

cryptographic primitives have a smaller physical footprint than 

the traditional cryptographic ones. The use of additional 

network connections with less resource-intensive devices is 

made possible by the lightweight cryptographic primitives. 

  

Efficiency of end-to-end communication [8] End nodes must 

implement a symmetric key method in order to achieve end-

to-end security. The cryptographic operation with a restricted 

quantity of energy consumption is crucial for low resource 

devices, such as battery-powered devices. The use of a 

lightweight symmetric key method enables end devices to use 

less energy. 

 

II. LITERATURE REVIEW 

 

            In this section a survey on lightweight cryptography 

algorithms and security of IoT devices is done. Based on it 

comparison of ciphers is shown. It gives way to research 

directions in which further work can be done. 

 

A. Lightweight Block Ciphers 

 

Amir Moradi et al. [9] described a very compact hardware 

implementation of AES-128.  The implementation of AES 

improves the level of resistance against first order side-

channel attacks. The design goal was solely low area and thus 
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ability for setting the time-area and power-area tradeoffs were 

possible. To pursue the goal, a holistic approach that optimizes 

the total design has taken. In total, an implementation that 

requires only 2400GE and needs 226 clock cycles has 

achieved.  

 

James and Kumar et al. [10] proposed a technique to 

implement AES as a lightweight block cipher in immediate 

requirement of time. They aim to develop AES into a 

lightweight block cipher by taking parameters latency and 

power as taking into considerations. Their proposed technique 

is applicable in sensor nodes and RFID tags. 

 

A. Bogdanov et al. [11] describes drawbacks of AES cipher 

such as AES is not suitable for extremely constrained 

environments like sensor networks and RFID tags. To improve 

these drawbacks a new ultra-lightweight block cipher 

PRESENT is discussed. PRESENT was amongst the first 

lightweight block cipher that was recommended for restricted 

hardware environments. Both security and hardware efficiency 

have been equally important during the design of the cipher 

and at 1570GE, the hardware requirements for PRESENT are 

competitive with today’s leading compact stream ciphers. 

  

Deukjo Hong et al. [12] proposed a block cipher HIGHT 

(High Security and Lightweight) with 64 bit block length and 

128 bit key length. It provides low resource hardware 

implementation, which is proper to ubiquitous computing 

device such as a sensor or RFID tag. This cipher was proposed 

considering the core features like less cost, less power and 

super-light implementation. HIGHT does not only consist of 

simple operations to be ultra-light but also has enough security 

as a good encryption algorithm. The hardware implementation 

of HIGHT requires 3048 gates on 0.25 μm technology. The 

comparative analysis of HIGHT and AES cipher also carried 

out in the paper. 

 

Toru Akishita & Harunga Hiwatari [13] presents CLEFIA 

as a lightweight cipher that was standardized by NIST. 

CLEFIA is a well balanced block cipher in performance and 

security. It has good hardware performance in comparison to 

other block ciphers. The paper proposes very compact 

hardware implementations of CLEFIA-128. The 

implementations are based on novel serialized architectures in 

the data processing block. Comparison between AES and 

CLEFIA also carried out. Best known result of CLEFIA and 

low-area implementation results of AES taken for comparison  

 

Tomoyasu Suzaki et al. [14] presents a 64-bit lightweight 

block cipher TWINE supporting 80 and 128-bit keys. TWINE 

realizes quite small hardware implementations similar to the 

previous lightweight block cipher proposals, yet enables 

efficient software implementations on various CPU’s, from 

microcontrollers  to high end CPU’s. It fits in very small 

hardware and provides a notable performance on embedded 

software. A thorough security analysis, in particular for the 

impossible differential and saturation attacks has performed.  

The result implies the sufficient security of full-round 

TWINE. 

 

Ray Beaulieu et al. [15] has proposed two families of block 

ciphers, SIMON and SPECK. They were designed specifically 

to offer security on constrained devices, where simplicity of 

design is crucial. However, the intended use cases are diverse 

and demand flexibility in implementation. Simplicity, security 

and flexibility are ever present yet conflicting goals in 

cryptographic design. The paper outlines how these goals were 

balanced in the design of Simon and Speck.  

 

WenTao Zhang [16] proposed a new lightweight block cipher 

named RECTANGLE. It is a bit-slice ultra-lightweight cipher 

suitable for multiple platforms that have very low gate area in 

hardware. This paper shows great performance of 

RECTANGLE in both hardware and software environment 

which provides security for different devices and compares 

RECTANGLE with different lightweight block ciphers in both 

hardware and software implementations. RECTANGLE 

achieves a very good security performance tradeoff due to 

good selection of S-box. 

 

B. Internet of Things 

 

 

Abdurrahman Beg et al. [17] has talked about Internet-of- 

Things that are employed in a variety of applications, such as 

industrial and military systems, as well as the platform itself 

are susceptible to security risks. However, because of the 

nature of the devices utilized and their resource limitations, 

traditional security measures may be burdensome and may 

interfere with the application's goal. Lightweight 

cryptographic methods have been suggested as a solution to 

this issue. This paper categorized lightweight cryptography 

algorithms and a few are chosen to be simulated and compared 

using metrics relevant to an Internet-of-Things environment.  

 

K N Pallavi et al. [18] Suggested that IoT consists of a 

collection of constrained sensor-based devices and connected 

for communication. During this process, the sensors produce a 

huge quantity of data and transmitted in the network. Due to 

the uninterrupted transmission of sensitive data over the 

network, IoT devices are targeted for a different type of 

attacks. To nullify the attacks and to safeguard the sensitive 

information security is required. Given this, lightweight 

cryptographic algorithms are introduced. The paper compares 
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various lightweight cryptographic algorithms for data security 

between and cloud. 

  

Effy Raja Naru et al. [19] described Internet of Things as a 

new-fashioned technology that is the future of the next era of 

the internet which connects various physical objects that 

communicate with each other without the aid of human 

interactions. Security plays important role in network to 

prevent the unauthorized access, misuses of data, monitoring 

and data, modification etc. All layer in IoT architecture 

security considered as extremely important from viewpoint of 

designing criteria from bottom label to top label. IoT 

application is useful to people but if the IoT system can't 

protect the user data from hacker, attacks, and vulnerabilities. 

Lightweight encryption is a sector of a classical cryptographic 

algorithm that is pertinent for resource constrained devices in 

IoT. Related work for lightweight techniques used for secure 

data transmission is described in this paper. 

  

Sanaah Al salami et.al [20] suggested a lightweight 

encryption algorithm for smart homes that provides 

confidentiality with a favorable level of efficiency and reduces 

overhead cost.  

 

Deepti  Dehrawat et al. [21] discuss the rapid technological 

growth in the  Internet of Things (IoT). It has attracted the 

worldwide attention and has become pivotal technology in the 

smart computing environment of 21st century. IoT provides a 

virtual view of real-life things in resource-constrained 

environment where security and privacy are of prime concern. 

Lightweight cryptography provides security solutions in 

resource-constrained environment of IoT. Several software 

and hardware implementation of lightweight ciphers have 

been presented by different researchers in this area. This paper 

presents a comparative analysis of several lightweight 

cryptographic solutions along with their pros and cons, and 

their future scope. The comparative analysis may further help 

in proposing a 32-bit ultra-lightweight block cipher security 

model for IoT enabled applications in the smart environment. 

 

Isha Bhardwaj et al. [22] discuss the various IoT applications 

and architectures. Further, the security concerns regarding 

information sharing and attacks have been highlighted. To 

overcome from these attacks safety measures regarding data 

security and authentication are discussed in detail resulting in 

use of cryptography as a solution. The comparative analysis of 

various lightweight encryption and authentication algorithms 

is carried out. The comparative analysis results show that the 

lightweight algorithms have good performance as compared to 

conventional cryptography algorithm in terms of memory 

requirement, their operations, and power consumption. Also, 

some research directions defined in which further work can be 

done on lightweight cryptography algorithms. 

 

Biswas et al. [23] surveyed numerous proposed security 

mechanisms, such as AES, LED, KATAN, and TWINE, for 

sensor networks to be able to achieve data confidentiality. 

However, these security mechanisms have drawbacks, security 

vulnerabilities, and high computational complexities. They 

addressed these challenges and proposed lightweight block 

ciphers using chaotic maps and genetic operations. Their 

proposed scheme utilizes points on an elliptic curve to identify 

the communicating nodes. 

 

Vishal A. Thakor [24] focuses on resource-constrained IoT 

devices (such as RFID tags, sensors, smart cards, etc.) as 

securing them in such circumstances is a challenging task. The 

communication from such devices can be secured by a mean 

of lightweight cryptography, a lighter version of cryptography. 

More than fifty lightweight cryptography (plain encryption) 

algorithms are available in the market with a focus on a 

specific application(s), and another 57 algorithms have been 

submitted by the researchers to the NIST competition recently. 

To provide a holistic view of the area, in this paper, 

comparison on  the existing algorithms in terms of 

implementation cost, hardware and software performances and 

attack resistance properties. Also, we have discussed the 

demand and a direction for new research in the area of 

lightweight cryptography to optimize balance amongst cost, 

performance and security. 

 

III. COMPARATIVE ANALYSIS 

 

This study shows the comparison between different 

lightweight ciphers AES, PRESENT, HIGHT, CLEFIA, 

TWINE and so on, on the basis of their key size, structure, 

performance and attacks. After reviewing lightweight 

cryptography algorithms comparison of ciphers is shown in 

table 1. By analyzing these ciphers based on their performance 

the best cipher suitable for the security of IoT devices is 

concluded.  It is done by reviewing literature which helps in 

providing necessary information on the theoretical work for 

conducting research on various lightweight cryptography 

algorithms.  

 

Various performance metrics which are used for the 

comparative analysis of lightweight cryptography ciphers are 

described: 

 

Performance Metrics 

 

a) Memory Requirements 
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Generally, it’s measured in KB [25]. RAM is used to 

store intermediate values that can be used in computations, 

whereas ROM is required to store the program/algorithm as 

well as static data, such as algorithm key, S-box, etc[26]. 

 

b) Power Requirements 

 

The amount of power required by the circuit to 

process the algorithm can be measured in μw [24]. 

 

c) Gate Area 

 

It is the physical area required to implement the 

algorithm on a board/circuit, measured in µm2. This space can 

be specified using logical blocks or using GE for ASIC (1GE 

= 2 INPUT-NAND Gate) [26].  Normally, 200 to 2000GE (out 

of 1000 to 10000 GE of total available) are allocated for 

security reasons in an economical RFID tag [27]. 

 

d) Throughput 

 

Throughput, in hardware, can be measured in terms 

of plain text processed per unit (bit per second) at 100 kHz 

frequency, whereas in software, it is the average amount of 

plaintext processed per CPU clock cycle at 4MHz frequency 

[28].  

 

 

Table 1 presents comparative analysis of the different 

lightweight cryptography algorithms for smallest Gate Area. 

This table contains lightweight ciphers based on different 

performance parameters like memory, power, Gate Area and 

throughput. The cipher having lowest area gives better 

performance for the security of IoT devices. 

 
 

IV. CONCLUSION 

 

The lightweight cryptographic block cipher has 

played an important role in the development of the IoT. 

Lightweight cryptography contributes to the security and 

authentication of IoTs because of its efficiency. This paper 

presents recent developments, performance and 

implementations of lightweight block ciphers. A comparative 

analysis was presented, with the information presented in table 

1. This helps in deciding the best algorithm for the security of 

IoT devices. From the literature review PRESENT cipher is 

suitable of IoT devices due to its low Gate Area as compare to 

other block ciphers. 

 

V. FUTURE SCOPE 

 

Performance evaluation of different lightweight 

algorithms based on different parameters like power 

consumption and processing time can be performed for the 

security of IoT devices. The result of this paper can be used as 

a performance reference for the implementation of lightweight 

algorithms in lightweight devices. In the future new 

lightweight cryptographic algorithms can be implemented in 

hardware that may produce much better results. 
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