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Abstract- To circumvent the load on conventional networks,
device to device networks are being explored between devices
in order to lighten the pressure on already-existing wireless
networks, networks are being developed. To avoid network
congestion, the fundamental goal is to distribute the load.
Device-to-device (D2D) communication is anticipated to be
crucial in future networks since it would lighten the load on
cellular systems. Big data applications may become simpler as
a result. The D2D networks, however, do not make use of the
security offered by cellular networks. Thus, there is a
possibility of attacks. The primary threat to D2D devices is the
eavesdropping assault, in which multiple mobile hosts use the
same wireless network and broadcast signals that can be
easily received by receivers tuned to the right frequency. The
attacker is thus able to read messages that have been sent and
received.This paper investigates the salient approaches of
D2D networks in the context of security and access control
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I. INTRODUCTION

The cellular network has now undergone four
generations. The main driving force behind this upward
movement has been the need for quick, multimedia-rich data
interchange and high-quality voice communications. More
innovative methods to enhance data rates and decrease latency
are urgently needed as new, more demanding applications
emerge and subscriber bases grow quickly. A new paradigm in
cellular networks is D2D communication. It enables close-by
user equipments (UEs) to connect directly rather than having
their radio signal pass through the base station (BS) or the core
network to interact. Its ultra-low communication latency as a
result of a shorter signal traversal path is one of its primary
advantages. Bluetooth, WiFi Direct, and other short-range
wireless technologies.
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For instance, WiFi Direct permits up to Mbps rate
and m range, while Bluetooth supports a maximum data rate
of Mbps and a range close to m, LTE Direct offers speeds up
to 13.5 Mbps and a range of m. Operators will have more
flexibility when offloading traffic from the main network
thanks to D2D connection, which will also improve spectral
efficiency and lower energy and cost per bit. The operation of
cellular and D2D communication is shown in Figure.1. D2D
communication did not appear to be economically feasible to
cellular network providers until recently. But this is quickly
changing thanks to the current surge in context-aware and
location discovery services. Furthermore, D2D
communications can improve the throughput, power efficiency
and cell coverage. D2D users can either reuse the cellular
network resources in the licensed spectrum (i.e., in band D2D)
or use the resources from the unlicensed spectrum (i.e., out
band D2D).

Il. PREVIOUS WORK

In [1] Kong et al proposed Secrecy Analysis for D2D
Networks over o-u Fading Channels with Randomly
Distributed Eavesdroppers. Performance evaluated for fading
conditions under eaves dropping attacks. They also calculated
the secrecy orcep.tutage, and probability of int. The paper
concludes the following results, when and how to optimally
exploit D2D mode to enhance Cellular capacity. The paper
concludes that with the increase in both Cellular and D2D
load, link capacity of both modes falls, but the switching
distance for D2D mode recedes away from BS with cellular
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load whereas it tends towards BS with increase in D2D load.
The paper also concludes that bandwidth required for D2D
mode is almost flat with the exception of locations near the BS
and for higher cell load where the bandwidth required for D2D
mode becomes very large.

In [2], Yujan et al evaluated the access control. This paper
the key parameters which have been analyzed are ratio of
signal power to noise plus interference power, outage
probability, effect of variation of transmitter power, capacity,
mode selection, and D2D mode switching distance. The main
aim of this paper is to find optimum distance for switching to
D2D mode from cellular mode for loads with different power
ratio. In this paper they considered downlink mixed D2D and
cellular scenario, where D2D are underlying cellular network.
In this paper they calculate number of UEs in the transmitter
coverage area.

Henrique et al. have provided a Distance Based Study of
D2D Communication for Improving Overall System Capacity
in [2]. In this paper they investigate potential sum rate gain of
D2D communication underlying cellular network and
conventional cellular system without D2D communication, all
investigation in this paper has been done in Uplink. In this
paper two communication mode has been used, D2D mode
and Cellular mode. For investigating systems overall
performance improvement by using D2D communication they
have made two different analyses: without and with restriction
concerning the distance between D2D-Tx and D2D-Rx. The
paper concluded that when user equipment (UE) is in the near
base region the rates are higher than the UE is in the near cell
region.

Xingqin Lin et al. have provided In this paper they addressed
two fundamental issues in D2D communication underlying
cellular networks, first one is how D2D user should access
spectrum and second one is how D2D user should choose
between communicating directly or via base station. To
overcome these issues they proposed a tractable hybrid
network model where the mobiles are positioned randomly
following spatial Poisson point process. After that analytical
rate expression has been applied to overcome the spectrum
sharing issues. In this paper two spectrum sharing model has
been described one of which

In [3], Haus et al. have provided a survey on D2D security.
In this paper they presents a comprehensive and tractable
analytical framework for D2D enabled uplink cellular
networks with a flexible mode selection scheme along with
truncated channel inversion power control. They proposed a
mode selection scheme for a UE which accounts for both D2D
and cellular communication, and also different from the
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existing one which accounts only for D2D communication
based on D2D link distance. In the paper with the help of
numerical analysis they investigate the expected performance
gain and provide guidelines for selecting the network
parameters.

In [4], Zhang et al. analyzes the underlay and overlay mode
selection of Device-to-Device (D2D) communication in the
LTE-Advanced single-cell scenario. [5] They mainly
considered two cases, in one of which the cell contains the
relay node and in the other the cell does not contains the relay
node, and the study focuses on the location relationship
between cellular UE and D2D UE. In the paper they proposed
to preferred underlay mode when cellular user is closer to base
station than the D2D user. In the paper they describe the
different models of the network such as Infrastructural model
in which network contains a circular cell of radius R, where a
BS equipped with Omni-directional antennas is in the center
of the cell and three relay nodes are uniformly distributed in
the cell with the distance D to the BS.

In [6], Ramasubramanyam et al. proposed User model in
which two kinds of users has been considered in the system. A
cellular user (CU) communicates solely through the BS. On
the other hand Device-to-Device users are those who do not
communicate via the BS but communicate directly with each
other over one hop. The paper describes about Overlay and
Underlay mode selection under the condition of a single cell
without a relay node and with a relay node. The paper
concludes that the simulation results shows that the system
parameter affect the condition of mode selection. By taking
contradistinction between scenarios with and without relay
nodes, it can conclude that the introduction of relay node will
increase both chance and area of D2D pair using underlay
mode.

In [7], Zengquin et al. proposed Overlay in-band D2D and
another one is Underlay in-band D2D. In Overlay in-band
D2D uplink spectrum is divided into two orthogonal portions,
a fraction ‘n’ is assigned to D2D communication and a
fraction ‘1-n’ is assigned to cellular communication. While in
Underlay D2D communication, each D2D transmitter uses
frequency hopping to randomize its interference to other links.
The paper concludes how to apply the derived result in
underlay D2D to study spectrum sharing from coverage
prospective. It also concludes that there is a tradeoff between
spectrum sharing and mode selection in D2D communication.

In [8], Rawan et al. proposed s a biasing —based mode
selection for D2D enabled cellular networks for security. The
paper provides a bias value for which D2D communication is
enabled in cellular network and the amount of traffic offloaded
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to the D2D communication mode. The paper also concludes
an analytical prototype to evaluate outage and rate in the
proposed D2D enabled cellular network, it also concludes that
underlay D2D communication is capable of improving system
performance in terms of spatial frequency reuse, link capacity,
and total network capacity.

I11. FUNCTIONAL DESCRIPTION

The major attack in D2D devices is the
eavesdropping attack in which mobile hosts share the same
wireless medium and broadcast signals over airwaves, which
can be easily intercepted by receivers tuned to the proper
frequency. Thus, the attacker can read exchanged messages
and is able to inject fake messages to manipulate other users.

Acrtificial noise (AN) addition algorithm is to be used
in the guard bands of the multiplexed user signal. The artificial
noise is added in the guard band to:

1) Decrease the chances of intercept of the actual signal

2) Decrease the system secrecy outage. Secrecy outage
means the chances of non acceptable secrecy. This is
computed as:

y=PriXs=Xay (g

Here,

Pr stands for probability

Xa represents actual signal
Xan represents artificial noise

To minimize the bandwidth use, frequency re-use is to be
used. The frequency re-use factor is defined as:

O]

0 represents frequency re-use factor
d represents frequency re-use distance
r is radius of cell.

Device to device communication is one the effective
ways to improve network efficiency and suggested technique
(LTE-Direct) to offload base station traffic in LTE advanced
and future networks. D2D communications are significant in
applications like self driving cars, machine to machine
communications and other internet of things applications.5G
technology will make use of D2D communication for wide
range of applications. Internet of Things will connect billions
smart things (devices and sensors) to internet. D2D
communication can be implemented in loT applications for
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low power mesh networking and smart sensor clouds. Mission
critical application is one of the most significant applications
of D2D communication. During an emergency situation,
network availability might be limited or unavailable.

IV. CONCLUSION

It can be concluded that the idea of device to device
communication is quickly catching up as the traditional
cellular system mechanism struggles under heavy usage from
an increase in users and the demand for more bandwidth.
Cellular network security is not used by D2D networks. Thus,
there is a possibility of attacks. The primary threat to D2D
devices is the eavesdropping assault, in which multiple mobile
hosts use the same wireless network and broadcast signals that
can be easily received by receivers tuned to the right
frequency. As a result, the attacker has access to read
messages that have been transmitted and can insert false
messages to influence other users. The paper discusses a
number of
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