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Abstract- The Three Factor Authentication System for High
Secured Network is a security mechanism that uses three
factors for authentication: admin approval, email OTP, and
mobile OTP. The admin approval factor ensures that only
authorized users can request access to the system. The second
factor involves sending an OTP to the user's registered email
account, and the third factor involves sending an OTP to the
user's registered mobile device. This system provides a high
level of security and is suitable for use in applications where
data protection is of utmost importance.

I.INTRODUCTION

The Three Factor Authentication System for High
Secured Network is a security mechanism designed to provide
an additional layer of security to traditional username and
password-based authentication systems. This system uses
three factors for authentication; including admin approval,
email OTP, and mobile OTP.

The first factor involves admin approval, where a
designated administrator must approve the user's login request
before proceeding to the second factor. The second factor
involves sending an OTP to the user's registered email
account, which the user must enter on the login page. The
third factor involves sending an OTP to the user's registered
mobile device, which the user must also enter on the login

page.

This three-factor authentication system provides a
high level of security by requiring multiple forms of
authentication, making it difficult for unauthorized users to
gain access to the system. The admin approva factor provides
an additiona layer of security by ensuring that only authorized
users can request access to the system.

Overall, this Three Factor Authentication System for
High Secured Network provides a secure and reliable method
for authenticating users in high-security environments, making
it suitable for use in applications where data protection is of
utmost importance.
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I1. EXISTING SYSTEM

In the existing system [1], the system is designed in
such a way that it will provide security via multifactor.Multi-
Factor Authentication requires additional time and effort from
users to complete the authentication process, which may lead
to user frustration and decreased productivity. Some Multi-
Factor Authentication methods, such as those based on
biometrics or token devices, may require additional hardware
and infrastructure, which can be costly to implement and
maintain. Some Multi-Factor Authentication methods may be
confusing or difficult to use, leading to poor user experience
and decreased adoption. Multi-Factor Authentication methods
may produce false positives or fase negatives, either denying
access to legitimate users or alowing access to unauthorized
users. While Multi-Factor Authentication can provide added
security, it is not foolproof and may still be vulnerable to
attacks such as phishing, social engineering, or physical theft
of authentication tokens.

In the existing system [2], the system is designed in
such a way that it will provide security via graphical
passwords. Graphicad password authentication schemes
typicaly have a limited number of images or patterns to
choose from, which can make it easier for attackers to guess
the password or use brute force attacks. Graphica password
authentication schemes may be less familiar to users than
traditiona text-based passwords, which can lead to poor user
adoption and decreased security. Graphical password
authentication schemes may not be accessible to users with
visual impairments or other disabilities, which can lead to
discrimination and exclusion. While preventing shoulder
surfing attacks can enhance security, it may not provide
complete protection against other forms of attacks, such as
phishing or socia engineering. Users may make mistakes
when selecting or entering their graphical passwords, which
can lead to authentication failures and decreased usability.

I11. PROPOSED SYSTEM

A Three-Factor Authentication System for High-
Secured Networks is an advanced authentication mechanism
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that requires the user to provide three types of authentication
factors before they can gain access to the network. This
system incorporates admin approval, email OTP, and mobile
OTP as the three factors of authentication.

Admin Approval: The first factor is the approval of an
authorized administrator who verifies and approves the user's
request for access to the network. The administrator must
validate the user's credentials and ensure that the user is
authorized to access the network. This extra layer of approval
adds an additional level of security to the authentication
process.

Email OTP: The second factor is an email OTP, which is a
one-time password sent to the user's registered email address.
The user must enter the OTP to gain access to the network.
The email OTP is highly secure, as it is valid only for a short
period, reducing the risk of hacking attempts.

Mobile OTP: The third factor is a mobile OTP, which is a
one-time password sent to the user's registered mobile
number. The user must enter the OTP to gain access to the
network. The mobile OTP is generated in rea-time and is
highly secure, reducing the risk of hacking attempts.

To access the network, the user must provide al three
factors of authentication. The system will verify the user's
identity by matching the information provided with the
registered information in the database. If al the information
matches, the user will be granted access to the network.

The Three-Factor Authentication System for High-
Secured Networks offers several advantages over traditional
authentication methods. This system provides enhanced
security, improved user authentication, greater flexibility, real-
time verification, admin approval, cost-effectiveness, user-
friendliness, and scalability, making it an effective and
efficient method for securing networks and data.

In summary, the Three-Factor Authentication System
for High-Secured Networks is a highly secure and efficient
authentication mechanism that requires the user to provide
three different types of authentication factors, including admin
approval, emaill OTP, and mobile OTP, to gain access to the
network.

Flow Chart

The below shown diagram represents the overall data
flow of our project “THREE FACTOR AUTHENTICATION
SYSTEM FOR HIGH SECURED NETWORK”. The flow
chart describes the process of collecting requests from a web
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form, saving the data, and granting access to secured data
using a Three-Factor Authentication System that includes
admin approval, email OTP, and mobile OTP. The process
starts when a user fills out a request form on a web page to
access secured data. Once the user submits the request form,
the data is saved in the system database along with an empty
email OTP and mobile OTP. The system sends a notification
to the admin that a new request has been received. The admin
can log in to the system's admin panel and send email and
mobile OTP to the user who submitted the request. The user
receives the OTP via email and/or SMS and can enter the OTP
in the designated web form. If the OTP entered by the user
matches the OTP sent by the admin, the user is granted access
to the secured data on the web page. The Three-Factor
Authentication System offers enhanced security, improved
user authentication, greater flexibility, rea-time verification,
admin approval, cost-effectiveness, and scaability. The
system requires the user to provide three different types of
authentication factors, including admin approval, email OTP,
and mobile OTP, to gain access to the secured data. By
incorporating admin approval and OTP-based authentication,
the system ensures that only authorized users can access the
secured data, providing a high level of security.
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Figure 1: Dataflow Diagram

V. SOFTWARE IMPLEMENTATION RESULTS

Figure 2: Database table structure
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The above figure represents the overall database table
structure of our project
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Figure 3:Request access form

The above figure shows the frontend web form we
are developed for getting the requests from users. We are
saving this request in MySql database.

Access Requests

Figure 4: Request access form

After getting the request from users from Figure 3,
we are displaying requests in admin panel like in above figure.
Admin can either send OTP or delete request after validating
request entry.

necreply@iot-projact23.000webhostapp.com via us-imm-nocela 0J0webhost io

tome v

Q11 regquest ~2ceived from (est
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Figure: 5 Email notificationsto admin
After getting the request from users from Figure 3,

we are sending email notification to admin for checking admin
panel for new request entry.
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Enter OTP
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Figure 6:Enter OTP Form

The above figure shows the form to enter both the
email and mobile OTP’s that the user receives. After clicking
Login button user can see the secured data.
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Figure 7: Fina secured data
The above figure shows the secured data. Thisis how
we can see the secured data after three factor authentication.

o, o e e L g e

Figure8: Fina secured data

Without three factor authentication user will see above error
message asin Figure 8.

V. CONCLUSION

In conclusion, the Three-Factor Authentication
System for High Secured Network that includes admin
approval, email OTP, and mobile OTP is a highly secure and
effective method of granting access to secured data. By
requiring the user to provide three different types of
authentication factors, this system offers improved user
authentication, greater flexibility, real-time verification, and
admin approval, which significantly enhances the security of
the system. Additionally, the use of email and mobile OTP-
based authentication makes the system cost-effective and
easily scalable, making it ideal for small and medium-sized
businesses that require a highly secure authentication method
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without incurring significant expenses. Overadl, the Three-
Factor Authentication System for High Secured Network
offers enhanced security, improved user authentication, and
cost-effectiveness, making it a highly effective method of
securing valuable data in today's highly digital and
interconnected world.
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