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Abstract- There is a security system called self-monitoring 

system "SMS". At the system call level, which monitors user 

activity to track user usage as a forensic feature. SMS uses a 

local compute grid to detect rogue activity in real time. The 

proposed work is displayed using data mining techniques and 

intrusion detection mechanisms. The number of hacking 

incidents is increasing each year as new technologies are 

developed. It implements a predefined algorithm for 

identifying attacks on the internal network. Therefore, in this 

project, we will propose a self-monitoring system that detects 

insider attacks at the SC level by making full use of data 

processing and forensic technology. The system can detect the 

user's data processing capabilities by analyzing the 

corresponding SC to improve the accuracy of attack detection 

and allow SMS detection to be ported with faster response 

times. 

 

Keywords- Data Mining, Sustem Call, Protection, Intrusion 

Detection, SMS. 

 

I. INTRODUCTION 

 

 Self Monitoring System (SMS) can detect the 

malicious activities performed by the Intruders and can report 

to the higher authorities. An Intrusion Detection System (IDS) 

monitors all incoming and outgoing network activity and 

identifies suspicious patterns that may indicate a network or 

system attack from attempting to break into or compromise a 

system. SMS is a set of methods and techniques to detect the 

restricted activities in System level. Intrusion Detection can be 

classified into two, Host Based Intrusion Detection Systems 

and Network Based Intrusion Detection Systems. Proposed a 

security system, named Self Monitoring System (SMS) at 

system call level, which creates personal profiles for users to 

monitor users’ activity as forensic features. The SMS uses a 

local computational grid to detect restricted activity in a real-

time manner The proposed work is regarded with Data Mining 

technique and intrusion detection mechanism.  

 

The system designed Self Monitoring System (SMS) 

that implements Decision tree algorithms for identifying the 

attacks inside a network. Now a day, to safeguard the 

organization electronic assets, Self Monitoring System (SMS) 

is crucial requirement. To determine whether the activity is 

malicious or not. Intrusion detection is a process of monitor 

and analyzes the activity on a device or network. It can be a  

software or physical appliance that monitors the restricted 

activity which violates organization security policies and 

standard security practices. To detect the restricted activity 

and respond in timely manner as a result risks of intrusions is 

diminished it continuously monitor activities. Based on the 

deployment. 

 

II. PROBLEM STATEMENT 

 

Security has been one among the intense problems 

within the computer domain since attackers very usually 

attempt to penetrate computer systems and behaves 

maliciously to authenticate users. To unravel this issue, we 

propose a security system, named Self Monitoring System 

(SMS), which detects malicious behaviors launched toward a 

system. 

 

III. LITERATURE SURVEY 

 

Analysis of log files for post-intruder detection. 

Author: K.A. Garcia, R. Monroy, L. A. Trejo and C. Mex 

Perella. When an exploit occurs, personnel must analyze the 

compromised IT system to see how the attacker gained access 

and then what they did. This detection usually indicates that an 

attacker has launched an attack that exploits a flaw in the 

system. For certain protocols, running such an exploit, if 

present, is of great value to the security of the computer. This 

can be due to both speeding up the way exploit evidence is 

collected and helping to take action to prevent another exploit. 

For example, you can design and deploy appropriate attack 

signatures to maintain your intrusion detection system. This 

task, called intrusion detection, is very difficult because the 

length of the problem is overwhelming and it is difficult to 

pinpoint where the exploit occurred. This study provides an 

approach to intrusion detection that eliminates repetitive 

behavior and accelerates strategies for detecting the execution 

of intrusions. The classifier that distinguishes between normal 

and abnormal behavior can be the heart of an intrusion 

detection system. This classifier is created by mixing hidden 

Markov models with k-means. Our experimental results show 

that our method can detect exploit execution with a cumulative 

detection rate of over 90. Accelerates profile events for normal 

system operation.  
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Intrusion detection and protection system using data 

mining and forensic technology This detection usually 

indicates that an attacker has launched an attack that exploits a 

flaw in the system. For certain protocols, running such an 

exploit, if present, is of great value to the security of the 

computer. This can be due to both speeding up the way exploit 

evidence is collected and helping to take action to prevent 

another exploit. For example, you can design and deploy 

appropriate attack signatures to maintain your intrusion 

detection system. This task, called intrusion detection, is very 

difficult because the length of the problem is overwhelming 

and it is difficult to pinpoint where the exploit occurred. This 

study provides an approach to intrusion detection that 

eliminates repetitive behavior and accelerates strategies for 

detecting the execution of intrusions. 

 

Author: FangYieLeu, KunLinTsai, YiTingHsiao, 

Chao Tung Yang * Key Policy Attribute Based Encryption 

(KPABE) Author: 1. Parmar Vipul Kumar 2. Victor Shoup 

Description: Currently, most computer systems have a user ID 

in the login pattern. Authenticate users using passwords and 

passwords. However, this pattern is one of the weakest points 

in overall computer security, as many people share their login 

patterns with their colleagues and ask them to help with 

collaborative tasks. Insider attackers, or legitimate users 

attacking the system internally, are difficult to detect because 

most intrusion detection systems and firewalls detect and 

isolate only malicious activity launched from outside the 

system. In addition, some investigations suggest that 

examining the system calls (SCs) executed by commands can 

identify these actions and detect attacks more accurately. 

Attack patterns are characteristic of attacks. As a result, the 

Intrusion Detection and Protection System IIDPS is provided 

as a security system that uses a processing and forensic 

approach to detect insider attacks at the SC level. IIDPS 

creates personal user profiles to track user usage habits as 

forensic characteristics and compares current computer usage 

behavior with the patterns recorded in the account owner's 

personal profile to allow legitimate logged-in users. Determine 

if you are the account owner. The user identification accuracy 

of IIDPS is 94.29 seconds, and test data show that the 

protected system can be successfully and efficiently protected 

from internal threats. Title: Mouse biometrics, gesture 

dynamics. 

 

IV. MOTIVATION 

 

In current system it is difficult to recognize who the 

attacker is because attack logs are often issued with forged  

may enter a system with valid login patterns. Hence, we got 

motivation to develop a system which detects malicious 

behaviors launched towards a system at SC level. 

V. METHODOLOGY 

 

Intrusion is a way of a person penetrate the safety of 

the gadget with our permission. Internal Intrusion Detection 

System (IIDS) can stumble on the unlawful sports completed 

with the aid of using the Intruders and may record to the better 

authorities. An IIDS works with the aid of using tracking 

gadget interest thru analyzing vulnerabilities within side the 

gadget, the integrity of documents and undertaking an 

evaluation of styles primarily based totally on already 

recognized attacks. IIDS is a fixed of strategies and strategies 

to stumble on the unlawful sports in System level. Proposed a 

protection gadget, named the Internal Intrusion Detection 

System (IIDS) at gadget name level, which creates private 

profiles for customers to maintain tune in their utilization 

conduct because the forensic features. Nowadays, to secure 

protect the corporation from A digital asset, Intrusion 

Detection System (IIDS) is vital requirement. To decide 

whether or not the site visitors is malicious or now no longer 

Intrusion detection is a method of reveal and analyzes the site 

visitors on a device. It may be a software program or bodily 

equipment that video display units the site visitors which 

violates corporation protection guidelines and trendy 

protection practices. To stumble on the intrusion and reply in 

well timed way as an end result danger of intrusions is 

dwindled it constantly watches the site visitors. Based at the 

deployment IIDS. Host-primarily based totally Intrusion 

Detection System is configured at the precise gadget. It 

continuously video display units and analyzes the sports the 

gadget in which its configured. Whenever an intrusion is 

detected IIDS triggers an alert. For instance, while an attacker 

attempts to create/modify/delete key gadget documents alert 

may be generated 

 

VI. FUTURE WORK 

 

The future work of internal attack detection research 

will be about monitoring the real data in order to study general 

solutions and models. It is hard to monitor data from normal 

users in many different environments or traitor while 

performing their malicious actions. 

 

VII. CONCLUSION 

 

According to research on various proposed 

techniques Here's how to detect attacker and intruders. 

Conclusions that can be drawn from the above system Is paper 

and has accuracy and recognition rate Maximize the 

technology we Implemented up to 90.12%. Improves accuracy 

and detection rate by up to 90%. 
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