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Abstract- We created a Graphical Password Authentication
System specifically for this project. This is done to make a
website more secure and protected. Our technology has four
additional layers of security. Each layer is completdly distinct
from the others in terms of variety. This not only improves
security but also ensures that no automated system, such as
the Brute Force Algorithm, or another one, can log into your
account. This effort was inspired by the recent Pegasus
assault, in which users had their mobile phones hacked for
approximately ten years without ever knowing it. Thisinspired
us to create a more robust authentication system that creates
randomized techniques that could mitigate the attack and
ultimately stop it.
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I. INTRODUCTION

When a message is conveyed across the
communication channel, vendor fraud is a serious problem.
The tools and programs we use in our technologica world are
constantly evolving. The shift to a digita economy has
significantly improved every sector.

Vendor fraud typically has a significant negative
impact on smal to medium-sized organizations. Since they
frequently lack robust controls or checkpoints that can detect
and identify such scams, such firms are more vulnerable.

Also, smaller businesses with fewer teams of workers
rely on aminimum personnel to manage several AP functions.
So, one individual in charge of accepting invoices and
authorizing payments may feel pressured to falsify records,
which might seriously harm a company's finances and
reputation.

MOTIVATION::

We're going to employ Python, one of the most well-
liked programming languages, in our project to detect vendor
fraud. If someone were to get through our system's security
barriers and engage in fraudulent marketing, our solution

would reveal them.

PROBLEM STATEMENT
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Our system is divided into further 4 layers of
protection. Each layer is totally different and diverse than the
others. This not only increases protection, but aso makes sure
that no non-human can log in to your account using different
activities such as Brute Force Algorithm and so on.

I1.LITERATURE SURVEY

All industries are now at risk from digital fraud. Any
firm must now prioritize security and have a concentrated
focus on identifying and preventing fraud. By automating
routine tasks with a push of a button, digitization has
transformed how we do daily business. On the flip side, it has
created dangers from malicious users who may abuse the lack
of safeguards in digital apps to pose as legitimate users, carry
out pricey transactions on their behaf, and incur losses in
money. Organizations must pay attention since it affects the
value of their brand.Organizations have used a variety of
techniques, including deploying sophisticated agorithms to
look for trends in fraud, to detect fraudulent activity in rea
time. Yet as fraudsters get more knowledgeable over time, it
becomes more important than ever to keep vigilant and stay
one step ahead of them. It's crucial to keep an eye out for
significant trends that could distinguish between legitimate
and fraudulent transactions. Information about the customer,
such as their geolocation, authentication, session, and device
IP address, can be kept. Automated learning and fraud pattern
detection will greatly benefit from the deployment of machine
learning and artificia intelligence.

E-commerce is becoming a widespread activity on a
global scale. Despite e-huge commerce's success, many people
remain harsh. Promotional services are aso on the rise.
Vengeful marketers try to improve their target audiences by
boosting the results of an unlawful search by utilizing bogus
travel, shopping, etc. in order to increase saes. This article
discusses the issue of fraud on significant e-commerce
platforms. The identities of those who have previously
committed fraud in the company will be noted on the list as
we begin by listing instances of merchant fraud. and use a
machine learning approach to train machines. In order for the
system to determine whether a merchant ID entered into it is
legitimate or not.Our purpose in writing this lesson is to shed
light on the counterargument to active commerce platforms' e-
commerce fraud. We suggested a machine learning approach
to assess and spot merchant fraud in our study report. We
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select the Random forests, decision tree, and logistic
regression algorithms for our machine learning model.

Feedback for an online marketplace system is the
assessment made by a buyer to a seller based on specific
transactional details. When a vendor takes use of the feedback
system to obtain as many positive reviews as possible, thisis
known as feedback fraud. This study modified the Fusion
Method, a credit card fraud detection technique, and applied it
to find a case of feedback fraud. The Fusion Method is a fraud
detection technique that integrates many indicators from
recent and prior behavior. We altered the Fusion Approach's
core principles, parameters, elements, and detection goa in
order to adapt it to the feedback fraud instance. This method
has good accuracy with few false alarms and requires a fair
amount of detection time, according to testing with a real-
world dataset.

In this study, we introduce ProbaSIF, a method for
detecting supplier impersonation fraud that uses a Bayesian
model to determine if a new transaction is authentic or
fraudulent. ProbaSIF is split into two sections. an intra-
company analysis, which aims to simulate a specific client's
perception of the legitimacy of the account used in a
transaction with one of its suppliers, and an inter-company
anaysis, which utilizes all the accounts used to pay a supplier
in order to model the supplier's payment behavior and take
into account transactions issued by other clients.

The system of Fraudulent Detection for Steel Logistic
SME Company on Cloud Services is presented in this article.
The system was created using a cloud computing platform and
is based on the conventional steel logistic business
management. The study considers the idea of logistic
management, starting with an analysis of customer order
processing and continuing through the process of accounts
clearing. To monitor every aspect of the logistical process,
fraud detection is put into place. The analysis of conceptual
frameworks reveals a considerable difference in effectiveness
between two different corporate management
approaches.Also, the evaluation's findings show that more
than 80% of all officers gave good feedback. The results of the
factors influencing the adoption of adequate cloud services for
steel logistic SME Business show that the Delivery
Performance Percentage (DPP) and the Truck Maintenance
Performance can be classified into three levels: highest,
medium, and lowest of the ddlivery performance and the truck
maintenance performance. This is after implementing the

successful Fraudulent Detection System on the actual
management.
SYSTEM
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1: Authentication of segmented pictures:

For this layer, the user will view 4 distinct images.
These images will be fragments of larger ones. The user must
select the appropriate order for the pictures. The reasoning is
better illustrated by the figure below:
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As depicted in the figure above, a circle is divided
into four sections. The user must select these 4 elementsin the
correct order as they will randomly appear on the screen. The
ranking is established using the click's timing. If an image is
clicked first, it will be selected as the first image, and so on. If
a user selects dl four options in the right order, their identity
will be verified.

The most crucia thing to take away from this is that
it offers security without compromising usability; even
children can quickly identify patterns in photographs and
determine their proper sequence.

The circular components in our implementation are
initially displayed in a different configuration each time. The
user is then given the option to specify the order in which the
images should appear on the screen. Our code will determine
the timing of click here. The time that an image was clicked is
also saved with every click. Once al of the photos have been
taken, we simply order them by time to make sure they were
selected in the correct order. When it happens, the user will be
validated.

The following diagram illustrates this layer in our system:

Graphical Authentication Spetem

Toik Gartsed images Test Ctncured irmages
Tent Pasinacrd! image dusmenticston

www.ijsart.com



1JSART - Volume9Issue 3—- MARCH 2023

2 Authenticating jumbled photosis step two.

The hardest layer to use is the one for jumbled text.
The user will be given a jumbled text with a very low
readability in this layer, and they will be asked to read it and
enter the content. The texts will be mixed together in the
following way at random:
{
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We created numerous images of scrambled text for
this layer while preserving the exact value of each image in a
file. At the top of this layer, the user is shown with a random
image and instructed to enter the appropriate text. The user is
authorized and an authentication dialogue box will appear if
their input matches one of the correct settings that have
aready been saved.

3: Authentication of Distant Visions

This layer is one of the more intriguing ones. Using
the image-to-speech-to-text concept in this layer increases
security while discouraging bots. Let's delve deeper into this
concept.

Image-to-Speech-to-Text:

An image with cryptic text is displayed to the user in
this concept. This obscurity was included to prevent
authentication from being defeated using NLP or OCR-type
techniques. Random words are generated on afile, after which
the text is hidden.

For instance:
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Once this picture has been shown to the user, they are
then instructed to speak the phrases in the provided image. As
it won't know which text to read in this scenario, a trained
modd won't do as well as a human would.

The text will then be spoken by the user in the correct
order, translated to text by our system, and checked to ensure
that it was pronounced correctly. If the user can be validated,
access will be granted.

For this feature, we are using the Python "Voice
Recognition” module.For this feature, we are using the Python
"Voice Recognition" module. The user will see the graphic
with the cryptic text and a microphone button. After the user
hits the button, a recording will start, and they will be
prompted to say the words shown in the picture. When the
user has done pronouncing al the words, they must say stop in
order to end the recording. After that, each index in an array
will have aword breakdown of the full speech. Thereafter, this
array will be contrasted with the desired output array. In the
event that both arrays match, the user will be verified.

4: Password image authentication:

At this layer, we followed the authentication process
employed by Meezan Bank. One of the three offered image
categories must be selected by the user when registering:

Cat and mouse

Every time a user checks in, they are asked to select
the same photo from a collection that is displayed at random.
The flower The user's password is linked to whatever decision
they make. The twist is now in this. For each category, we
have a number of photographs stored. Hence, if a user chooses
"cat," they won't aways see the same cat. As can be seen
below, there are various photos for each category.
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We have three categories—cat, mouse, and flower—
stored in our database in accordance with how we devel oped
it. Everything the user selected during registration was stored
in the database together with his password. Each category has
three versions, denoted by the numbers 0, 1, and 2. At the start
of the program, a random number between 0 and 2 is
generated. No of the quantity, the image for each category
must be presented. The code will only become somewhat
more challenging as aresult. Let's say a user clicked on the cat
picture at position one. The user must choose a cat in order to
be authorized, and that is the important part. After
authentication, he might see image 0 of a cat (which will be a
different cat).

I11. CONCLUSION

Although difficult, vendor fraud can be found and
stopped. Stronger controls and measures can help to a great
extent in preventing incidents of vendor fraud once you have
identified the critical areas where there is a lack of control.
Let's examine the various controls that may be put in place in
acompany to stop vendor fraud.
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