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Abstract- Healthcare block chains provide an innovative way 

to store healthcare information, execute healthcare 

transactions, and build trust for healthcare data sharing and 

data integration in a decentralized open healthcare network 

environment. Although the healthcare block chain technology 

has attracted broad interests and attention in industry, 

government and academia, the security and privacy concerns 

remain the focus of debate when deploying block chains for 

information sharing in the healthcare sector from business 

operation to research collaboration. This paper focuses on the 

security and privacy requirements for medical data sharing 

using block chain, and provides a comprehensive analysis of 

the security and privacy risks and requirements, accompanied 

by technical solution techniques and strategies. First, we 

discuss the security and privacy requirements and attributes 

required for electronic medical data sharing by deploying the 

healthcare block chain. Second, we categorize existing efforts 

into three reference block chain usage scenarios for electronic 

medical data sharing, and discuss the technologies for 

implementing these security and privacy properties in the 

three categories of usage scenarios for healthcare block 

chain, such as anonymous signatures, attribute-based 

encryption, zero-knowledge proofs, and verification 

techniques for smart contract security. Finally, we discuss 

other potential block chainapplication scenarios in healthcare 

sector. We conjecture that this survey will help healthcare 

professionals, decision makers, and healthcare service 

developers to gain technical and intuitive insights into the 

security and privacy of healthcare block chains in terms of 

concepts, risks, requirements, development and deployment 

technologies and systems. 

 

I. INTRODUCTION 

 

 Healthcare block chains provide an innovative way to 

store healthcare information, execute healthcare transactions, 

and build trust for healthcare data sharing and data integration 

in a decentralized open healthcare network environment. 

Although the healthcare block chain technology has attracted 

broad interests and attention in industry, government and 

academia, the security and privacy concerns remain the focus 

of debate when deploying block chains for information 

sharing in the healthcare sector from business operation to 

research collaboration. This paper focuses on the security and 

privacy requirements for medical data sharing using block 

chain, and provides a comprehensive analysis of the security 

and privacy risks and requirements, accompanied by technical 

solution techniques and strategies. First, we discuss the 

security and privacy requirements and attributes required for 

electronic medical data sharing by deploying the healthcare 

block chain. Second, we categorize existing efforts into three 

reference block chain usage scenarios for electronic medical 

data sharing, and discuss the technologies for implementing 

these security and privacy properties in the three categories of 

usage scenarios for healthcare block chain, such as anonymous 

signatures, attribute-based encryption, zero-knowledge proofs, 

and verification techniques for smart contract security. Finally, 

we discuss other potential block chain application scenarios in 

healthcare sector. We conjecture that this survey will help 

healthcare professionals, decision makers, and healthcare 

service developers to gain technical and intuitive insights into 

the security and privacy of healthcare block chains in terms of 

concepts, risks,, requirements, development and deployment 

technologies and systems. 

 

II. OBJECTIVES 

  

The healthcare sector is one of the most important 

domains that impacts the entire global population and is 

closely linked to the development of any country. It also plays 

a crucial role in how a country is perceived in maintaining 

economic stability. The healthcare sector is one of the most 

important domains that impacts the entire global population 

and is closely linked to the development of any country. It also 

plays a crucial role in how a country is perceived in 

maintaining economic stability. There has been more data 

generated in the last two years than during the whole of human 

history. It needs to be processed, stored, and analyzed for use. 

That is the purpose of data collection. It aims to research a 

particular topic or area and analyze it for making correct 

decisions. Updated and accurate data can significantly 

improve the results, whether used for personal, public, or 

governmental matters. So, block chain powered health 

information exchange could unlock the true value of 
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interoperability. Block chain-based systems have the potential 

to reduce or eliminate the friction and costs of current 

intermediaries 

 

BLOCKCHAIN:  

 

Blockchain is a distributed database or ledger that is 

shared among the nodes of a computer network. As a 

database, a blockchain stores information electronically in 

digital format. Blockchains are best known for their crucial 

role in cryptocurrency systems, such as Bitcoin, for 

maintaining a secure and decentralized record of transactions. 

The innovation with a blockchain is that it guarantees the 

fidelity and security of a record of data and generates trust 

without the need for a trusted third party. 

 

One key difference between a typical database and a 

blockchain is how the data is structured. A blockchain collects 

information together in groups, known as blocks, that hold sets 

of information. Blocks have certain storage capacities and, 

when filled, are closed and linked to the previously filled 

block, forming a chain of data known as the blockchain. All 

new information that follows that freshly added block is 

compiled into a newly formed block that will then also be 

added to the chain once filled. 

 

III. LITERATURE SURVEY 

 

Security and Privacy for Healthcare BlockchainsRui 

Zhang, RuiXue, and Ling Liu, Fellow, IEEE 

 

Healthcare blockchains provide an innovative way to 

store healthcare information, execute healthcare transactions, 

and build trust for healthcare data sharing and data integration 

in a decentralized open healthcare network environment. 

Although the healthcare blockchain technology has attracted 

broad interests and attention in industry, government and 

academia, the security and privacy concerns remain the focus 

of debate when deploying blockchains for information sharing 

in the healthcare sector from business operation to research 

collaboration. 

 

R. Zhang is with State Key Laboratory of 

Information Security, Institute ofInformation Engineering, 

Chinese Academy of Sciences, Beijing, 100093 

 

China, and the College of Computing, Georgia 

Institute of Technology,Atlanta, GA, 30332 USA. 

 

R. Xue is with State Key Laboratory of Information 

Security, Institute ofInformation Engineering, Chinese 

Academy of Sciences, Beijing, 100093 

China, and the School of Cyber Security, University 

of Chinese Academy Of Sciences, Beijing, 100049 China. 

 

L. Liu is with the College of Computing, Georgia 

Institute of Technology, Atlanta, GA, 30332 USA 

 

IV. EXISTING SYSTEM 

 

In the healthcare sector, key patient data and 

information are created by and maintained across different 

healthcare organizations and departments using possibly 

heterogeneous healthcare systems. As a result, health care 

providers cannot easily access critical data when they need it 

for delivering quality care services, including diagnosis, 

treatment decision making and recommendations. 

Furthermore, when medical treatments are complex and 

require multiple healthcare professionals from different 

healthcare providers or related organizations to access the 

electronic medical records (EMRs) of the patients under 

treatments, there lacks efficient EMR sharing services and 

systems to provide flexibility, control and administrative 

management of timely and secure access to relevant EMR 

data. However, modern technologies no longer cope with vast 

volumes of information, leading to poor performance, lost 

revenues, and wasted time. According to Forbes, 95% of 

businesses have problems managing data and are looking for 

an effective solution.. 

 

V. PROPOSED SYSTEM 

 

A healthcare information system handles sensitive 

patient information and requires fast and secure access to 

healthcare data to provide better healthcare. The blockchain as 

a secure distributed ledger provides a potential solution for 

cross-system sharing of medical information with a number of 

advantages:  Chronological patient records. As our patient’s 

records are in chronological order it gives our doctor full 

clarity on treatment and medication given to the particular 

patient’s. On the block chain, all of the patient’s medical 

records, including outpatient, inpatient, and wearable device 

tests are also automatically updated chronologically ordered. 

The block chain allows for public validation statements where 

the network agrees to implement consensus and does not 

require any central authority to participate in and manage the 

entire network. Block chain make sure updated data are secure 

enough so that no one can tamper the secure data and our 

proposed model make sure data verification process is applied 

without a central authority. With block chain, medical data, 

when a small portion of nodes on the distributed the healthcare 

block chain are compromised by an adversary, the entire 

healthcare blockchain system can remain to function without 

interruption. So, our proposed model helps to create an 
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ecosystem where number hospitals are benefited by storing 

their data securely and our model makes sure that user with 

right credentials can only access the secured data. 

 

Feasibility Study: 

 

 User can be able to create the user id and it can 

schedule with proper alignment 

 User can view the shares and can able to do trading 

online securely. 

 Every broker can register in our application and do 

trading operation by themselves 

 

Introduction to Java: 

 

Initially the language was called as “oak” but it was 

renamed as “Java” in 1995.The primary motivation of this 

language was the need for a platform-independent (i.e. 

Architecture neutral) language that could be used to create 

software to be embedded in various consumer electronic 

devices 

 

 Java is a programmer’s language 

 Java is cohesive and consistent 

 Except for those constraints imposed by the Internet 

environment. Java gives the programmer, full 

controlFinally Java is for Internet Programming 

where c was to System Programming. 

 

JAVA ARCHITECTURE: 

 

Java architecture provides a portable, robust, high 

performing environment for development. Java provides 

portability by compiling the byte codes for the Java Virtual 

Machine, which is then interpreted on each platform by the 

run-time environment. Java is a dynamic system, able to load 

code when needed for a machine in the same room or across 

the planet. 

 

When you compile the code, the Java compiler 

creates machine code (called byte code) for a hypothetical 

machine called a Java Virtual Machine (JVM). The JVM is 

supposed to be executed the byte code. The JVM is created for 

the overcoming the issue of probability. The code is written 

and compiled for one machine and interpreted on all 

machines.Thismachine is called a Java Virtual 

Machine.Compiling and interpreting Java source code. 

 

During run-time the Java interpreter tricks the byte 

code file into thinking that it is running on a Java Virtual 

Machine. In reality this could be an Intel Pentium windows 95 

or sun SPARCstation running Solaris or Apple Macintosh 

running system and all could receive code from any computer 

through the internet and run the Applets. 

 

 
 

What is JDBC? 

 

Any relational database. One can write a single 

program using the JDBC API,and the JDBC is a Java Api for 

executing SQL,Statements(As a point of interest JDBC are 

trademarks names and is Not an acronym; nevertheless, Jdbc 

is often thought of as standing for Java Database Connectivity.  

It consists of a set of classes and interfaces written in the Java 

Programming language.JDBC Provides a standard API for 

tool/database developers and makes it possible to write 

database Applications using a pure Java APIUsing JDBC, it is 

easy to send SQL statements to virtually program will be able 

to send SQL Statements to the appropriate database. The 

Combination of Java and JDBC lets a programmer Writes it 

once and run it anywhere. 

 

MODULES: 

 

 Hospital 

 Patient 

 Doctor 

 Admin 

 

Hospital: 

 

In this module register their details such as hospital 

name, mobile, email id, password, address for login to the 

page. If it has registered then the user will login to the module, 

then it has been redirected to the home page. It has a menus 

such as doctor, patient list, patient details.  
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In this doctor menu the details of doctors has been 

updated. In the list of patient has been register in the OP with 

their details has been collected such as name, date of birth, 

gender, height, weight, marital status, blood group, 

department, remarks. Then view the details of patients records. 

 

Patient : 

 

In this module patient has register their details such 

as name, mobile, email id, password, address for login to the 

page. If it has done successful then they will register their 

name, date-ofbirth, height, gender, weight, blood group, 

marital status, specialist, description. Once it has registered 

then they will book the related hospital for their treatment. 

After that if the registration is done then they will login with 

valid email and password to make transaction for the required 

amount of their consultant and they will log out from their 

page. Those all the details has been stored in the database for 

the other references.  

 

Doctor: 

 

In this module doctor will register their details such 

as name, mobile, email id, password, address for login to the 

page. If it has done successful then it has been redirected to 

the home page.  

 

It contains the booked patients list from the patient 

module with its patient’s unique id, doctor will view the list 

and add their report with them, by verifying the patient’s id, 

name, and they will select the particular patient report of 

doctor, if it has been done then the doctor will set the next 

appointment date. If the patient is not paid or they will get 

cured then admin will able to delete their records from the 

database.  

 

Admin: 

 

In this module admin will login into their page, if it 

has been done then admin will view the users records from the 

hospitals with their uniquely generated id for them. The data 

of the patients records also viewed by the admin while it has 

been done, it will be stored as a block of code in a hash value. 

Then admin will view the hospital records details such as 

unique id for the hospital such as name, email, mobile, 

address. After that they also monitor the doctor details such as 

doctor unique id, name, email, mobile, address, and specialist. 

 

Advantages: 

 

Better data sharing between healthcare providers 

means a higher probability of accurate diagnoses, more 

effective treatments With block chain, medical data can be 

stored on the hash chain without being tampered with, even 

when a small portion of nodes universally applicable aspects 

of block chain technology is that it enables more secure and 

transparent monitoring of transactions. The members in the 

network record the ongoing digital transactions into a shared 

ledger. 

 

Disadvantages: 

 

Traditional systems are vulnerable to hacking, which 

means sensitive patient data could fall into the wrong hands. 

 

The failure to do so could mean other healthcare 

providers will rely on inaccurate data when determining 

appropriate treatment protocols. 

 

For example, medical data could get lost or destroyed 

during the transition from a paper-based to a computerized 

HER system 

 

Decentralized management, unchangeable databases, 

data provenance, traceable data, robust data, availability of 

data to any authorized user 

 

VI. CONCLUSION 

 

The proposed version combines the benefits of DL 

and a self- developing structure such  that it is able to extract 

greater powerful features in an efficient manner. Its miles 

really worth noting that the converting technique of shape size 

is completed in a growing way. It has no additional operation 

of deleting neurons in a mastering method, it reduces 

computational complexity. As an end result, the aggregate and 

rolling optimization can acquire better tracking control 

performances. There is no escape from the fact that the need 

and demand for finite and vulnerable water will continue to 

expand and so will competition for it. More uncertainty in 

water availability, higher frequency of extreme weather 

events, and more rapid return flows of water to the atmosphere 

are expected in the future. 

 

The capability of the methodology in assessing little 

volumes inside allowable state spaces in information driven 

way and the basic preferred position of without model set 

assessment is shown exactly. We additionally represent how 

one could utilize this strategy to choose solvers for no convex 

improvement issues by dividing the achievable area of the 

solvers. In future it has been enhanced and applied with 

experimented for an effective needed situations. 
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VII. FUTURE WORK 

 

In the future scope need to add some additional 

features which can assist the admin while providing resources 

with the proper budget allocation. This means the resources 

which are valid and hence help in analyzing the resources 

which can be utilized by servicing it. Thus if the budget 

analysis is done, the admin can reduce the unwanted resources 

and provide the valid resources on time 

 

REFERENCES 

 

[1] J. Zhu and J. Ma, “A new authentication scheme with 

anonymityFor wireless environments,” IEEE Transactions 

on Consumer Electronics, vol. 50, no. 1, pp. 231–235, Feb 

2004. 

[2] P. Gope and T. Hwang, “Lightweight and energy-efficient 

mutualAuthentication and key agreement scheme with 

user anonymityFor secure communication in global 

mobility networks,” IEEESystems Journal, vol. 10, no. 4, 

pp. 1370–1379, Dec 2016. 

[3] J. Ni, K. Zhang, X. Lin, H. Yang, and X. S. Shen, “Ama: 

AnonymousMutual authentication with traceability in 

carpooling systems,” inICC 2016, May 2016, pp. 1–6. 

[4] G. Yang, Q. Huang, D. S. Wong, and X. Deng, 

“Universal authentication protocols for anonymous 

wireless communications,” IEEE.Transactions on 

Wireless Communications, vol. 9, no. 1, pp. 168–

174,January 2010.  

[5] Q. Yang, K. Xue, J. Xu, J. Wang, F. Li, and N. Yu, 

“Anfra: Anonymous and fast roaming authentication for 

space information Network,” IEEE Transactions on 

Information Forensics and Security,Vol. 14, no. 2, pp. 

486–497, Feb 2019. 

[6] A.Djellalbia, N. Badache, S. Benmeziane, and S. 

Bensimessaoud,“Anonymous authentication scheme in e-

health cloud environment,” in ICITST 2016, Dec 2016, 

pp. 47–52. 

[7] D. Chaum and E. van Heyst, Group Signatures, pp. 257–

265. 

[8] R. L. Rivest, A. Shamir, and Y. Tauman, How to Leak a 

Secret, pp.552–565. 

[9] N. v. Saberhagen, J. Meier, A. M. Juarez, and M. 

Jameson,“Cryptonote signatures,” May 2012. 

 

 

 


