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Abstract- In private publication agencies there are several
dishonest publishers.To detect dishonest publishers there are
several techniques were used.

These techniques have less efficiency and low
security.

Hence we propose a diffpart-differentially private
scheme to check privately ,the correctness of the publishers.
Our proposed machine learning based book recommendation
system uses Tensorflow,k-means and linear regression method
to detect dishonest publish
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I. INTRODUCTION

In this process, how to protect users’ privacy is
extremely critical. This is the so-called privacy preserving
collaborative data publishing problem. A lot of privacy models
and corresponding anonymization mechanisms have been
proposed in the literature such as k-anonymity and differential
privacy. k-anonymity and its variants (e.g. l-diversity  and t-
closeness protect)privacy by generalizing the records such that
they can not be distinguished from some other records.
Differential privacy is a much more rigorous privacy model. It
requires that the released data is insensitive to the addition or
removal of a single record. To implement this model, the
corresponding anonymization mechanisms usually have to add
noise to the published data, or probabilistically generalize the
raw data. Obviously, all these data anonymization mechanisms
have serious side effects on the data utility. As a result, the
users of the published data usually have a strong demand to
verify the real utility of the anonymized data

II. LITERATURE SURVEY

TITLE :Anonymous Credentials on a Standard Java Card
AUTHOR : Patrik Bichsel, Jan Camenisch, Thomas Groß,
Victor Shoup
YEAR : 2009
DESCRIPTION:

Secure identity tokens such as Electronic Identity
(eID)cards are emerging everywhere. At the same time user
centric identity management gains acceptance. Anonymous
credential schemes are the optimal realization of user
centricity. However, on inexpensive hardware platforms,
typically used for eID cards, these schemes could not be made
to meet the necessary requirements such as future proof key
lengths and transaction times on the order of 10 seconds. The
reasons for this is the need for the hardware platform to be
standardized and certified. Therefore an implementation is
only possible as a Java Card applet. This results in severe
restrictions: little memory (transient and persistent), an 8-bit
CPU, and access to hardware acceleration for cryptographic
operations only by defined interfaces such as RSA encryption
operations.

TITLE : Cipher text policy Attribute based Encryption with
anonymous access policy
AUTHOR :A.Balu1, K. Kuppusamy
YEAR : 2013
DESCRIPTION :

In Cipher text Policy Attribute based Encryption
scheme, the encryptor can fix the policy, whocan decrypt the
encrypted message. The policy can be formed with the help of
attributes. In CP ABE, access policy is sent along with the
cipher text. We propose a method in which the access policy
need not be sent along with the cipher text, by which we are
able to preserve the privacy of the encryptor. The proposed
construction is provably secure under Decision Bilinear Diffe-
Hellman assumption.

TITLE : Fine-Grained Access Control System based
onOutsourced Attribute-based Encryption.
AUTHOR :Jin Li, Xiaofeng Chen, Jingwei Li, Chunfu Jia,
Jianfeng Ma, Wenjing Lou
YEAR :2010
DESCRIPTION :

As cloud computing becomes prevalent, more and
more sen- sitive data is being centralized into the cloud for
sharing, which brings forth new challenges for outsourced data
security and privacy. Attribute- based encryption (ABE) is a
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promising cryptographic primitive, which has been widely
applied to design _ne-grained access control system re- cently.
However, ABE is being criticized for its high scheme
overhead as the computational cost grows with the complexity
of the access formula. This disadvantage becomes more
serious for mobile devices because they have constrained
computing resources.

TITLE : Robust Threshold DSS Signatures
AUTHOR : Rosario Gennaro , Stanisław Jarecki, Hugo
Krawczyk, Tal Rabin
YEAR : 2010
DESCRIPTION :

We present threshold DSS (Digital Signature
Standard) signatures where the power to sign is shared by n
players such that for a given parameter t<n=2 any subset of
2t+1signers can collaborate to produce a valid DSS signature
on any given message, but no subset of t corrupted players can
forge a signature (in particular, cannot learn the signature
key). In addition, we present a robust threshold DSS scheme
that can also tolerate n=3players who refuse to participate in
the signature protocol. We can also endure =4maliciously
faulty players that generate incorrect partial signatures at the
time of signature computation. This results in a highly secure
and resilient DSS signature system applicable to the protection
of the secret signature key, the prevention of forgery, and
increased system availability. Our results significantly
improve over a recent result by Langford from CRYPTO’95
that presents threshold DSS signatures which can stand much
smaller subsets of corrupted players, namely, t_pn, and do not
enjoy the robustness property. As in the case of Langford’s
result, our schemes require no trusted party. Our techniques
apply to other threshold ElGamal-like signatures as well. We
prove the security of our schemes solely based on the hardness
of forging a regular DSS signature.

TITLE : Distributed Pseudo-random Functions and KDCs
AUTHOR : Moni Naor, Benny Pinkas, and Omer Reingold
YEAR : 2009
DESCRIPTION :

This work describes schemes for distributing between
n ser- vers the evaluation of a function  which is an
approximation to a random function, such that only authorized
subsets of servers are able to compute the function. A user
who wants to compute f(x) should send x to the members of
an authorized subset and receive information which enables
him to compute f(x). We require that such a scheme is
consistent, i.e. that given an input x all authorized subsets
compute the same value f(x). The solutions we present enable
the operation of many servers, prevent- ing bottlenecks or

single points of failure. There are also no single entities which
can compromise the security of the entire network. The
solutions can be used to distribute the operation of a Key
Distribution Center (KDC). They are far better than the known
partitioning to domains or replication solutions to this
problem, and are especially suited to handle users of multicast
groups.

TITLE : Cipher text policy Attribute based Encryption with
anonymous access policy
AUTHOR : A.Balu, K.Kuppusamy
YEAR : 2013
DESCRIPTION :

In Cipher text Policy Attribute based Encryption
scheme, the encryptor can fix the policy, who can decrypt the
encrypted message. The policy can be formed with the help of
attributes. In CP-ABE, access policy is sent along with the
cipher text. We propose a method in which the access policy
need not be sent along with the cipher text, by which we are
able to preserve the privacy of the encryptor. The proposed
construction is provably secure under Decision Bilinear Diffe-
Hellman assumption.

TITLE :Blind and Anonymous Identity-Based Encryption and
Authorised Private Searches on Public Key Encrypted Data
AUTHOR : Jan Camenisch, Markulf Kohlweiss, Alfredo Rial,
and Caroline Sheedy
YEAR : 2011
DESCRIPTION :

Searchable encryption schemes provide an important
mechanism to cryptographically protect data while keeping it
available to be searched and accessed. In a common approach
for their construction, the encrypting entity chooses one or
several keywords that describe the content of each encrypted
record of data. To perform a search, a user obtains a trapdoor
for a keyword of her interest and uses this trapdoor to find all
the data described by this keyword. We present a searchable
encryption scheme that allows users to privately search by
keywords on encrypted data in a public key setting and
decrypt the search results. To this end, we define and
implement two primitives: public key encryption with
oblivious keyword search (PEOKS) and committed blind
anonymous identity-based encryption (IBE). PEOKS is an
extension of public key encryption with keyword search
(PEKS) in which users can obtain trapdoors from the secret
key holder without revealing the keywords. Furthermore, we
define committed blind trapdoor extraction, which facilitates
the definition of authorisation policies to describe which
trapdoor a particular user can request. We construct a PEOKS
scheme by using our other primitive, which we believe to be
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the first blind and anonymous IBE scheme. We apply our
PEOKS scheme to build a public key encrypted database that
permits authorised private searches, i.e., neither the keywords
nor the search results are revealed.

TITLE :Short Signatures Without Random Oracles
AUTHOR : Dan Boneh, Xavier Boyen
YEAR : 2009
DESCRIPTION :

We describe a short signature scheme which is
existentially unforgeable under a chosen message attack
without using random oracles. The security of our scheme
depends on a new complexity assumption we call the Strong
Diffie-Hellman assumption. This assumption has similar
properties to the Strong RSA assumption, hence the name.
Strong RSA was previously used to construct signature
schemes without random oracles. However, signatures
generated by our scheme are much shorter and simpler than
signatures from schemes based on Strong RSA. Furthermore,
our scheme provides a limited form of message recovery.

TITLE :Efficient Protocols for Set Membership andRange
Proofs
AUTHOR : Jan Camenisch, Rafik Chaabouni1, and abhi
shelat
YEAR : 2012
DESCRIPTION :

We consider the following problem: Given a
commitment to a value σ, prove in zero-knowledge that σ
belongs to some discrete set Φ. The set Φ can perhaps be a list
of cities or clubs; often Φ can be a numerical range such as [1,
220]. This problem arises in e-cash systems, anonymous
credential systems, and various other practical uses of zero-
knowledge protocols. When using commitment schemes
relying on RSA-like assumptions, there are solutions to this
problem which require only a constant number of RSA-group
elements to be exchanged between the prover and verifier.

TITLE : Fully Secure Multi-authority Cipher text-
PolicyAttribute-Based Encryption without Random Oracles
AUTHOR : Zhen Liu, Zhenfu Cao, Qiong Huang, and Duncan
S. Wong,and Tsz Hon Yuen
YEAR : 2014
DESCRIPTION :

Recently Lewko and Waters proposed the first fully
secure multi-authority ciphertext-policy attribute-based
encryption (CP-ABE) system in the random oracle model, and
leave the construction of a fully secure multi-authority CP-
ABE in the standard model as an open problem. Also, there is

no CP-ABE system which can completely prevent individual
authorities from decrypting ciphertexts. In this paper, we
propose a new multi-authority CP-ABE system which
addresses these two problems positively. In this new system,
there are multiple Central Authorities (CAs) and Attribute
Authorities (AAs), the CAs issue identity-related keys to users
and are not involved in any attribute related operations, AAs
issue attribute-related keys to users and each AA manages a
different domain of attributes. The AAs operate independently
from each other and do not need to know the existence of
other AAs. Messages can be encrypted under any monotone
access structure over the entire attribute universe. The system
is adaptively secure in the standard model with adaptive
authority corruption, and can support large attribute universe.

TITLE : On the Practical Security of Inner Product Functional
Encryption
AUTHOR : Shashank Agrawal,Shweta Agrawal,Saikrishna
Badrinarayanan,Abishek Kumarasubramanian ,Manoj
Prabhakaran,Amit Sahai.
YEAR : 2010
DESCRIPTION :

Functional Encryption (FE) is an exciting new
paradigm that extends the notion of public key encryption. In
this work we explore the security of Inner Product Functional
Encryption schemes with the goal of achieving the highest
security against practically feasible attacks. While there has
been substantial research effort in defining meaningful
security models for FE, known definitions run into one of the
following difficulties – if general and strong, the definition
can be shown impossible to achieve, whereas achievable
definitions necessarily restrict the usage scenarios in which FE
schemes can be deployed. We argue that it is extremely hard
to control the nature of usage scenarios that may arise in
practice. Any cryptographic scheme may be deployed in an
arbitrarily complex environment and it is vital to have
meaningful security guarantees for general scenarios. Hence,
in this work, we examine whether it is possible to analyze the
security of FE in a wider variety of usage scenarios, but with
respect to a meaningful class of adversarial attacks known to
be possible in practice. Note that known impossibilities
necessitate that we must either restrict the usage scenarios (as
done in previous works), or the class of attacks (this work).
We study real world loss-of-secrecy attacks against Functional
Encryption for Inner Product predicates constructed over
elliptic curve groups.

TITLE :Privacy-Preserving Decentralized Key
PolicyAttribute-Based Encryption
AUTHOR : Girija Patil
YEAR : 2015
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DESCRIPTION :
In Attribute-based Encryption (ABE) scheme,

attributes play a crucial role. Attributes have been utilized to
generate a public key for encrypting data and have been used
as an access policy to control users' access. The access policy
can be divided as either key-policy or cipher text-policy. The
key-policy is the access structure on the user's private key, and
the cipher text-policy is the access structure on the cipher text.
And the access structure can also be further divided as either
monotonic or non-monotonic one. Using ABE schemes one
can have the Advantages:
(1) To reduce the communication overhead of the Internet, and
(2) To provide fine-grained access control.

III. EXISTING SYSTEM

In existing, they have focused on predicting
reliability of various factors involved in building enterprise
application, nonetheless, considered reliability of remote web
service as constants For remote web services the vender will
provide probabilistic details about the flow of executing user
requests

3.1 DISADVANTAGE

 Quality of Service is not good.

 Response time calculation is not possible.

IV. PROPOSED SYSTEM

In this paper, We propose a novel method for Quos
metrification based on Hidden Markov Models (HMM), which
further suggests an optimal path for the execution of user
requests. The users can weigh their options directly and
individually, for themselves.Models (HMM), which further
suggests an optimal path for the execution of user requests.
The technique we show can be used to measure and predict the
behavior of Web Services in terms of response time, and can
thus be used to rank services quantitatively rather than just
qualitatively..

4.1 ADVANTAGES

 Quality of Service is good.

 Response time calculation is possible.

V. SYSTEM ARCHITECTURE

A system architecture is the visual representation
conceptual model that defines the behavior, structure and more
views of a system. An architecture description is a formal
explanation and representation of an architecture, organized in

a way that supports reasoning about the   behaviors and
structure of the system

VI. ALGORITHM

6.1 KMEANS CLUSTER:

1. It allows us to cluster the data into different groups
and a convenient way to discover the categories
ofgroups in the unlabeled dataset on its own without
the need for any training.

2. It is a centroid-based algorithm, where each cluster is
associated with a centroid. The main aim of this
algorithm is to minimize the sum of distances
between the data point and their corresponding
clusters.

The algorithm takes the unlabeled dataset as input,
divides the dataset into k-number of clusters, and repeats the
process until it does not find the best clusters. The value of k
should be predetermined in this algorithm.

The k-means clustering algorithm mainly performs two tasks:

• Determines the best value for K center points or
centroids by an iterative process.

• Assigns each data point to its closest k-center. Those
data points which are near to the particular k-center
create a cluster.

6.2 LINEAR REGRESSION

 Linear Regression is a machine learning algorithm based
on supervised learning. It performs a regression task.
Regression models a target prediction value based on
independent variables. It is mostly used for finding out the
relationship between variables and forecasting. Different
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regression models differ based on – the kind of
relationship between dependent and independent variables
they are considering, and the number of independent
variables getting used.

 Linear regression performs the task to predict a dependent
variable value (y) based on a given independent variable
(x). So, this regression technique finds out a linear
relationship between x (input) and y(output). Hence, the
name is Linear Regression.
In the figure above, X (input) is the work experience and
Y (output) is the salary of a person. The regression line is
the best fit line for our model.

6.3 TENSORFLOW

 TensorFlow Recommenders (TFRS) is a library for
building recommender system models.

 It helps with the full workflow of building a
recommender system: data preparation, model
formulation, training, evaluation, and deployment.

 It's built on Keras and aims to have a gentle learning
curve while still giving you the flexibility to build
complex models.

TFRS makes it possible to:

 Build and evaluate flexible recommendation retrieval
models.

 Freely incorporate item, user, and context
information into recommendation models

 Train multi-task models that jointly optimize multiple
recommendation objectives.

VII. LIST OF MODULES

7.1 User Interface Design

To connect with server user must give their username
and password then only they can able to connect the server. If
the user already exits directly can login into the server else
user must register their details such as username, password
and Email id, into the server. Server will create the account for
the entire user to maintain upload and download rate. Name
will be set as user id. . Logging in is usually used to enter a
specific page.

7.2 Order Process

Once you login there is book list page. What the book
you like and comfortable with price also means click buy now.
After you have to once again see the title of what the you have

to be purchased and click make payment option it will go for
bank login page

7.3Payment Process

Once you click make payment option there is bank
login page. You have to enter your account number, username
and password then only they can able to connect the server.
There is transfer account option just enter your account
number and transfer account number and enter the amount
click submit button the enter amount will be updated in to
owner account.

7.4 Owner View

There is a separate login for owner once login the
owner and click the book request page. There is the detail of
whom to buy and which book to be buy and also having the
user detail. Once he paid the amount means click choose file
option and upload the book click submit button in that book
will send only for particular  user.

7.4.1User Download

Once owner accept the request and send file means
user to be login them account. To connect with server user
must give their username and password then only they can
able to connect the server. See the page and select the
download option your will get the file for what you have to be
ordered.

VIII. DATASET

IX. EXPERIMENT ANALYSIS

KMEANS CLUSTER:
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LINEAR REGRESSION:

TENSORFLOW:

X. CONCLUSION

In this paper, we consider the problem of verifying
the utility of data released by non-interactive differentially
private methods. Similar mechanisms are proposed to achieve
the goal for set-valued and relational data respectively. The
proposed solutions require the publisher to provide auxiliary
datasets in cipher text along with the publishing data. The
providers then sequentially verify the auxiliary datasets to see
whether their data is correctly involved. And finally, any
individual can compute a linear transformation of the utility of
the released dataset in cipher text with those verified auxiliary
datasets and verify whether the utility can be accepted.
Experiments illustrate the efficiency of the solution which is
mainly affected by the number of providers and the size of the
data.
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