
IJSART - Volume 8 Issue 3 – MARCH 2022                                                                                     ISSN  [ONLINE]: 2395-1052 
 

Page | 21                                                                                                                                                                       www.ijsart.com 

 

Face Spoofing Attacks And Detection: A Review 

 

Lokesh M.Giripunje1, Om Dandade2, Poorvi K.Kulkarni3, Pranita H.Kulkarni4 

1Assistant Professor, Dept of Electronics and Telecommunication 
2, 3, 4Dept of Electronics and Telecommunication 

1, 2, 3, 4 Dr. D Y PatilInstitute of Engineering, Management and Research, Akurdi, Pune - 44, Maharashtra, India 

 

Abstract- Recently, face recognition systems have become 

popular and are being used heavily in mobile devices and 

surveillance systems due to the convenience they provide. 

Face biometric provides a convenient, contactless, accurate, 

and instruction-less way for authentication when compared to 

other biometrics like fingerprint and voice recognition. As the 

technology is evolving, face recognition is being even accurate 

and safer. But it's well known there are always two sides, 

unluckily they are even unsafe due to how easy it is to do 

presentation attacks like photos, videos of currently 3D prints 

of a registered user. And capturing photos and videos without 

consent makes it even easier. A lot of research is already been 

done for the development of a face anti-spoof system. In this 

paper, the authors have reviewed various face spoofing 

detection methods proposed by several researchers. This 

paper covers popular approaches made in the development of 

face anti-spoof systems and gives a comparative study of the 

same by comparing the popular methods those cover 2D (print 

and replay) attack detection, 3D (3D printed mask, etc) attack 

detection, and attempts to breach such anti-spoofing systems. 
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I. INTRODUCTION 

 

 A generic face recognition system extracts facial 

characteristics and features from input data (photo, video, or 

3D data) to compare it with the database of already registered 

faces to find a match.[18][19] Facial recognition is considered 

one of the strongest authentications because of the number of 

data points that can be collected from a face leading to a 

password which has more than billions of permutations and 

combinations, and a variety of facial features across 

individuals and. When compared to other faces biometric is 

the most convenient and instruction-less as it needs a user to 

only make his/her face visible to the sensor. Also, being 

contactless authentication makes it more advantageous in a 

pandemic situation where disease spreads through touches 

[17]. 

            

Lately, face recognition is being extensively used in 

mobile devices like Smartphones, Tablets, and Laptops. Only 

some of them use a sensor that can detect the contour of the 

face in real-time and others only use 2D data from cameras 

they have. Comparing the methods of authentication fig 1.1 

show the possibility of the same being breached. 

 

 
Fig 1.1 comparison of authentication methods in mobile 

devices [3] 

 

The probability of false input getting accepted is 

calculated based on possible combinations the method 

provides. Face recognition is very secure yet convenient. 

 

Also, if there is a lock there is always a key-maker, 

unfortunately, face recognition also can be fooled by someone 

who is pretending to be someone else. And this high accuracy 

comes with the disadvantage of more vulnerabilities which is 

been discussed below[1]. 

 

II. FACE SPOOFING ATTACKS 

 

A spoofing attack is nothing but a false acceptance in 

which attackers submit fake evidence to the biometric system 

to gain authentication [1] [2]. Is easy to such an attack because 

one can capture someone’s phots/video from a distance 

without their consent and can also get it from social media 

websites. Fig. 2.1 represents a simple face spoof attack using a 

photo of a registered user. 
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Fig. 2.1 Simple face spoof attack using a photo [4] 

  

These attacks can be categorized as 1. 2D attacks and 2. 3D 

attacks [1][20]. 

 

1. 2D attacks 

         

2D attacks where the attacker can fool a camera 

sensor by using a high-resolution image or playing video 

facing directly to the camera. These are also known as print 

and replay attacks, fig 2.2 represents an example of prints and 

replay attacks. These can easily breach a face recognition 

system that only relies on the camera and doesn’t use any anti-

spoofing technique. Some of the examples include using a 

high-resolution photo, using a monitor, using any mobile 

display like a smartphone, tablet, etc. 

 

 
Fig. 2.2 Example of print and replay attack [4] 

 

2. 3D attacks 

         

Where 3D is where the attacker tries to mimic the 

original person’s facial contours as a false input. Now as the 

attacker have a detailed 3D face copy of a registered person it 

can easily breach a camera-based system and 3D sensing 

systems too. It can be done using a detailed 3D printed face 

model or a face mask. Fig 2.3 provides an example of the 

same. 

 
Fig. 2.3 Hyper-realistic 3D printed face model [16] 

 

Currently, 3D printers are already available and use 

materials like plastic, polycarbonate, and some UV-sensitive 

materials providing great details. 

 

III. LITERATURE REVIEW 

 

In the past 50+ years, face recognition has developed 

vigorously and achieved great success. For the past 10-15 

years researchers have been working on anti-spoofing 

techniques, but in this area of research new problems had kept 

coming and so does the research. Fig 3.1 shows a block 

diagram of a generic anti-spoofing system. The techniques that 

have been used for anti-spoofing systems can be classified on 

basis of attack type i.e., 2D attacks and 3D attacks. The 

following literature survey compares the popular methods that 

have been used. 

 

3.1 Methodologies for prints and replay attacks 

 

Using CNN Classifier  

 

This anti-spoofing method is comprised of two parts, 

detection of blinking of the eye which asses openness of eyes 

and then movements of the lip, and the CCN classifier 

module. Databases like NUAA photo imposter, CASIA-

SURF, Siw, CSMAD, MSU USAA were used. It predicts the 

output using trained class for positive inputs. Print and replay 

attacks were detected with an accuracy of 93.52 % [5]. 

 

 
Fig 3.1 Generic anti-spoofing system 
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Detection with Flash 

 

The main motive of the research was to propose an 

efficient face spoofing attack detection approach that requires 

nominal hardware and uses a small database. Using a single 

visible light camera, the proposed approach captures two 

photos face, one with and the other without the flash. For 

prediction of spoofi) specular reflections from the eye-ball and 

ii) diffuse reflections from the other contours of the face were 

considered. It covers Print and replay attacks and was tested 

on mobile devices i.e., iPhone7 (A1779), iPhone XR (A2106), 

and iPad Pro (A1876), and MacBook Pro and found to have 

Lesser computational time for tested mobile devices [6]. 

 

Micro-Texture Analysis 

 

By evaluating the quality of the image, printing 

artifacts, their characterization, and differences in reflection, 

the spoofing detection was done from a texture analysis point 

of view [21][22]. This approach evaluates the texture present 

in the images using multi-scale local binary patterns (LBP) 

and support vector machine (SVM). For print and replay 

attacks it was accurate 99% of the time, which is more than 

previous using the same database [7]. 

 

Motion Magnification 

 

In this approach, the author enhances the complex 

expressions captured in video using Eulerian motion 

magnification and these expression/micro-expressions were 

considered as a feature. Next, feature extraction was done in 

two ways: (i) By configuring LBP which was computationally 

more efficient than other texture-based approaches and (ii) 

estimation of motion using HOOF descriptor. For Print Attack 

and Replay Attack, the proposed approach had shown 

improved performance; including HOOF descriptor giving a 

total error rate of 0% and 1.25% respectively [8] 

 

Anomaly Detection 

 

Unlike two-class recognition problems where 

relevant features of both positive (real access) and negative 

samples (spoofing attempts) are utilized to train the system, 

the Model was trained to detect spoofs using one class only 

i.e., positive class and anomaly detection was to distinguish 

spoofing attacks. And was claimed to cover all prints, replay, 

and unseen attacks.The performance of both formulations 

(one-class and two-class) was not adequate [9]. 

 

Table 3.1 gives a quick overview of the methods discussed 

above.  

 

Table 3.1 Comparison of proposed methods and 

techniques for Print and Replay attacks 

 

 

3.2 Methodologies for 3D printed attacks 

 

3D Face shape analysis using a 3D scanner 

 

Using Vectra 3D CRT system, based on the 3D 

structure of the face, is proposed. The ability to process the 3D 

contour of the face allows the biometric system to distinguish 

between a live face and a flat image. Considering this as a 

feature for 3D and 2D recognition systems, latter insituations 

where 3D data could be computed from two or more 

2Dimages captured by the sensor. Can be used for 3D printed 

attacks to some extent [10].So, by creating super realistic 3D 

masks and matching the resolution of the scanner, such 

systems can be spoofed. 

 

rPPG based spoofing detection 

 

Remote photoplethysmograph (rPPG) signal is a 

recently developed liveness clue for face-spoof detection 

[23][24].Uses domain-specific Efficient Net as the 

classification method. The performance of this approach was 

experimented with and evaluated using databases 

named3DMAD and HKBU-Mars V2exhibiting superior 

performance over state-of-the-art rPPG-based face anti-

spoofing algorithms. And it shows that the proposed approach 

surpasses the performance of already rPPG-based methods 

significantly and consistently [11]. 

 

Texture-based methods 

 

In this approach, the author tracked unusual textures 

present on face masks like askew figures and reflected articles 

[25].On the CASIA FASD and the MSU MFSD, analyzing the 
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color textures presents on the face over HSV and YCbCrcolor 

spaces the proposed method outperformed existing methods. 

while exhibiting superior performance for Replay-Attack 

Database i.e., CASIA FASD and the MSU MFSD[12]. When 

it comes to hyper-realistic 3D prints texture-based analysis 

usually has deficient generalization ability. 

 

Motion-based methods 

 

By recognizing micro-expression on the human face 

this approach can differentiate between the 3D mask and the 

human face. The human face can create complex micro-

expressions thanks to dense facial muscles present on a human 

face, which make it nearly impossible to mimic[14]. By jointly 

learning the channel discriminability and spatial-

discriminability, more discriminative deepdynamic textures 

are further emphasized in the joint discriminative learning 

model Proposed method had good generalization ability, 

which is more applicable in real-world scenarios. 

 

Table 3.2gives a quick overview of the methods discussed 

above.  

 

Table 3.2 Comparison of proposed methods and techniques for 

3D printed attacks 

 
 

3.3 Spoofing attacks on anti-spoofing systems 

 

Nesli Erdogmus and Sébastien Marcel in their 

research studied the potential and limit of anti-spoofing 

systems using 3D facial masks for different systems [13]. The 

various approaches towards the anti-spoofing system were 

assessed by using 2D, 2.D, and 3D masks against them. Both 

2D and 2.5D masks were used against texture-based 

countermeasures, a parallel study with comprehensive 

experiments was performed. The evaluation of performance 

was done on two databases namely Morpho and 3DMAD, 

which had differing protocols used in them. 

 

The following points were concluded [13]: 

1) Spoof detection is better for 2D attacks than 2.5D. 

2) The approaches with extraction based on LBP 

improved classification rates, significantly for 2D 

presentation. 

3) While all classifiers are performing well the SVM 

and LDAare mostly drawn ahead. 

4) Modified LBP exhibited the best performance than 

extended LBP for all scenarios.  

5) Using linear kernels was found to be helpful For 

SVM classifiers. 

 

IV. CONCLUSION 

 

In today's generation where the digital security 

system is used in large numbers, spoofing attacks are causing 

high-security threats for biometric recognition systems. When 

identifying a face, it is easy and obvious to fool an unprotected 

recognition system. A lot of successful research is already 

been done to overcome these drawbacks. However, creating 

and using 3D masks for face spoofing attacks has become 

easier. Using 3D masks has become not only easy but also 

cheap thanks to ever-evolving 3D printing techniques. 

 

The review shows that, Because of evolving 3D 

reconstruction technology, there's a lot of scope for the 

research on 3D spoof detection. As most of the anti-spoofing 

techniques are based on the attacks done in past it is difficult 

to catch an impostor with a new idea of spoofing. And also 

discussed new clues that can be used for training and 

recognition while having minimal hardware requirements 
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