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Abstract- The demand for remote data storage and compu- 

tation services is increasing exponentially in our data-driven 

society; thus, the need for secure access to such data and 

services. In this paper, we design a new biometric-based 

authentication protocol to provide secure access to a remote 

(cloud) server. In the proposed approach, we consider 

biometric data of a user as a secret credential. We then derive 

a unique identity from the user’s biometric data, which is 

further used to generate the user’s private key. In addition, we 

propose an efficient approach to generate a session key 

between two communicating parties using two biometric 

templates for a secure message transmission. In other words, 

there is no need to store the user’s private key anywhere and 

the session key is generated without sharing any prior 

information. A detailed Real-Or- Random (ROR) model based 

formal security analysis, informal (non-mathematical) security 

analysis and also formal security verification using the 

broadly-accepted Automated Validation of Internet Security 

Protocols and Applications (AVISPA) tool reveal that the 

proposed approach can resist several known attacks against 

(passive/active) adversary. Finally, extensive experiments and 

a comparative study demonstrate the efficiency and utility of 

the proposed approach. 

 

Keywords- Authentication, biometric-based security, cloud 

service access, session key. 

 

I. INTRODUCTION 

 

 Loud services are a norm in our society. However, 

providing secure access to cloud services is not a trivial 

task, and designing robust authentication, authorization and 

ac- counting for access is an ongoing challenge, both 

operationally and research-wise. A number of authentication 

mechanisms have been proposed in the literature, such as 

those based on Kerberos [1], OAuth [2] and OpenID [3] (see 

[1], [4]– [12]). Generally, these protocols seek to establish a 

secure delegated access mechanism among two 

communicating en- tities connected in a distributed system. 

These protocols are based on the underlying assumption that 

the remote server responsible for authentication is a trusted 

entity in the network. Specifically, a user first registers with a 

remote server. This is needed to ensure the authorization of the 

owner. When a user wishes to access a server, the remote 

server authenticates the user and the user also authenticates the 

server. Once both verifications are successfully carried out, 

the user obtains access to the services from some remote 

server. 

 

One key limitation in existing authentication 

mechanisms is that the user’s credentials are stored in the 

authentication server, which can be stolen and (mis)used to 

gain unauthorized access to various services. Also, to ensure 

secure and fast communication, existing mechanisms 

generally use symmetric key cryptography, which requires a 

number of cryptographic keys to be shared during the 

authentication process. This strategy results in an overhead to 

the authentication protocols. Designing secure and efficient 

authentication protocols is challenging, as evidenced by the 

weaknesses revealed in the published protocols of Jiang et al. 

[13], Althobaiti et al. [14], Xue et al. [15], Turkanovic et al. 

[16], Park et al. [17], Dhillon and Kalra [18], Kaul and 

Awasthi [19] and Kang et al. [20] – see also Section II. 

Therefore, in this paper we seek to design a secure and 

efficient authentication protocol. Specifically, we will first 

provide an alternative to conventional password-based 

authentication mechanism. Then, we demonstrate how one can 

build a secure communication between communicating parties 

involved in the authentication protocol, without having any 

secret pre-loaded (i.e., shared) information. 

 

In the proposed approach, we consider a fingerprint 

image of a user as a secret credential. From the fingerprint 

image, we generate a private key that is used to enroll the 

user’s credential secretly in the database of an authentication 

server. In the authentication phase, we capture a new 

biometric fingerprint image of the user, and subsequently 

generate the private key and encrypt the biometric data as a 

query. This queried biometric data is then transmitted to the 

authentication server for matching with the stored data. Once 

the user is authenticated successfully, he/she is ready to access 

his/her service from the desired server. To obtain secure 

access to the service server, mutual authentication between the 

user and authentication server, and also between the user and 
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service server have been proposed using a short-term session 

key. Using two fingerprint data, we present a fast and robust 

approach to generate the session key. In addition, a biometric- 

based message authenticator is also generated for message 

authenticity purpose. 

 

We summarize the key contributions/benefits related to the 

proposed approach as below. 

1) An effective way to transmit the user’s biometric data 

through the unsecured network channels to an authenti- 

cation server is presented. 

2) We propose an approach to generate a revocable private 

key directly from an irrevocable fingerprint image. There 

is no need to store the private key or a direct form of the 

user’s biometric data anywhere. 

3) We mitigate the limitation in traditional mechanisms that 

require the user’s credentials to be stored in the 

authentication server. 

4) We introduce a novel way to generate session keys. 

5) In traditional authentication protocol, each entity requires 

some preloaded information; thus, incurring some over- 

head. We introduce a new mechanism to avoid the need 

for secret pre-loaded information. 

6) A message authentication mechanism, as an alternative to 

the existing message authentication protocols (i.e., 

Message Authentication Code (MAC)), is introduced. 

 

In the next section, we will review existing 

biometric- based authentication schemes, prior to presenting 

the proposed biometric-based authentication approach in 

Section III. We then evaluate the performance and security of 

the proposed protocol in Sections IV and V, respectively. 

Specifically, we demonstrate that the protocol is secure in the 

presence of a Dolev-Yao (DY) adversary [21]. Then, a 

comparative study is presented in Section VI. Finally, Section 

VII concludes the paper. 

 

II. RELATED WORK 

 

In this section, we mainly discuss existing biometric-

based user authentication schemes that have been presented in 

the literature. 

 

Based on the authentication types and factors being 

used, the user authentication protocols can be classified into 

three categories: 1) single-factor, 2) two-factor and 3) three-

factor. In a single-factor authentication protocol, only one 

factor can be used (for example, user’s smart card/mobile 

device or pass- word or personal biometrics). In a two-factor 

authentication scheme, the user’s smart card or mobile device 

and password can be used. On the other hand, in a three-factor 

authentication scheme, the user’s smart card/mobile device, 

password and biometrics can be used. 

 

Jiang et al. [13] designed a password based user 

authenti- cation scheme for wireless sensor networks (WSNs). 

This is a two-factor authentication scheme as it relies on both 

a smart card and some password. During the user registration 

process, an authorized user registers or re-registers with the 

trusted gateway node (GWN ). The GWN then issues a smart 

card having the relevant credentials that are stored on the 

smart card. In addition, all the deployed sensor nodes are 

registered through a secure channel with the GWN and obtain 

their respective secret credentials. Using the pre-loaded 

credentials, a legitimate user authenticates with a designated 

sensor node with the help of the GWN during the login and 

authentication phases. However, Das [22] later showed that 

this particular scheme is vulnerable to privileged insider 

attacks, where an internal user of the trusted authority (i.e., an 

insider attacker) having the registration information of a 

registered user can mount other attacks in the system, such as 

user impersonation attacks. Moreover, it was also shown that 

this scheme does not provide proper authentication, and fails 

to support new sensor node deployment in a target field. As a 

countermeasure, Das [22] presented an improved and efficient 

three factor authentication scheme, where the three factors are 

a smart card, the user’s password and the user’s personal 

biometrics. However, the scheme proposed by Das [22] does 

not preserve sensor node anonymity. 

 

Althobaiti et al. [14] proposed a biometric-based user 

au- thentication mechanism for WSNs. However, their scheme 

is insecure against impersonation attacks and man-in-the-

middle attacks [23]. Das [23] then proposed a new biometric-

based user authentication approach. Xue et al. [15] also 

designed a temporal-credential-based mutual authenticated 

key agreement mechanism for WSNs. In their scheme, the 

remote authorized users are permitted to access authorized 

sensor nodes in order to obtain information and also to send 

some important commands to the sensor nodes in WSN. In 

this scheme, the GWN issues temporal credentials to each user 

and sensor node deployed in WSN with the help of the 

password-based authentication mechanism. Later, Li et al. 

[24] demonstrated that Xue et al.’s scheme fails to resist 

stolen-verifier, off- line password guessing, insider, many 

logged-in users, and smart card lost attacks. He et al. [25] also 

demonstrated that Xue et al.’s scheme is insecure against user 

impersonation, off-line password guessing, modification and 

sensor node impersonation attacks. 

 

Turkanovic and Holbl [26], and Turkanovic et al. 

[16] proposed other user authenticated key agreement 

approaches. However, Turkanovic et al.’s scheme [16] is 
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insecure against smart card theft, offline password guessing, 

user imperson- ation, offline identity guessing, and sensor 

node impersonation attacks [27]. Park et al. [17] designed a 

privacy-preserving biometric-based user authentication 

mechanism using smart card, which uses hashing operation for 

biometric verification. However, the scheme is insecure 

against denial-of-service (DoS) attacks [28]. 

 

Dhillon and Kalra [18] designed a biometric based 

user authenticated key agreement mechanism for secure access 

to services provided by Internet of Things (IoT) devices. 

Though this scheme uses lightweight operations, it does not 

protect against DoS attacks as it uses the perceptual hashing 

(biohashing) operation instead of fuzzy extractor [28]. This is 

primarily because the biohashing technique hardly creates a 

unique value BH(BIOi) from the biometric data BIOi of a 

legitimate user Ui at different input times though it may 

reduce output error [28], where BH( ) is the biohashing 

function. Kaul and Awasthi [19] designed an authenticated 

key agreement scheme, but it was later revealed to be insecure 

against user impersonation and off-line password guessing 

attacks [20]. In addition, the scheme of Kaul and Awasthi [19] 

does not preserve user anonymity. Therefore, Kang et al. [20] 

proposed an enhanced bioemtric-based user authentication 

scheme. However, this scheme is insecure against DoS attacks 

 

 
Fig.1:The proposed BioCAP: An overview 

 

and also impersonation attacks where a privileged-insider 

attacker can easily mount such an attack. 

 

Xia et al. [29] designed a local descriptor, called the 

Weber local binary, to facilitate fingerprint liveness detection. 

Their mechanism is based on Support Vector Machine (SVM). 

In another work, Yuan et al. [30] introduced a binary pattern 

(BP) neural network, which replies on fingerprint liveness 

detection. In their approach, the Laplacian operator is applied 

to obtain the image gradient values. After that, different 

parameters for the BP neural network are tested in order to 

attain superior detection precision. We refer the interested 

reader to [31] for a comprehensive literature review of 

fingerprint-based biometric authentication methods. 

Huang et al. [32] introduced two different specific security 

threats based on the smart-card-based password authentication 

mechanisms for distributed system. In their system, a user 

needs valid smart card and corresponding password to have a 

successful authentication. They also considered two different 

adversaries: first one is an adversary having pre-computed 

data stored in smart card and second one is an adversary 

having with different data stored in smart card. 

 

Wang and Wang [33] introduced different property of 

user privacy perversion in two-factor authentication schemes 

for wireless sensor networks (WSNs). They designed two 

different representative schemes to reveal the challenges and 

subtleties in designing two-facto authentication for privacy 

preserving for WSNs. They also introduced a game-based 

security model for two-factor authentication. 

 

Wang et al. [34] proposed three different identity-

based user authentication schemes to reveal the challenges in 

authentica- tion schemes for mobile devices. They also 

considered session- specific temporary information attack, 

impersonation attack and also poor usability. Several other 

authentication protocols [35], [36], [37], [38] have been also 

proposed in the literature to provide the security in wireless 

sensor networks and mass storage devices. 

 

III. THE PROPOSED PROTOCOL 

 

In this section, we first discuss about the system 

model and threat model used in the proposed biometric-based 

authentica- tion protocol (BioCAP), prior to presenting the 

various phases in BioCAP. 

 

A. System Model 

 

An overview of BioCAP is shown in Fig. 1, which 

comprises three entities. These entities are client(s) (C), 

authentication server(s) (AS) and some resource server (RS). 

AS contains a database of users’ registered data, while AS 

generates RS’s private key during the deployment phase and it 

is shared between AS and RS. In addition, both AS and RS 

include a large repository of a similar set of synthetic 

fingerprint images. Some synthetic fingerprint databases, such 

as some publicly available databases, are used in the proposed 

approach. 

 

When C wishes to access a service from RS, C first 

sends an authentication request to AS. AS verifies C’s request 

and sends a reply message to C upon successful verification. 

Once C obtains the authentication reply message, C sends a 

service request to RS for getting the access. RS then verifies 

the service request. If the service request is verified 
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successfully, RS sends a reply to C. C and RS mutually 

authenticate each other. A session key between C and AS, and 

C and RS are used for subsequent secure message 

communications. Further, the message authenticity is 

controlled by a message authenticator. BioCAP has two key 

processes, namely: user registration and user authentication. 

The user registration requires private key generation, whereas 

user authentication requires genera- tion of the session key and 

the message authenticator. BioCAP provides a provision to 

rollover the private key of a user. In addition, BioCAP is 

secure, computationally less expensive, and overcomes the 

inherent weaknesses of biometric verifi- cation. Moreover, 

BioCAP does not need pre-shared keys, and provides smooth 

mutual authentication mechanism and demands less number of 

keys to be managed from application 

and user point of view. 

 

 
Fig.2:PreCalcu process 

 

 

V. SECURITY ANALYSIS 

 

We will now demonstrate the robustness of BioCAP 

with respect to different known attacks using both formal and 

infor- mal security analysis. In addition, we use the widely-

accepted a“Automated Validation of Internet Security 

Protocols and Applications (AVISPA)” tool [46] to show that 

BioCAP is secure against replay and man-in-the-middle 

attacks. 

 

A. Formal Security Analysis Using Real-Or-Random (ROR) 

Model 

 

In recent years, the Real-Or-Random (ROR) model 

[47], [48] based formal security analysis has become very 

popular word and token-based security system, as evidenced 

by its increased adoption (e.g., on Android and iOS devices). 

In this paper, we introduced a biometric-based mechanism to 

authenticate a user seeking to access services and com- 

putational resources from a remote location. Our proposed 

approach allows one to generate a private key from a finger- 

print biometric reveals, as it is possible to generate the same 

key from a fingerprint of a user with 95.12% accuracy. Our 

proposed session key generation approach using two biometric 

data does not require any prior information to be shared. A 

comparison of our approach with other similar authentication 

protocols reveals that our protocol is more resilient to several 

known attacks. 

 

Future research includes exploring other biometric 

traits and also multi-modal biometrics for other sensitive 

applications (e.g., in national security matters). 
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