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Abstract- Now a days Verification is very important technique 

in daily life for used in Digital Certificate Verification System. 

There are so many universities and so many students in that 

universities graduating every year and constantly increasing 

the students. There is need to verification of degree 

certificates and other documents generates business 

opportunities. In this paper, project modules balance the 

prices of services for the employers and graduated students. 

The main owner of the service, student demand a proof of 

certificate in low cost and easy to check employee also 

demand to easily verifying and trustable of degrees when 

recruiting. In every year so many large number of students 

graduate, there is the big issue of fake certificates. There may 

be chances that sometimes certificate may fake. When 

company is hiring thousand of fresher’s, company spend more 

money to get a educational certificates and transcripts verified 

of applicants. This process is time consuming also. In digital 

certificate verification using blockchain technology can solve 

this problem. With help of this project  organizations doesn’t  

need to waste money and more time. It will make the 

verification process fast, smooth and secure with less cost.the 

paper's purpose. When used, an abstract always appears at 

the beginning of a manuscript, acting as the point-of-entry for 

any given scientific paper or patent application. 
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I. INTRODUCTION 

 

 This is a Technology based application in that student 

The educational documents verify is very useful and time 

Consuming process in real time. 

 

Dynamic QR-Code and unique Certificate generation 

for each students document in Proposed system. Data e-

certificate stored into the blockchain in secure manner in 

which enhance the security. According to the smart contract 

system also allow the update in entire blockchain.  

 

1.1 INTRODUCTION TO THE PROJECT: 

     

This is the blockchain based Digital Certificate 

System using blockchain is most useful of the Companies. In 

used to Identy to the feck certificate. When Company is hiring 

new freshers that time verify the digital certificates by using 

blockchain technology. The blockchain is the very useful to 

digital certificate using blockchain. Blockchain is a large open 

source online each node  save a verifies a data. Using a 

blockchain based  system reduces thew likelihood of 

certificate forgery. The process of certificate application 

automated certificate grating are open and system. the 

different  devices used in a  including Laptop,  Desktop, 

Mobile, Tablets. 

 

1.2 MOTIVATION: 

 

The motivation behind this project is to provide the 

easy verification to the different organizations. Blockchain 

technology is no exception its quite equivalent evident after  

learning about the evolution of blockchain technology that is 

arose because  of a need  to address the inevitability of 

uncertainty in the existing economy. Uncertainty could never 

be eliminated, but only lowered: there have always been 

institutions that have acted as third-party lawmakers to 

uncertainty, or lack of trust, whenever there was a need for an 

agreement between parties. The decentralization is key 

motivated behind the Blockchain Technology.   

 

1.3 PROBLEM IDENTIFICATION: 

 

There is no such type of technical side of India. 

Which provide this type of platform. India is a Developing 

Country and Working using this Comparative based Digital 

Certificate System For Verification Of Using Blockchain 

Technology. Due to the Comparative Platform. 

 

1.4  ALGORITHMS: 

 

1) Algorithm 1: Smart Contrast 

2) Algorithm 2: SHA256 Hash Generation 

3) Algorithm 3: Mining Algorithm 

4) Algorithm 4: Consensus Algorithm 

 

 



IJSART - Volume 8 Issue 11 – NOVEMBER 2022                                                                           ISSN  [ONLINE]: 2395-1052 
 

Page | 178                                                                                                                                                                     www.ijsart.com 

 

II. OBJECTIVES 

 

To design and develop a system for dynamic and 

secure e-certification generation using smart contract in 

Blockchain environment. 

 

1. To design own Blockchain in open source environment 

with custom mining System as well as smart contract. 

2. To validate and explore system performance using 

consensus algorithm for proof of validation. 

 

III. LITERATURE REVIEW 

 

In an existing system if any organization want to 

verify some candidates certificate then they need to verify it 

by manually, it was taken very long time process to verify. 

Also there is no digital way to verify certificates. There are 

some universities that stores certificates in digital form but 

there is also issue that there is chance that certificates may 

tamperdue to centralized network . Due to lack of timestamp 

facility and central storage method it will not work properly. 

 

IV. PROPOSE SYSTEM DESIGN 

 

4.1 Analysis of problem : 

 

 the problem of fake certificates is a big issue. Getting 

fake educational certificates in India is not that difficult. 

Companies hiring thousands of fresher spend large amount of 

money to get the educational certificates and transcripts 

verified of applicants. To address this problem, we 

implementation of a Digital Certificate System for verification 

of educational certificates using blockchain technology. A 

Digital Certificate using blockchain technology can address 

this problem. 

 

4.2 Design : 

 

System proposed a new dynamic certificate 

generation approach using own custom blockchain. First 

student apply for e-certificate on web portal with upload all 

educational documents. Web portal is authenticate trusted 

third party which validate all documents from university, 

school, colleges etc. Once successfully verification has done 

from university, school, colleges it will store data into 

blockchain and same time it generates the unique certificate id 

or QR code and returns to student. Student can submit the 

received QR code or certificate id to organization instead of 

physical hard copy of documents. Organization can submit QR 

code or id to portal and pool the e-certificate of respective 

student and make the validation. The entire process has 

perform into the blockchain manner with smart contract which 

is written by us.To execute the system in vulnerable 

environment and to explore and validate how proposed system 

eliminate different network attacks like DOS and MiM etc. 

 

4.3 Advantages : 

 

1. No dummy transaction has accepted by system on 

same documentary, so system will get only verified 

and original certificates. 

2. Peer-to-peer global transactions. 

3. Automatic attack recovery by system. 

4. Quality assurance during the transaction. 

5. Immediate show all historical transaction is single 

click, without any third party interface. 

6. proposed blockchain-based system reduces the 

likelihood of certificate forgery. 

 

4.4 Architecture Diagram : 

 

 
Fig. Architecture diagram 

 

4.5 Design DFD Diagrams - Level 0: 

 

 
Fig. DFD diagram 

 

V. CONCLUSION AND FUTURE SCOPE  

 

5.1 Conclusion: 

 

There are many research directions in applying 

Blockchain technology to the E-certificate transaction due to 
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the complexity of this domain and the need for increasingly 

robust and constructive information technology systems. An 

interoperable tracery would undoubtedly play a significant 

role throughout many E-certificate transaction use cases that 

squatter similar data sharing and liaison challenges. From the 

increasingly technical aspect, much research is needed to 

pinpoint the most practical diamond process in creating an 

interoperable ecosystem using Blockchain technology while 

balancing hair-trigger security and confidentiality concerns in 

E-certificate transactions. Whether to create a decentralized 

using leveraging an existing Blockchain, spare research on 

secure and efficient software practice for applying the 

Blockchain technology in E-certificate transaction is moreover 

needed to educate software engineers and domain experts on 

the potential and moreover limitations of this new technology. 

Likewise, validation and testing tideway to gauge the efficacy 

of Blockchain-based health superintendency architectures 

compared to existing systems are moreover important. 

 

5.2 Future Scope: 

 

Future research will focus on this overall scalability 

and speed over time to improve the user experience. 
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