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Abstract- These days increasingly more information is put
away and recovered through Cloud Computing. With
progression there emerges a problem in security. This
suggests the knowledge are often decrypted effectively and
therefore the substance being gotten to by outsiders
furthermore, the protection of the knowledge are going to be
lost. I've presented a replacement calculation referred to as
"Code Attribute Based Encryption Calculation” with
symmetric key in our recently proposed light weight
information sharing plan for portable distributed computing.
Light weight within the sense, information with a genuinely
light stockpiling limit like records, brief snippets then on are
going to be made sure about hooked in to our proposed idea
encoding standard secure data sharing for mobile cloud
computing. The info encryption standard secure data sharing
for mobile cloud computing structure is adjusted and utilized
as an access control in Cipher Attribute Based Encryption
(CP-ABE). To decrease the client cost, it presented property
depiction fields to actualize lethargic denial which is
troublesome in CP-ABE working frameworks. Everything
during this activity probably won't be appropriate altogether
cell phones on the grounds that the parts are little and
adaptableness is a smaller amount. The outcomes from this
paper show the problems identified with information
protection are settled as a rule for light weight information
sharing plan.
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I. INTRODUCTION

With increasing of the cloud storage and more usage
of mobile has increased the info sharing model which have
been used for the info retroviral and storage. Because the
usage of cloud are increased widely, thanks to limitation of
mobile storage. The cloud have more amount of storage and
resources which is provide by the cloud service provider to
store and share the info. The cloud mobile applications such as
upload of photos, videos, documents and other files to the
cloud and these files are often wont to share with other users.

Management functionality is additionally provided by
the cloud service provider, but the private information is vital
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and it should be not shared in publically. It’s important to
provide the info privacy and therefore the data security which
is that the major concern. The control mechanism provided by
the cloud service provider isn't sufficient because it doesn't
meet the requirement of the info owner, the primary and much
most problem is whenever the user uploads the files on cloud
then the cloud service provider may spy on the file for its use
which cause the privacy problem later the user want to send
the password for the encrypted files to unlock it. To overcome
these problem data owner need to divide the info user into
different user consistent with the user who want to share their
password to the actual group. Password management may be a
great issue for the safety.

To take care of specific issues in versatile distributed
computing, we have planned a component which can tackle
the data encryption standard secure data sharing for mobile
cloud computing.

e We have presented CP-ABE calculation procedure which
is a code text trait based encryption procedure [4].

e We have utilized an alternate symmetric key method for
encryption and decoding. [4]

o Earlier, the information must be controlled by certain
soldiers to see and shroud data, yet now extra procedure
to safe monitor the data are utilized [2].

e We have plan sluggish encryption method, to meet the
denial issue for clients. It keeps up the construction to
give diverse administration offices.

e We have reasoned that the code text encryption of ABE
issue can be tackle by the model.

Il. RELETED WORK

Attribute-based encryption (ABE) is proposed by
Sahaiand Waters. Attribute-based encryption (ABE) is a
moderately late approach that re-evaluates the idea of public
key cryptography. Attribute-based encryption is also referred
to as ABE is a sort of public-key encryption wherein the secret
key of a person and the cipher-text is established upon
attributes.
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In an ABE, a person’s keys and cipher-texts are
labeled with units of descriptive attributes and a symmetric
key can decrypt a selected cipher-text only if there's a match
between the attributes of the cipher-text and the person’s key.
It reduces the quantity of key used and hence makes
encryption and decryption technique faster.

1. EXISTING SYSTEM

The access control mechanism has stimulated tree
structure where Data Owner (DO) uploads the data using
Cloud Service Provider (CSP). Data User (DU) will access
that file with the help of the trusted authority. There is no data
privacy for stored data and no encryption for that content.
There is only limited storage available and the computation
resources are more in cloud and limited resources are there in
mobile devices. Since, essential performances will be slow,
more people are starting to use cloud storage for data storing
and retrieve purpose.

IV. PROPOSED SYSTEM

The proposed system is a Data encryption standard
secure data sharing for mobile cloud computing environment.
The main contributions are as follows:

The above problems, personal sensitive data should
be encrypted before uploaded onto the cloud so that the data is
secure against the CSP. However, the data encryption brings
new problems. How to provide efficient access control
mechanism on cipher text decryption so that only the
authorized users can access the plaintext data is challenging.

System must offer data owner’s effective user
privilege management capability, so they can grant/revoke
data access privileges easily on the data users. There have
been substantial researches on the issue of data access control
over cipher text. In these researches, they have the following
common assumptions. The CSP is considered honest and
curious, All the sensitive data are encrypted before uploaded
to the Cloud, user authorization on certain data is achieved
through encryption/decryption key distribution. OTP which
will be matched with key in our proposed system data is
encrypted before uploading to the cloud. Combination of
3DES algorithm and mobile IMEI no are used for the
encryption of the data.

3DES will help to identify the attributes of the data
and IMEI will use user authentication. After performing
encryption operation, a random key is generated alongside the
encrypted data. Data will be send in encrypted format to
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respective user. To decrypt this data receiver has to enter the
One Time Password generated using3DES algorithm.

DATABAEE

------------

DETA WNER DaTA LISER

Fig3.1: System Architecture
V. CONCLUSION

In this paper, many studies on access control in cloud
are based on attribute-based encryption algorithm (ABE).
However, traditional ABE is not suitable for mobile cloud
because it is computationally intensive and mobile devices
only have limited resources. This paper proposes a simple,
secure, and privacy-preserving architecture for inter-Cloud
data sharing based on an encryption/decryption algorithm
which aims to protect the data stored in the cloud from the
unauthorized access.
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