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Abstract- The maintenance of web server security, 

availability, integrity and confidentiality has never been such 

an overbearing task as is today. With threats coming from 

hardware failures, software flaws, tentative probing and worst 

of all malicious attacks. Analysing the server logs to detect 

suspicious activities is regarded to as key form of defence. 

However, the sheer size of server logs makes human log 

analysis challenging. Additionally, the traditional intrusion 

detection systems rely on methods based on pattern-matching 

techniques which cannot developers cannot maintain based on 

the high rates at which new and never seen before attack 

techniques are launched each and every day.  

 

The aim of this project is to develop an intelligent log 

based intrusion detection system that can detect known and 

unknown intrusions automatically. Under a data mining 

framework, the intrusion detection system is trained with 

unsupervised learning algorithms specifically the k-means 

algorithm and the One Class SVM (Support Vector Machine) 

algorithm. The development of the system was time 

constrained and limited to machine generated logs due to lack 

of real access_log files. However, the system’s development 

went smoothly and proved to be up to 85% accurate in 

detecting anomalous log patterns within the test logs. 

However, much work still needs to be done to make this a 

better Intrusion Detection System (IDS) in that a real-time 

analysis module could be incorporated and a function to 

retrieve logs from remote location. 

 

I. INTRODUCTION 

 

 In an ever advancing and fast developing field, 

technology has become cheaper, easier to develop, and deploy. 

Unfortunately, this has also made probing, and attacking 

servers cheaper and easier to do. It is therefore vital to ensure 

that web servers are alert and hence secure against any form of 

attack.  

Server logs have been used to confront failure either 

hardware or software, record notices, warnings and errors to 

ensure that system administrators can recover or at least know 

the cause the event of a system failure. Log recording has also 

acted as a form of defence against human attacks where 

predetermined techniques such as SQL injections can be easily 

identified.  

On an average web server receiving traffic of at least 

1000 unique visits a day generates a huge log that cannot be 

analysed manually. Now take the same web server and place it 

in a large company receiving over 10000 unique visits a day. 

The sheer size of the log file would turn down most system 

administrators as it is practically impossible to inspect as a 

human. Most log based intrusion detection systems on the 

market are pattern-matching technique based, that is, they 

compare the log entries to a set of predefined patterns that had 

been manually updated by security experts. Though this 

approach is effective in determining attacks of known patterns, 

the hassle is that for each new attack the system is defenceless 

and it takes the security experts a lot of time and effort to 

update the new patterns to the intrusion detection system.  

From this point of view, current intrusion detection systems 

are far from intelligent in that they exclusively rely on human 

intervention to operate effectively. Therefore, more advanced 

intrusion detection systems are highly desirable. These 

systems should be capable of detecting known and unknown 

intrusions intelligently and automatically, distinguishing 

normal network activities from those abnormal and possibly 

malicious ones without or with minimum human intervention.  

 

II. MOTIVATION 

 

Recently, some researchers and programmers 

utilizing data mining algorithms applied to log based intrusion 

detection systems came up with an effective anomaly 

detection based intrusion detection system that relied on 

nothing more other than the inflowing stream of logs to 

determine what is normal and what is not (possibly an attack). 

Those algorithms are based on supervised learning. That is to 

say, they are trained, other than being explicitly programmed, 

on data sets with labels indicating whether the instances are 

pre-classified as attacks or not. However, the techniques 

seemed cumbersome as manually labelling the large volumes 

of server data mostly over 1GB log files was expensive and 

difficult. This is what aspired the approach of unsupervised 

machine learning where no labels are pre-set hence the system 

is left to determine what is an attack and what is not.  

 

With no requirement for class labels, unsupervised 

learning algorithms seemed to solve this problem. A broad 

explanation of approach to intrusion detection systems is that 
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when an intrusion detection system becomes “familiar” with 

the data through the unsupervised learning algorithms, it is 

likely to detect “abnormal” data when they come in. Many of 

which are malicious.  

 

III. LITERATURE REVIEW 

 

BACKGROUND 

 

Designing an intelligent log based intrusion detection 

system involves with a broad range of knowledge, namely 

web server security, data mining techniques, learning 

algorithms and some novelty detection approaches.  

 

In this chapter, initially an introduction will point out 

the weight of the web server security problems. Afterwards, 

some conventional intrusion detection methods are briefly 

discussed before data mining based approaches in the log 

analysis are introduced. In the next section the topic of novelty 

detection is covered, which links closely to the detection of 

intruder intrusions. Finally, some related work will be re-

viewed.  

 

INTRUSION 

 

Threats to web servers come typically from the 

malfunction of hardware or software, or through malicious 

behaviour by users of software. Promptly resolving incidents 

is vital, considering the huge costs of data loss and server 

down-time.  

 

The abundance of computational resources makes 

lives of computer hackers easier. Without much effort, they 

can acquire detailed descriptions of system vulnerabilities and 

exploits to initiate attacks accordingly. According to statistics 

from CERT® Coordination Centre (CERT/CC), the most 

influential reporting centre for internet security problems, 

show that there was a dramatic increase of reported network 

incidents to CERT/CC (Ma, 2003).  

 

LOGS 

 

To protect servers from attacks, a common approach 

is to record server logs to monitor all those prominent 

activities. Each time a noticeable event happens in the server, 

an entry will be appended to a log file, in the form of plain text 

or binary format. Take web log files as an example. Every 

“hit” to a web site, including requests for HTML pages as well 

as images, is logged as one line of text in a log file. This 

records information about who is visiting, where they are from 

and what they are doing with the web server. Below is a 

sample of an apache log format,  

"%h %u %t\"%r\" %>s %b\"%{Referrer}i\" \"%{User-

Agent}i\"” 

 

This translates to: -  

 

%h –ip address 

%u – Authenticated userID if http authenticated 

%t – timestamp [day/month/year: hour: minute: second zone] 

%r – request line (method_usedrequsted_resource protocol) 

%>s– status code 

%b size of returned obj 

\"%{Referrer}i\” – http header referrer 

\"%{User-Agent}i\"”– the user agent 

 

Implementation: Regular expressions will be used to search 

through the requested URLs for known attack patterns such as; 

XSS  : Cross-Site Scripting 

 

  SQLI  : SQL Injection 

  CSRF  : Cross-Site Request Forgery 

  DOS  : Denial of Service 

  DT  : Directory Traversal 

  SPAM: Spam 

  ID  : Information Disclosure 

  RFE  : Remote File Execution 

  LFI  : Local File Inclusion 

 

This will be achieved through modified code forked from 

Scalp (a python library).  

 

IV. METHODOLOGY 

 

• Using the log analyzer that has powerfully trained and 

chosen classifier models capable to detect Web 

Application attacks, categorize and find the attack vector 

used into Cross-Site Scripting attack, SQL Injection, Path 

Traversal attack, LDAP Injection, XPath Injection, OS 

Command Injection, SSI, CRLF Injection, and to other 

Anomalous categories. 

• The Intrusion Detection System is tailored using the Flask 

web framework, with the machine learning models at the 

core of the application, providing the following 

functionalities. 

– Real-time Intrusion Detection System: Set up 

over a Web Server it actively monitors the Web 

Application against Cyber Attacks. 

– Static Log Analysis: Can detect security attacks 

conducted on an Organization in past. 

– Web Application Security Scanner: Automated 

scanning of Web Application to detect any 

possible attacks or vulnerabilities. 
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– Attack Query Tester: Capable of figuring out the 

category of attack used by a user-supplied string 

 

4.4.3 Machine Learning and Outlier Detection module 

 

Input: Two Inputs  

1. Vectorised logs to be checked 

2. Vectorised logs to be trained with (Normal dataset) 

 

Output: Detection Results 

 

Function: Two major functions:  

 Using the Normal Dataset to learn  

 Detect outlier activities based on the Normal Dataset 

 

Implementation: Two unsupervised learning algorithms are 

tried.  

 

1. Kmeans 

2. One Class Support Vector Machine (One class 

SVM)  

 

Screenshots 

 
Fig-Front-end 

 

 
Fig-Scan log file 

 

 
Fig-Log file scan 

 

 
Fig-Xamp 

 
Fig-Web application for scanning vulnerabilities 

 

 
Fig-Real time attack 
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Fig-Dataset 

 

 
Fig-CSIV 

 

Fig-SVM Graph Analysis 

 
Fig-Back-end 
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CONCLUSION 

 

The aims of this projects were to build an IDS that 

utilized machine learning to detect known and unknown attack 

patterns in apache logs. In this chapter the achievements, 

problems and limitations of the system are discussed.  

 

FUTURE WORKS 

 

plans are underway to modify the IntelliIDS into a 

real time scanner. However, many features need to be 

incorporated in the system to ensure better accuracy and hence 

higher detection rates. The features that miss in this version 

that would make this project even better are: 

 

i. Online Learning  

 

Incorporating the ability to access and analyze remote 

logs from say a hosted server. This will would increase the 

productivity of the system in that one system can be used from 

a stationary location to analyze and report on anomalies of 

remote systems in real-time. 

 

ii. Real time analysis 

 

This is a feature that is vital to any IDS, this will 

ensure that the system analyzes logs are they come in other 

than a post-analysis based approach that the current version 

works with.  
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