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Abstract- Medical records canimprove control of use of 

patient medical record which not only ensures the safety of the 

storage platform but also solves the matter of the only point of 

failure.Medical information will mirror the treatment scenario 

of patients promptly on time, and share treatment expertise 

with different medical establishments. However, once the 

shared medical information abused illicitly, the patient’s 

privacy will be leaked. Therefore, dominant the access right of 

medical information is associate imperative issue. encryption 

(ABE)is the only because of implement access management 

Besides, we leverage non-tamper able and traceable nature of 

blockchain technology to realize secure storage and look for 

data. the safety proof shows that our scheme achieves 

selective security for the choose keyword attacks. 
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I. INTRODUCTION 

 

 Nowadays, the speedy transformation of information 

technology has increased online info systems additional wide 

used in medical treatment, associated an oversize quantity of 

medical information is generated on a daily basis, like medical 

records, medical pictures, diagnostic reports, infectious 

diseases, etc.,medical information will show the treatment 

situations of patients on time, and share treatment expertise 

with different medical establishments. However, once the 

shared medical information abused illicitly, but since the cloud 

server is centralized, once the sole cloud model fails, it's going 

to cause the complete cloud server is not available. To solve 

this drawback, we tend to take into account celestial body File 

System (IPFS) as our storage platform. IPFS is also a 

decentralised storage protocol designed to traumatize 

excessive file redundancy, and it allocates a singular hash for 

each keep file, the user will notice the corresponding file in 

line with the hash address. Since IPFS is decentralised, there is 

not any single point of failure. Before storing information, we 

tend to encode the medical. The user’s non-public key's 

related to their attributes, while the ciphertext is alleged to the 

policy. The user will decode the ciphertext if and as long 

because the user’s non-public key meets the access policy 

among the ciphertext. we tend to store the hash worth of 

medical information among n information. Our 

Contributiontraumatize the effective access control of medical 

records and so the semi-honest and curious question of cloud 

servers, we tend to made associate attribute-based coding 

theme for secure storage and access of medical records among 

the IPFS storage environment. There are a lot of advantages in 

blockchain. 

 

1.1 Introduction to Blockchain 

 

The blockchain consist of a block with a hash value 

with it which is of next block location in the memory. The has 

value when decrypted with the sha algorithm it gives the 

memory location address of the next block. The block which is 

once created it cannot be edited or deleted which contributes 

to its security of the data. If someone tries to alter the details 

of the data then the system will check with the ledger in the 

decentralized location, which will tell the original data from 

the system and prevent data from being altered. 

 

1.2 Advantages of Blockchain 

 

• Enhanced security 

• Greater transparency 

• Instant traceability 

• Increased potency and speed 

• Automation 

 

1.3 Encryption of Storage using SHA256 

 

SHA256 is such a lot compatible with blockchain for 

authentication purpose. we have a tendency to use SHA-256 

as a result of this 256-bit secret is rather more secure than 

different common hashing algorithms. while not going into an 

excessive amount of technical detail, here square measure the 

key advantages of SHA-256. 
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Fig 1.1 View of a block with SHA256 

 

1. 4  Advantages of SHA256 

 

• It’s a secure Associate in Nursing sure trade normal: 

SHA-256 is trade standard that's sure by leading 

public-sector agencies and used wide by technology 

leaders. 

• Collisions square measure implausibly unlikely: 

There square measure 2256 potential hash values 

once victimization SHA-256, that makes it nearly not 

possible for 2 completely different documents to 

coincidently have the precise same hash price. (More 

on this within the following section). 

• The avalanche effect: not like some older hashing 

algorithms, even a really minor modification to the 

first info fully changes the hash value—what is 

thought as Associate in Nursing avalanche impact. 

• The main reason technology leaders use SHA-256 is 

that it doesn’t have any celebrated vulnerabilities that 

build it insecure and it's not been “broken” not like 

another common hashing algorithms. 

 

II. TESTING TECHNIQUES 

 

2.1.1 TESTING 

 

Testing could be a method of corporal punishment a 

program with the intent of finding miscalculation. A good test 

case is one that features a high chance of finding associate as-

yet –undiscovered error. A thriving test is one that uncovers 

associate as-yet- undiscovered error. System testing is that the 

stage of implementation, that is geared toward making certain 

that the system works accurately and expeditiously as 

expected before live operation commences. It verifies that the 

full set of programs suspend together. System checking needs 

a test consists of many key activities and steps for run 

program, string, system and is vital in adopting a thriving new 

system. this can be the last chance to observe and proper 

errors before the system is put in for user acceptance testing. 

 

2.1.2 WHITE BOX TESTING 

 

This testing is additionally referred to as Glass box 

testing. during this testing, by knowing the specific functions 

that a product has been style to perform check may be 

conducted that forty-five demonstrate every perform is totally 

operational at constant time checking out errors in every 

function. it's a test suit style methodology that uses the 

management structure of the procedural style to derive check 

cases.  

 

2.1.3 BLACK BOX TESTING 

 

during this testing by knowing the interior operation 

of a product, check may be conducted to confirm that “all 

gears mesh”, that's the interior operation performs in keeping 

with specification and every one internal part are adequately 

exercised. It basically focuses on the useful needs of the 

package. 

 

III. EXISTING SYSTEM 

 

In the existing system, various methodologies have 

been used to protect the medical images such as encryption, 

hashing, watermarking. Among these, encryption is the most 

suitable methodology to protect the integrity of the data. 

However, the conventional encryption techniques such as 

Advanced Encryption Standard (AES), Data Encryption 

Standard (DES) and International Data Encryption Standard 

(IDES) are not suitable for the encryption of medical images 

due to the integral features of the medical images such as high 

correlation between neighbouring pixels and redundancy. 

 

3.2 Proposed System 

 

In the proposed system an algorithm with SHA256 is 

used to encrypt the data of a patient of a decentralized storage 

system.To protect the medical images such as encryption, 

hashing, stenography and watermarking. Among these, 

encryption is the most suitable methodology to protect the 

integrity of the data. However, the conventional encryption 

techniques such as Advanced Encryption Standard (AES), 

Data Encryption Standard (DES) and International Data 

Encryption Standard (IDES) are not suitable for the encryption 

of medical images and records of patient. 

 

IV. SYSTEM ARCHITECTURE 

 

System architecture is the design model that defines 

the structure, behaviour, and more views of a system. An 

architecture description is a formal encryption and 
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representation of a system, organized in a way that supports 

reasoning about the structures and behaviours of the system. 

 

 
Fig 1.2: View of model 

 

V. MODULES 

 

 Doctor’s Registration and Login  

  Getting Appointment  

 ➢Token Generation and allow patient to take test 

 

5.2 MODULE EXPLANATION 

 

Doctor’s Registration and Login The doctor will 

register and further login to view the patient’s details. Getting 

Appointment, The Patient will register and login to get 

appointment and a unique token will be provided to every 

individual patient. Token Generation and allow patient to take 

test A unique token will be generated for patients. Then the 

doctor will check the patient and allows them to take test. 

Then the patient will proceed to the scanning process to the 

lab technician. Encrypting medical records store Block chain 

Server Access control, attribute-based encryption, block chain, 

electronic medical records, Interplanetary File System (IPFS). 

 

VI. CONCLUSION 

 

We have proposed a new storage system for keeping 

records of patients and adding security to the system website. 

We also secure the server of the system from any attacks to 

the server and safe guard the reports of the patient. The admin 

of the system can have access to the whole system and control 

any section of the system. 
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