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Abstract- Privacy protection in Content Based Image
Retrieval (CBIR) is a new research topic in cyber security and
privacy. The state-of-art CBIR systems usually adopt
interactive mechanism, namely relevance feedback, to
enhance the retrieval precision. How to protect the user’s
privacy in such Relevance Feedback based CBIR(RF-CBIR) is
a challenge problem. In this paper, we investigate this
problem and propose a new Private Relevance Feedback
CBIR(PRF-CBIR) scheme.PRF-CBIR can leverage the
performance gain of relevance feedback and preserve the
user’s search intention at the same time. The new PRF-CBIR
consists of three stages: 1) private query; 2) private feedback;
3) local retrieval. Private query performs the initial query
with a privacy controllable feature vector; private feedback
constructs the feedback image set and local retrieval finally
re-ranks the images in the user side. Privacy analysis shows
that PRF-CBIR fulfils the privacy requirements. The
experiments carried out on the real -world collection confirm
the effectiveness of the proposed PRF-CBIR scheme.

Keywords Cyber security, Relevance feedback, Private
query, Private feedback.

I. INTRODUCTION

Due to the popularity of various digital cameras and
the rapid growth of social media tools for internet-based photo
sharing, recent years have witnessed an explosion of the
number of digital photos captured and stored by consumers. A
large portion of photos shared by users on the Internet are
human facial images. Some of these facial images are tagged
with names, but many of them are not tagged properly. This
has motivated the study of auto face annotation, an important
technique that aims to annotate facial images automatically.
Auto face annotation can be beneficial to many real world
applications. For example, with auto face annotation
techniques, online photo-sharing sites (e.g., Facebook) can
automatically annotate user’s uploaded photos to facilitate
online photo search and management.

One challenge faced by such SBFA paradigm is how
to effectively exploit the short list of candidate facial images
and their weak labels for the face name annotation task. To

Page | 474

tackle the above problem, we investigate and develop a
search-based face annotation scheme. In particular, we
propose a novel unsupervised label refinement (URL) scheme
by exploring machine learning techniques to enhance the
labels purely from the weakly labeled data without human
manual efforts. We also propose a clustering- based
approximation (CBA) algorithm to improve the efficiency and
scalability. We investigate and implement a promising
searchbased face annotation scheme by mining large amount
of weakly labeled facial images freely available on the WWW.
We note that a short version of this work had appeared in
SIGIR2011. This journal article has been significantly
extended by including a substantial amount of new content.
We conducted an extensive set of experiments, in which
encouraging results were obtained.

Il. LITERATURE REVIEW

For content level access, very often database needs
the query as a sample image. However, the image may contain
private information and hence the user does not wish to reveal
the image to the database. Private content based image
retrieval (PCBIR) deals with retrieving similar images from an
image database without revealing the content of the query
image - not even to the database server. We propose
algorithms for PCBIR, when the database is indexed using
hierarchical index structure or hash based indexing scheme.
Experiments are conducted on real datasets with popular
features and state of the art data structures. It is observed that
specialty and subjectivity of image retrieval (unlike SQL
queries to a relational database) enables in computationally
efficient yet private solutions. Our solution enables both
encrypted storage and searching using CBIR queries while
preserving privacy. Hence our proposed work achieves better
performance compared to existing methods.

I11. EXISTING SYSTEM

Most of existing research efforts focused on privacy
protection for CBIR in the cloud computing environment. In
this scenario, the privacy issue arises because of untrustworthy
cloud. The main challenge is to leverage the tremendous
computing power of the cloud for CBIR, whilst preventing the
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cloud from learning anything useful about the image dataset
and query. While the images can be protected separately using
image encryption technologies, the main concern is how to
perform the similarity computation among the image features
in a privacy preserving way. Feature/index randomization and
encryption are the commonly adopted methods. Very few
works have been devoted to address the privacy issue in the
viewpoint of the untrustworthy CBIR service provider. The
major privacy concern in this situation is that the user’s search
intention could be learned by the service provider. Based on
the search intention, service provider can infer the user’s
profile, such as user’s interest, living place, health condition
and even commercial secret. For example, in the medical field,
query with tumor images could leak the user’s health
condition to service provider. In the viewpoint of privacy
protection for big data, user’s search intention on CBIR is a
primary source to profile user for potential malicious
activities.

IV. PROPOSED SYSTEM

The issues faced during image based content search
now days are user privacy issue and relevant images with
respect to user query is not accurate. Our proposed method
initially focuses on input image and extract its histogram value
and given it as input for search in cloud. Keeping this as a
query cloud could not identify or predict user’s interest hence
privacy issue of user is reduced. The other most important
issue faced by clients are most of the search result does not
meet user expectation which means current data retrieval
method incorporates some irrelevant results which are may be
related to that particular query. To overcome this issue user
feedback approach has been taken as input once a user
receives certain image as output for his/her query he/she may
give feedback to the results generated. That is according to
particular user query the received results which are relevant to
that particular query will be marked as most relevant and this
information is collected as feedback from clients. With this
information our database will be retrained and stored. Hence
our proposed work achieves accurate result and secure image
based content search in cloud.

V. MODULES
REGISTRATION MODULE:

Both user and admin should initially register in our
system to upload and search data from our database. Admin
module plays an important role in our project. Admin module
is responsible for uploading and deleting file in a database.
Similarly receiving feedback from users and acting respective
to it are the responsibility of admin. Once admin login to our
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system he/she can upload an image with its respective
keyword for efficient search result.

HISTOGRAM VALUE EXTRACTION:

In this module, users will login to our system and
select image for search. Now the selected image is considered
as input and its histogram value is calculated. The first step is
to divide the range of values into a series of intervals (bin) of
equal sizes. These intervals are consecutive, non-overlapping
and adjacent. In the second step frequency of each bin is
generated which is nothing but the number of values in each
bin. A gray scale image’s histogram generation process
typically plots the frequency at which each grey-level occurs
from 0 to 255. Histogram represents the frequency of
occurrence of all grey-levels in the image, that means it tell us
how the values of individual pixel in an image are distributed.
The color histogram generation approach uses a method
relatively different from the gray scale even though values in
all the three (3) channels such as what is found in the RGB
(Red, Green, and Blue) images are used as well.

EDGE DETECTION AND CLASSIFIER:

Edge detection methods, transforming original
images into edge images, benefit from the changes of grey
tones in the image. In image processing especially in computer
vision, the edge detection treats the localization of important
variations of a grey level image and the detection of the
physical and geometrical properties of objects of the scene. It
is a fundamental process which detects and outlines of an
object and boundaries among objects and the background in
the image and it is the most familiar approach for detecting
significant discontinuities in intensity values. Finding the edge
direction is trivial once the gradient in the x and y directions
are known. However, you will generate an error whenever
sum X is equal to zero. So in the code there has to be a
restriction set whenever this takes place. Whenever the
gradient in the x direction is equal to zero, the edge direction
has to be equal to 90 degrees or 0 degrees, depending on what
the value of the gradient in the y-direction is equal to. If GY
has a value of zero, the edge direction will equal 0 degrees.
Otherwise the edge direction will equal 90 degrees.

FEEDBACK MODULE:

In this module, the result obtained from the database
according to user query (input histogram and edge detection)
is shown. User will select most relevant images with
respective to his/her query and submit it as feedback to our
system. This feedback is used to avoid irrelevant data retrieval
from database with respect to user query. Our system
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calculates edge detection, text classification and majority
voting for reorder the results for improving performance of
our system.

VI. CONCLUSION

This problem addressed a new problem of privacy
protection in RF-CBIR. A new PRF-CBIR scheme is proposed
to protect the user’s search intention and leverage the
performance gain of relevance feedback. PRF-CBIR consists
of three stage: private query, private feedback and local
retrieval. PRF-CBIR can deal with query attack, result attack
and feedback attack existing in RF-CBIR. We provided a
theoretical analysis on privacy protection of the new scheme.
It shows the new scheme can effectively control privacy
leakage and significantly reduce the attack success probability.
Moreover, we carried out a large number of experiments on a
real world image collection. The results demonstrate that the
privacy preserving performance of PRF-CBIR is significantly
improved compared to RF-CBIR, while the retrieval
performance sacrifice is acceptable.

VII. RESULTS
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Fig.1. Login Page

Fig.2. Main Page
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Fig.7. Relevant Images
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