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Abstract- Cloud storage auditing schemes for shared data 

refer to checking the integrity of cloud data shared by a group 

of users. User revocation is commonly supported in such 

schemes, as users may be subject to group membership 

changes for various reasons. Previously, the computational 

overhead for user revocation in such schemes is linear with 

the total number of file blocks possessed by a revoked user. 

The overhead, however, may become a heavy burden because 

of the sheer amount of the shared cloud data. We propose a 

novel storage auditing scheme that achieves highly-efficient 

user revocation independent of the total number of file blocks 

possessed by the revoked user in the cloud. This is achieved by 

exploring a novel strategy for key generation and a new 

private key update technique. Using this strategy and the 

technique, we realize user revocation by just updating the non 

revoked group users’ private keys rather than authenticators 

of the revoked user. Meanwhile, the proposed scheme is based 

on identity-based cryptography, which eliminates the 

complicated certificate management in traditional Public Key 

Infrastructure (PKI) systems. Instead of changing non revoked 

user key we can implement Random key generator for file 

accessing in a group. Hence unauthorized user as well 

authorized user could not access the file with the key 

generated again and again. Hence our system provide high 

security and increases performance compared to other 

available methods. 

 

Keywords- Cloud computing, User revocation,Cloud 

storage auditing,Identity based cryptography. 

 

I. INTRODUCTION 

 

 The data sharing is one of the most widely used 

services that the cloud storage provides. With data sharing 

service, users can share their data in the cloud with a group of 

users, and reduce the burden of local data storage. Users, 

however, will lose the physical control over their data when 

they share them in the cloud. In order to check the data 

integrity, some cloud storage auditing schemes for shared data 

are proposed. When a group user misbehaves or leaves the 

group, the user should be revoked from the group. Therefore, 

user revocation is a common realistic necessity in cloud 

storage auditing for shared data. In cloud storage auditing 

schemes, the data owner needs to use his/her private key to 

generate authenticators(signatures) for file blocks. These 

authenticators are used to prove that the cloud truly possesses 

these file blocks. When a user is revoked, the user’s private 

key should also be revoked. For traditional cloud storage 

auditing schemes for share data, all of authenticators generated 

by the revoked user should be transformed into the 

authenticators of one designated nonrevoked group user. In 

this case, this non-revoked group user needs to download all 

of revoked user’s blocks, re-sign these blocks, and upload new 

authenticators to the cloud. Obviously, it costs huge amount of 

computation resource and communication resource due to the 

large size of shared data in the cloud. In order to solve this 

problem, recently, some auditing schemes for shared data with 

user revocation have been proposed. When a user is revoked, 

the cloud will transform the authenticators of the revoked 

user’s blocks into the authenticators of one non-revoked group 

user corresponding to these blocks, with a re-signing key. The 

computation overhead of user revocation is still linear with the 

total number of file blocks stored by the revoked user in the 

cloud. Although this method relieves the burden on the non-

revoked group user, it transfers the burden to the cloud. 

 

We construct a novel cloud storage auditing scheme 

for shared data supporting real efficient user revocation in this 

paper. In this design, the group’s public key is replaced by the 

group’s identity information, which remains unchanged in the 

whole lifetime. The group’s private key derives from two 

components. One component remains fixed since being issued, 

and the other component alters with user revocation. We also 

propose a novel private key update technique to support user 

revocation. When users are revoked from the group, all of the 

non-revoked users can update their private keys by this 

technique to make the cloud storage auditing still work, while 

the identity information of the group does not need to change. 

In addition, the revoked users are not able to upload data and 

authenticators to the cloud any more. In this way, all of the 

authenticators generated before user revocation do not need to 

be recomputed. Therefore, the overhead of user revocation is 

fully independent of the total number of the revoked user’s 

blocks. Even when the amount of data is immense, the group 

can still complete user revocation very efficiently. Besides, 

our scheme is based on identity-based cryptography, which 
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eliminates the complicated certificate management in 

traditional PKI systems, including certificate generation, 

certificate revocation, certificate renewal, etc.  

 

II. LITERATURE REVIEW 

 

Cloud computing is a set of IT services that are 

provided to a customer over a network on a leased basis and 

with the ability to scale up or down their service.With cloud 

computing and storage services, data is not only stored in the 

cloud, but routinely shared among a large number of users in a 

group. It remains elusive, however, to design an efficient 

mechanism to audit the integrity of such shared data, while 

still preserving identity privacy. In this paper, we propose 

Knox, a privacy-preserving auditing mechanism for data 

stored in the cloud and shared among a large number of users 

in a group. Enabling file key revocation, we improve the 

secure file sharing in cloud storage. 

 

III. EXISTING SYSTEM 

 

The data sharing is one of the most widely used 

services that the cloud storage provides. When a group user 

misbehaves or leaves the group, the user should be revoked 

from the group. Therefore, user revocation is a common 

realistic necessity in cloud storage auditing for shared data. In 

cloud storage auditing schemes, the data owner needs to use 

his/her private key to generate authenticators (signatures) for 

file blocks. These authenticators are used to prove that the 

cloud truly possesses these file blocks. When a user is 

revoked, the user’s private key should also be revoked. For 

traditional cloud storage auditing schemes for share data, all of 

authenticators generated by the revoked user should be 

transformed into the authenticators of one designated non-

revoked group user. 

 

DISADVANTAGES: 

 

 Costs huge amount of computation resource and 

communication resource due to the large size of shared 

data in the cloud. 

 Reconstruction key for the entire group or shared data is a 

huge process. 

 The matter will be even worse when the membership of 

the group frequently alters. 

 

IV. PROPOSED SYSTEM 

 

In cloud when a user register their detail to utilize the 

facility of cloud he/she will be allotted with a unique ID and 

password. When user wants to upload their data he/she can 

encrypt it for security and upload it in cloud. Cloud will not 

provide complete security therefore we trust third party for 

key generation and maintenance. If a new user needs 

particular file that particular user need file accessing key first. 

Once the file accessing key received he/she can download that 

specific file from cloud in encrypted format. To decrypt the 

file that particular user need that specific file key. Instead of 

changing the key in the remaining members in a group we are 

going to change the file access key randomly each time. 

Therefore if a user revoked from a group instead of changing 

the key for remaining member in our proposed we are going to 

change file access key which enhances security level and 

avoid unauthorized user access. Similarly computation process 

and cost consumption process are reduced in our work which 

increases performance of our system. 

 

ADVANTAGES: 

 

 Unauthorized user does not access the file without user 

knowledge. 

 Key revocation process was completely reduced which 

reduces overhead of our system. 

 

V. SYSTEM DESIGN 

 

 
 

VI. MODULE DESCRIPTION 

 

A. CLOUD SERVER: 

 

Cloud is the huge storage of resources. Cloud is 

responsible for storing all members of data and access to the 

file within a group to other group members based on 

publically offered revocation list which is maintained by 

Group Admin. We imagine that the cloud server is honest but 

curious. That is, the cloud server will not unkindly delete or 

alter user data, due to the security of data auditing schemes. 

 

B. USER REGISTRATION:  
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After successful creation of cloud setup, members 

want to get registered with the system through user 

registration process. While registering, members have to 

submit their personal details for completion of registration 

process. User registered with their information such as identity 

(user name, mobile no and email-id). During registration 

process, user got unique identity and access structure. This 

generates secret key for the members. For registered users 

they will obtain private key, that secret key is used for file 

encryption and decryption. 

 

File upload is the method of storing specified data 

files into the cloud. Uploaded files remains in the cloud up to 

the time specified while uploading the file. Before uploading 

the file, file has to be encrypted and compacted to ensure 

security and privacy of the files. 

 

To access the data that are store in the cloud, group 

member will give request as group id, data id. Cloud server 

will verify their signature, if the group member in the same 

group then allow to access file. Group member have rights to 

access data, but not having rights to delete or alter the data that 

are store in the cloud. 

 

C. GROUP MEMBERS:  

 

Group members are a set of registered users that will 

store their private data into the cloud server and share them 

with others in the group. Both Group Admin and group 

member can login using their login details. After successful 

login, Group Admin activates newly added users of the cloud 

by generating keys for each member using bilinear mapping 

and send it to the corresponding group members. He can also 

check the group details, and assign group signature. After 

successful login, Group Members signature is verified. After 

successful verification, the member can upload, download and 

can modify the files. Group member must be encrypting data 

file before uploading to the cloud. Here encryption will be 

done through Random key generator for ensuring high level 

security.  

 

D. GROUP ADMIN: 

 

The Group Admin is acted by the administrator of the 

company. Therefore we imagine that the Group Admin is fully 

trusted by the other parties. Group Admin perform various 

operations such as system parameters generation, user 

registration, group creation, assign ring signature, generation 

of private key using bilinear mapping and assign to the 

requested user, maintain revocation list and migrate this list 

into cloud for public use, and traceability. 

 

Key Distribution: Means of distribute secret keys through the 

Group Admin that is valid only if the group members are not 

revoked from the group. Key can be updated by generating 

new key from an old key. 

 

User Revocation: User revocation is the method of removal of 

user from system user list which is performed by group admin. 

Group admin can directly revoke multiple users through 

public revocation list at every time without affecting any non 

revoked user. If the login credentials of the specified user 

matches with the details of revocation list then access denied. 

 

E. RANDOM KEY GENERATOR: 

 

To create Random key Matrix of size (16x16) we 

have to take any key. The size of key must be less than or 

equal to 16 characters long. These 16 characters can be any of 

the 256 characters (ASCII code 0 to 255). The relative 

position and the character itself is very important in our 

method to calculate the randomization number, the encryption 

number and the relative shift of characters in the starting key 

matrix. We take an example how to calculate randomization 

number, the encryption number and relative shift from a given 

key. 

 

VII. CONCLUSION 

 

In this paper, we propose an identity-based cloud 

storage auditing scheme for shared data, which supports real 

efficient user revocation. In our scheme, the cloud or the non-

revoked user does not need to change the key of exist user in 

cloud. The overhead of user revocation in our scheme is fully 

independent of the number of the revoked user’s blocks. 

Security proof and experimental results show that our 

proposed scheme is secure and efficient. 

 

VIII. RESULTS 

 

 
Fig. 1.User registration page 
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Fig. 2.User login page 

 

 
Fig. 3. File uploading page 

 

 

 
 

Fig. 4. File uploaded successfully 

 

 
Fig. 5. File details page 

 

 
Fig. 6. File search tab 
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