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Abstract- Intelligent Transport Systems (ITS) are designed in 
order to ensure the security of users within the vehicle-specific 
applications. The users communicate with each other in order 
to exchange important information which can avoid any kind 
of losses. There are various applications of the ITS which are 
also related to the Vehicle Transportation. For the purpose of 
enhancing the safety and efficiency of ground transportation 
networks, real-time information is required for which the 
Vehicular Ad hoc Networks (VANETs) were introduced. 
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I. INTRODUCTION 
 
 A type of self-configuring network that supplies 
vehicle to vehicle and vehicle to road communications is 
known as an ad hoc vehicle network. The information is 
distributed on the network through the nodes that are 
represented as servers or clients. The computerized system 
comprises various components, such as computers, 
communications, and management technologies, as well as 
sensors and control innovations. The operation of a transport 
system can be improved by integrating these functions. 
Warnings regarding environmental hazards, traffic and road 
conditions and the transmission of local information among 
vehicles are provided using VANETs. If there is such a 
condition where there are traffic jams, road closures or 
accident accidents, the information may be spread across the 
network. This could help drivers avoid specific routes as well 
as save time. Vehicles spread warnings on other vehicles by 
appropriate communication [1]. 
 

II. PROPOSED WORK 
 

In this research paper, propose the technique that can 
detect and isolate the harmful nodes in the network that are 
responsible for triggering the DDOS attack. DDOS attack is 
denial of the type of service attack in which the malicious 
node can select some of the nodes that can flood the victim's 
node with raw packets. In this paper, the mutual authentication 
technique is proposed for detecting harmful nodes in the 

network. Nodes that are unable to prove their identity will be 
detected as harmful nodes in the network. 

 
III. OBJECTIVES 

 
Following are the various research objectives:-  
 

1. To study various security vulnerabilities of vehicular 
Adhoc network and existing schemes to handle it. 

2. To propose a novel techniques for detection of 
DDOS attack in VANETs. 

3. To implement the proposed scheme using simulation. 
4. To compare the proposed scheme with the some of 

existing scheme in terms of throughput, packet 
delivery ratio and routing overhead. 

 
IV. IMPLEMENTATION STRATEGY 

 
In this paper, we propose the technique that will 

detect the harmful nodes in the network and will detect the 
harmful nodes by following the steps to be followed: -  
 

1. In the first step, the network will be implemented 
with the finite number of nodes of the vehicle. . The 
fixed bandwidth will be allocated to each node of the 
vehicle in the network. 

2. The roadside units will begin to analyze the 
bandwidth consumption of each node of the vehicle, 
and the node that will use the bandwidth above the 
allocated value will be the harmful node. 

3. In the third stage, the roadside units will check the 
type of packets that the node using bandwidth sends 
over the allocated value. When the node sends the 
data packets to the victim's node, it may be the 
malicious node.  

4. In the last step, the nodes that will send the harmful 
data packets, if that node will receive control packets 
from any node, then that node will be detected as the 
malicious node that will be responsible for triggering 
the DDOS attack. 
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V. PROPOSED ALGORITHM 
  

The technique is proposed in this research paper for 
the detection and isolation of harmful nodes in the network. 
Harmful nodes are responsible for triggering the DDOS attack 
on the network. The proposed technique is based on two types 
of messages which are data packets and control packets. 
Vehicles and road side units are responsible for detecting 
harmful nodes in the network. DDOS attack is the special type 
of attack in which the harmful nodes select the nodes that 
flood the victim's node. Nodes that do not represent a small 
maximum number of packets in the network and nodes that 
flood the maximum number of packets are selected as IDS 
nodes. IDS nodes detect harmful nodes. When the network 
flow has been reduced to the threshold value, then the 
technique of monitoring mode is applied in which each node 
follows its adjacent node. The node that sends data packets 
above the threshold value is marked as harmful nodes. At the 
same time, if the nodes marked as malicious receive control 
packets, the nodes that send control packets are marked as 
harmful nodes. The proposed technique does not require 
additional hardware or software to detect harmful nodes in the 
network. 

 

 
 
5.1 ISOLATION ALGORITHM 
 
Input: Sensor node, malicious node  
Output: Secure path establishment 
1. The network is deployed with the finite number of sensor 
nodes   
2. The source flood route request messages in the network  
3. Check the round trip time by sending and receiving route 
request, reply messages in the network  
4. if source receive route reply from malicious nodes  
 Discard the route reply  
 If the route trip time is high  
 Discard the route reply  
Else  
Process the request  
5. Select the path from source to destination on the basis of 
hop count and sequence number  
 If malicious node exists in the path  
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 Discard path  
 Else  
Process the path for data transmission  
 

VI. RESULT AND DISCUSSION 
 
An open-source simulator that provides substantial 

support for routing using multicast and IP protocols is known 
as Network Simulator  

 
This simulator runs on similar Unix operating 

systems. There are several benefits to using this simulator. 
More protocol numbers are supported by it, and network 
traffic is graphically detailed here. In addition, to perform 
queuing and queuing, different algorithms are supported by 
this tool. The routing algorithm accepts the directing and 
broadcasting of the local network. Other algorithms, such as 
the right tail, the round faucet, and the first one are also 
executed by the standby algorithm. 
  

In the late 1990s, NS2 was introduced as a variant of 
the REAL network simulator. The dynamic behavior of the 
flow and congestion control mechanisms within the packet 
switched data networks was evaluated using the REAL 
network simulator. 

 
A simulated program known as VINT (Virtual 

Internetwork Test-pat) is responsible for introducing NS2. 
Several MAC layer protocols, routing, and multicasting 
protocols are supported by Transmission Control (TCP) and 
User Datagram Protocol (UDP) simulations. The simulation is 
stored in the track files based on the user's requirement. Based 
on the different components, the tracking files are fed as input. 
The following are the two major components of this tool: 

1. To generate a simulated scenario, use the NAM 
(.nam) file. 

2. To generate graphical results using a component 
known as graph X, a trace file (.tr) is used. 

 
VII. IMPLEMENTATION 

 

 
Fig 7.1: Deployment of network 

 

As shown in figure 4.1, the vehicular adhoc network 
is deployed with the finite number of vehicle nodes. In the 
network road side units are deployed which will pass the 
sensed information to the vehicle nodes  
 

 
Fig 7.2: Communication in the network 

 
As shown in the figure 7.2, the network is deployed 

in which vehicle nodes can communicate with each other. The 
malicious nodes select its victim nodes which trigger attack on 
the legitimate node   

 

 
Fig 7.3: Trigger of attack 

As shown in figure 4.3, the malicious node selects its 
victim node which triggers attack on the victim node. This 
leads to reduction in network throughput, increase delay and 
packet loss  

 

 
Fig 7.4: Attack Scenario 
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As shown in figure 7.4, the malicious node selects its 
victim node which triggers attack on the victim node. This 
leads to reduction in network throughput, increase delay and 
packet loss  
 

 
Fig 7.5: Marking of nodes which are sending data packets 

 
As shown in figure 7.5, the malicious node selects its 

victims which will flood the network with the rouge data 
packets. The bandwidth is allocated to each node and node 
which is using above allocated bandwidth will may be the 
malicious node. 

 

 
Fig 7.6: Marking of nodes which are sending control 

packets 
As shown in figure 4.6, the node which is sending the 

data packets above the threshold values will be the malicious 
node. In this figure the node is detected which send data 
packets.  

 

 
Fig 4.7:  Isolation of malicious nodes 

 

As shown in figure 4.7 the node which is sending the 
data above the threshold value will be detected as the 
malicious node.  

 

 
Fig 7.8: Routing overhead 

 
As shown in figure 7.8, the routing overhead is 

compared between the existing technique, proposed technique 
and when the attack is triggered in the network. 

 
Table 7.1: Routing Overhead 

 

 
Fig 7.9: Packet loss 

 
As shown in figure 7.9, the packet loss of the 

proposed, existing and attack scenario is compared and it is 
been analyzed that packet loss of the proposed technique is 
minimum as compared to other scenarios. 
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Table 7.2: Packet loss Comparison 

 
 

 
Fig 7.10: Throughput 

 
As shown in figure 7.10, the throughput of the 

proposed, existing and base paper technique and it is been 
analyzed that network throughput of proposed technique is 
maximum due to isolation of DDOS attack.  

Table 7.3: Throughput Comparison 

 
 

 
Fig 7.11: Comparison of Routing Overhead proposed vs 

existing technique 
 
As shown in figure 7.11, the routing overhead of the 

proposed and existing technique is compared for the 
performance analysis. It is analyzed that due to occurrence of  
DDOS attack in the network, the routing overhead is quite 
high. When the malicious node detect from the network, the 
routing overhead is reduced in the network  

 

 
Fig 7.12: Comparison of Packet loss proposed vs existing 

technique 
 

As shown in figure 7.12, the packet loss of the 
proposed and existing algorithms is compared for the 
performance analysis. Due to occurrence of DDOS attack in 
the network, the packet loss is high and when the malicious 
nodes are detect from the network, the packet loss is reduced 
and efficiency of the network is increased  
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Fig 7.13: Comparison of Throughput proposed vs existing 

technique 
 

As shown in figure 7.13, the throughput of the 
proposed and existing techniques is compared for the 
performance analysis. It is analyzed that throughput of the 
proposed technique is high due to isolation of malicious nodes 
from the network when compared to scenario which has 
malicious nodes. 

 
 QUALITATIVE COMPARISON 
  

Table 7.4 Qualitative Comparison 

 
 

As shown in table 7.4, the existing and proposed 
algorithms are compared in terms of various parameters. It is 
analyzed that proposed algorithm works well in terms of 
qualitative parameters 
 

VIII. CONCLUSION AND FUTURE WORK 
 

VANETs are gaining popularity in the field of 
research due to their increase in demand within the real-time 
applications. There is no infrastructure required within these 
networks and all the vehicles as well as roadside units are 
linked with each other to exchange the information. Along 
with the exchange of information, certain warning messages 
are also forwarded as per the traffic conditions so that 
disasters can be prevented. A very commonly used technology 

to deploy VANETs today is Wi-Fi IEEE 802.11. Either the 
802.11b or 802.11 g are the two various standards used to 
access the media within all the connected vehicles of wireless 
network interface. They are basically the general purpose 
standards in which the requirements of high dynamic network 
are not fit exactly. Within the scenarios that have short or 
medium range communication service within VANETs, the 
DSRC (Dedicated short-range communication) is proposed in 
this work as a communication standard. The latency is reduced 
and exchange data rate is increased with the implementation of 
proposed algorithm. During the mobility of vehicles, only 
limited range of communication is possible as per the IEEE 
802.11 standard. Therefore for increasing the effective data 
packet exchange and minimizing the transmission time and 
network utilization, very optimal configuration protocols are 
to be introduced. The DDOS is the active type of attack which 
is triggered by the malicious nodes in the network. The DDOS 
attack reduces network efficiency in terms of various 
parameters like throughput, packet delivery ratio and end to 
end delay. In this research work, the technique will be 
designed which will be based on the threshold technique. In 
the threshold technique when the malicious node is 
transmitting data above the threshold value will be detected as 
the malicious nodes from the network. The proposed 
improvement leads to increase network performance and 
detection of malicious nodes from the network. The proposed 
algorithm is implemented in NS2 and simulation results shows 
improvement in terms of throughput, packet loss and delay 
 
8.1 FUTURE WORK 
 
Following are the future prospective of this research work:- 
 

1. The proposed algorithm can be further improved 
which ensure the data integrity in the network 

2. The proposed algorithm can be further compared 
with the other algorithms which ensure data security. 
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