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Abstract- As a new generation of network architecture with 

subversive changes to traditional IP networks, Content 

Centric Networks (CCN) has attracted widespread attention 

from domestic and foreign scholars for its efficient content 

distribution, multi-path and secure routing features. The 

design atchitecture  of CCN network has many advantages. 

However, it is also easily used illegally, which brings certain 

sectrity problems. For example, objectified network resources 

which include requesters, publishers, content, and node routes 

, are faced with many security threats, such as privacy 

attribute disclosure, privacy detection, content information 

disclosure, and spoofing and  denial of service attacks. A node 

routing security scheme based  on dynamic reputation value is 

proposed for the security problem of node routing. It is 

convenient for detecting node routing attacks and defending in 

time. And it could provide security for the Content Centric 

Networks node routing without affecting the node routing 

advantages and normal user requests. 
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I. INTRODUCTION 

 

 Wireless sensors, and the arrangement of these small, 

electronic devices into radio networks, have introduced the 

capability of remotely monitoring a physical environment for 

a wide variety of parameters. In effect, there is additionally the 

ability to interface the physical world, monitoring whatever 

parameter is of interest, with the internet. 

 

Mobile Wireless Sensor Network 

 

Mobile wireless sensor networks (MWSNs) can 

simply be defined as a wireless sensor network (WSN) in 

which the sensor nodes are mobile. MWSNs are a smaller, 

emerging field of research in contrast to their well-established 

predecessor. MWSNs are much more versatile than static 

sensor networks as they can be deployed in any scenario and 

cope with rapid topology changes .With the development of 

MEMS and robotic techniques, mobile sensors are realized by 

putting in sensing devices on mobile platforms. 

Hybrid Wireless Device Network 

 

Hybrid wireless device networks (WSNs) that consist 

of such mobile sensors and conventional static sensors, open 

new frontiers of WSN analysis. Mobile sensors have more 

powerful sensing and computing capabilities. They can move 

to specific locations to hold out missions such as replacement 

broken nodes or analyzing suspicious events. Adding quality 

to a WSN considerably improves its ability and reduces the 

deployment and maintenance costs. We are interested in the 

situation of dispatching “multi-attribute” mobile sensors to the 

locations of events showing within the sensing field. Static 

sensors are responsible for reporting wherever suspicious 

events appear. Mobile sensors then move to those event 

locations to conduct in-depth analysis. Given a group of 

attributes A, each event reported by static sensor(s) is 

associated with one attribute in A. Mobile sensors are 

equipped with multiple sensing devices, therefore every of 

them will analyze multiple attributes of events.  

 

Multi-Attribute Mobile Sensor 

 

Multi attribute mobile (MAM) sensors. However, 

MAM sensors may have different attributes. When an event of 

attribute ai∈ A is reported by static sensor(s), only the MAM 

sensors with attribute ai can be dispatched to analyze that 

event. 

 

II. RELATED WORK 

 

Task Allocation In MRSs  

 

 MRS is one research topic in robots, which adopts 

multiple cooperative robots to accomplish a specific task in 

the uncertain environment .develop multi-agent reinforcement 

learning schemes to train robots to learn the mappings 

between their statuses and actions. Obviously, these studies 

have different objectives from our paper. Multi-robot task 

allocation, on the other hand, considers assigning multiple 

tasks to a team of mobile robots. Each task indicates a target 

location required to be visited by one robot, and the objective 
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is to minimize the total cost (for example, the moving distance 

of all robots).  

 

Sensor Maneuver In WSNs 

 

 Several research efforts investigate how to move 

mobile sensors to adjust the network topology for some 

purposes. moves sensors to approximate the distribution of 

events and maintain complete coverage of the sensing field. 

After identifying coverage holes, to move sensors to fill these 

holes. Both adopt virtual forces among sensors to make them 

evenly distribute over the sensing field. After computing the 

locations to place sensors investigate how to dispatch sensors 

to these locations in an energy-efficient manner. This issue is 

similar to the sensor dispatch problem, but they consider 

minimizing the energy consumption of sensors in only one 

round. Mobile sensors have also been considered to track 

moving objects. Given targets in a mobile WSN addresses 

how to move sensors to improve the quality of tracking a 

target, while avoid potential breakage of network connectivity 

and reduce the loss of sensing coverage due to sensor 

movement.  

 

III. PROPOSED METHODOLOGY 

 

The CCN network implements the process of 

communication from "host-host" to "request content 

acquisition content". The main body of the service is content, 

not storage location. Unlike traditional IP networks, node 

routing can cache content information in order to shorten the 

information request time and improve communication 

efficiency. CCN's special architectural design and unique 

advantages have attracted the attention of attackers while 

being widely concerned by the academic community. The 

hidden danger zone in the architecture is used to attack and 

steal private information on various objects in the network. At 

present, academic research on CCN network content mostly 

focuses on caching and routing. There is not much research on 

its security and privacy. The object of the requester, 

information dissemination, content, and other network node 

routing resources are still faced with many issues of privacy 

and security 

 

 
Fig 3.1: System Architecture 

 

 Advantages 

 

 To provide security for the node routing without 

affecting the request of the legitimate user. 

  Network traffic scales with the content creation rate 

rather than the content consumption rate as in the 

current network 

 Hosting data is as simple as naming the data and 

providing a CCN node which indicates it can fulfill 

requests for the data name 

 To shorten the information request time and improve 

communication efficiency. 

 

Another advantage of this configuration is that small 

mobile robots are inexpensive and thus can be employed in 

larger numbers. To enable cooperation within the team, the 

robots have communication abilities and the parent robot is 

able to teleoperate the child robots within its line-of-sight. 

Similar team configurations were presented. For many robotic 

tasks, a model of the environment is a necessary prerequisite. 

Since cameras have become flexible, low-priced and 

lightweight devices, image-based mapping is an attractive 

alternative to mapping with range sensor especially for robots 

with limited resources. 

 

IV. SYSTEM IMPLEMENTATION 

 

SYSTEM MODULE 

 

The System Modules are  

 

 CCN Network Formation 

 Node Routing 

 Protection Mode  

 Defense Function Algorithm 

 

MODULES DESCRIPTION 

 

CCN Network Formation 
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During the communication process, the request 

packet is issued by the content requester and arrives at the 

node route. The packet is returned if the interest request 

content is already cached in the node route. Otherwise, node-

routed broadcast or default port forwarding is used. The 

request packet continues to be passed until the interest packet 

arrives at the content server, and the content server returns the 

content data packet. According to the different roles of various 

resources in the CCN network, CCN network resources can be 

divided into different objects such as content requester, 

content publisher, content, and node routing. 

 

Node Routing  

 

The request and release of content information in the 

CCN network is the basis of the communication of the service 

subject[9~10]. Communication between subjects is guaranteed 

only if the consistency of the process between the requester 

object and the publisher object is guaranteed. And these 

depend on the node routing object is relatively safe. Currently, 

the security problems of node routing include resource 

exhaustion, timing attacks, interference attacks, and flooding. 

 

 Protection Mode 

 

The request and release of content information in the 

CCN network is the basis of the communication of the service 

subject[9~10]. Communication between subjects is guaranteed 

only if the consistency of the process between the requester 

object and the publisher object is guaranteed. And these 

depend on the node routing object is relatively safe. Currently, 

the security problems of node routing include resource 

exhaustion, timing attacks, interference attacks, and flooding. 

 

Defense Function Algorithm 

 

  The defense mechanism algorithm of the node 

routing object consists of two parts: (1) delay mechanism, (2) 

cooperative defense. The delay mechanism mainly uses each 

node routing object to have an ILU collection, and the 

collection contains the abnormal node user marked as the 

attack object. Node routing generates a random delay for each 

node user through a delay generation algorithm. The node 

responds immediately to a user interest request that is not 

considered an attacker. The routing response to two different 

requester nodes is shown in the figure below. When the 

legitimate user U1 requests the node to cache the content, it 

will get a timely response. When a U 2 request is made by an 

illegal user, it is delayed for a certain period of time. In the 

collaborative defense, the node route sends a cooperative 

defense data packet to the neighboring node to inform the 

attacker of the information. The neighboring node 

automatically parses the data packet after receiving such a 

cooperative data packet, and obtains the marked illegal user. 

Check the ILU table in the node. If such a node already exists, 

forward the cooperative packet through the broadcast or 

default port. Otherwise the node user information is added to 

the ILU U table 

 

 
Fig A 2.1:  View The Number of Node Available. 

 

 
Fig A 2.2:  Node Details. 

 

V. CONCLUSION AND FUTURE WORK 

 

The CCN network resources are divided into 

different objects according to their roles in the network. Faced 

with different network resource objects for security analysis, it 

highlights several types of attacks faced by node routing 

objects in the network. For the attack of the node routing 

object, a node routing security scheme is proposed, which 

aims to provide security for the node routing without affecting 

the request of the legitimate user. The routing response to two 

different requester nodes is shown in the figure below. When 

the legitimate user U1 requests the node to cache the content, 

it will get a timely response. When a U 2 request is made by 
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an illegal user, it is delayed for a certain period of time. In the 

collaborative defense, the node route sends a cooperative 

defense data packet to the neighboring node to inform the 

attacker of the information.     The neighboring node 

automatically parses the data packet after receiving such a 

cooperative data packet, and obtains the marked illegal user. 

Check the ILU table in the node. If such a node already exists, 

forward the cooperative packet through the broadcast or 

default port. Otherwise the node user information is added to 

the ILU U table. 
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