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Abstract- In wireless sensor network (WSN), the sensors are 
deployed and placed uniformly to transmit the sensed data to 
a destination periodically. Major threat of the WSN is sinkhole 
attack and it is still challenging issue on the sensor network, 
where the malicious node attracts the packets from the other 
normal sensor nodes and drops the packets. In this paper a 
new Intrusion Detection System (IDS) mechanism to detect the 
intruder in the network is discussed, which uses Low Energy 
Adaptive Clustering Hierarchy (LEACH) protocol for its 
routing operation. In this new detection method, a Watchdog 
Timer is active in each Sensor. If sensor is not forwarding 
packets to destination, then watchdog timer expires. If 
watchdog timer expires greater than the threshold, then it is a 
malicious node. After detection, an alert message is sent to all 
sensors and malicious node blacklisted from network 
permanently. For the Simulation of this method TETCOS 
NETSIM Simulation Software is used. Simulation results is 
proven to be efficient compared with existing work in terms of 
fast detection and mitigation. 
 
Keywords: WSN, IDS, Sinkhole attack, LEACH, Cluster Head 
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I. INTRODUCTION: 
 
 Wireless sensor network (WSN) a group of spatially 
distributed and dedicated sensors for monitoring and recording 
the physical conditions of the environment and organizing the 
collected data at a central location. WSNs measure 
environmental conditions like temperature, sound, pollution 
levels, humidity, wind, etc. Wireless sensor devices are used 
in a broad range of applications such as defence, farming, 
medicine, and industries. WSNs deploy an array of micro 
sensors that senses the activities of a physical phenomenon 
and sends the information to the base station (BS). It faces a 
lot of security issues that arise due to their low Operating 
energy and minimal computational capabilities. There are so 
many attacks in different layer of wireless sensor network. 
One of those is a Sinkhole Attack which takes place in 
Network Layer. Sinkhole attack is active attack resulting in a 
successful intrusion and high data loss rate of the real time 
data. 

 Intrusion Detection System (IDS) is a high level 
security mechanism. Encryption methodologies and 
authentication system prove to be inefficient in the case of 
insider attacks. The main objective of this paper is to detect 
and mitigate the sinkhole attack in a WSN. 
 

II. SINKHOLE ATTACK IN WSN: 
 

 Sinkhole attack is an insider attack where malicious 
node attracts all the traffic by advertising wrong information 
regarding maximum energy. 
 

 
Fig.1: Sinkhole Attack. 

 
 Sinkhole attacks are difficult to counter because 
routing information supplied by a node is difficult to verify. 
As shown in fig.1 compromised node attracts all the traffic 
from its neighbor’s by telling its neighbor that it has shortest 
route to reach to the base station. 
 

III. MOTIVATION: 
 

 Network layer is very important layer in wireless 
communication. Attack on network layer can damage whole 
network which is very serious issue. The purpose of this attack 
is to create a serious threat to the network. Sinkhole attack is 
more vulnerable than the other attacks. Sinkhole attack may 
introduce new attacks like selective forwarding attack and 
Wormhole attack. Therefore, detection and mitigation of 
sinkhole attack is very important.  
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IV. LITERATURE REVIEW: 
 

 Security domain and intrusion detection system are 
considered as an active research area in WSNs. Based on data 
consistency and network traffic analysing, the authors in [4], 
proposed an IDS for detecting a sinkhole attack. Rasheed and 
Mahapatra [5] proposed a multi-tier framework using a pre 
distribution pair wise key scheme. This framework uses any a 
pre-distribution pair wise key scheme and needs two separate 
key pools, one for the mobile sink, and the other for pair wise 
key establishment between the sensors Eschenauer and Gilgor 
[6] proposed a robust probabilistic key pre-distribution 
scheme. In this scheme each sensor node chooses randomly a 
set of keys from a key pool before deployment in this scheme 
each sensor node chooses randomly a set of keys from a key 
pool before deployment. This idea is further extended in [7] 
and [8] using two key pre-distribution schemes. Using 
polynomial pool-based key pre-distribution protocol [10], Liu 
and Ning [9] designed another enhanced framework for pair 
wise key establishment.  
 

V. NEW METHOD OF INTRUSION DETECTION 
SYSTEM: 

  
 In WSN sensors are placed uniformly in the network 
and transmit the sensed data to the destination. LEACH 
protocol is used for routing data packets as it is a very energy 
efficient protocol. 
 
 To mitigate sinkhole attack proposed method proves 
very efficient in terms of energy consumption, throughput and 
efficiency. In this method a Watchdog timer automatically 
gets activated whenever a packet sent. If that packet does not 
reach to destination in specified time, the acknowledgement 
won’t receive before timer expires. If the timer expires up to a 
threshold no of times for packet transmitted to a particular 
node that means this node is a malicious node. This is how 
malicious node detected. An alert message is sent to all the 
sensor nodes in that cluster. All sensors stop sending data to 
that node and blacklist that node permanently from further 
cluster Head election process. It saves data loss. The Timer 
based simulation has been done in TETCOS NETSIM 
Simulator. 
 
 
 
 
 
 
 
VI. Flow Chart: 

 
Fig.2: Flow of new method. 

  
Fig.2 Shows flow chart for the Intrusion detection 

using watchdog timer by a particular node. Watchdog Timer 
with lifetime (LT) will be active whenever packet starts 
routing. Node checks acknowledgement received within the 
set time in the timer. If packet receives acknowledgement, 
then it is normal node. Sensor allows transmitting some 
packets (M), even if the acknowledgement not received. A 
counter count no of non-Acknowledged packets. If count is 
greater than M, then that node is declared as malicious node. 
After detection of malicious node an alert message is sent in 
the network and all sensors blacklist that malicious node from 
the network permanently. The simulation results are proven to 
be efficient compared with the existing work in terms of fast 
detection and mitigation. 
 

VII. SIMULATION: 
 

 A scenario is created in NetSim having 64 sensors. 
Each sensor is connected to sink node through an Ad hoc link. 
In this network Node 11 is defined as malicious node. So that 
it attracts all the packets initially but after detection node 11 
blacklisted from network. 
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Fig.3: Network scenario. 

 
 After simulating this network for 100 sec following 
results are obtained:  
 
VIII. RESULTS: 
 

 
 

Fig.4: IP metrics table. 
As observed in IP metrics table node 11 does not forward any 
packet because it is a malicious node. 
 

 
  

Fig.5: Throughput Metrics 
 
 By observing throughput metrics table (fig.5) it is 
clearly seen that Application throughput for Application id 
1,2,3,4 is less as compared to other application id. Because 
application id 1, 2, 3, and 4 are the applications from the 
malicious node cluster that’s why they have low throughput. 
As malicious node detects throughput increase. 
 

 
 

Fig.6: Throughput of malicious cluster node application 
 
 Fig.6 shows the throughput of malicious cluster node. 
Throughput is zero up to 46 secs because Throughput 
increases gradually after attack detection.  
 

 
  

Fig.7: Throughput of normal cluster node application. 
 
 In Fig.7 shows the throughput of normal cluster node 
as it doesn’t have any malicious node. 
 

 
 

Fig.8: Custom Metrics table. 
 
 In Fig.8 custom metrics table Detection time is the 
sinkhole attack detection time. Sinkhole attack is detected and 
mitigate in just 46 sec. 

 
IX. CONCLUSION: 

 
 WSNs are easily prone to security breach like sink 
hole attack. A new Method of intrusion detection system 
mechanism has been simulated and tested on LEACH 
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protocol. In this method Detection and mitigation of sinkhole 
attack is done successfully. After detection Node alerts all 
other sensor nodes to reduce the data loss rate and fast 
detection and mitigation. The TETCOS NETSIM software is 
used for simulation and analysis. 
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