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Abstract- As the cloud storage is a used widely now-a-days for
sharing as well as storing of data. We are going to develop a
technology which is supporting group data sharing on cloud.
The main purpose behind this is to provide more security to
the data. Previously, the computational overhead on
revocation of user was more so as to reduce this we are
implementing more user friendly platform to such users. By
using this the duplication of same files are avoided. The basic
behind this security technology is identity based cryptography.
The unique strategy for key generation and also for encryption
and decryption is used in addition to this we are going to use
third party auditor to communicate in between user and cloud
service provider(CSP). Both theoretical and experimental
analysis demonstrate that the proposed scheme is secure and
efficient for group data sharing in cloud computing.
Keywords-  Cloud  storage based
cryptography, user revocation

auditing, Identity

1. INTRODUCTION

We construct a unique cloud storage auditing scheme
for  shared information supporting real economical user
revocation in this paper.so asto understand economical user
revocation, we come up witha unique strategy for key
generation. In this design, the group’s public key is replaced
by the group’s identity data, that remains unchanged within
the whole One part remains mounted since being issued, and
the other part alters with user revocation.

We also proposea unigque non-public key update
techniqueto support user revocation. once users are revoked
from the cluster, all of the non-revoked users will update
their non-public keys by this technique to formthe cloud
storage auditing still work, while the identity data of
the cluster doesn't got to amendment. In addition, the revoked
users aren't ready to transfer information and authenticators to
the cloudany longer. during this approach, all of the
authenticators generated before user revocation don't got to be
recomputed. Therefore, the overhead of user revocation is
fully freelance of the whole range of the revoked user’s
blocks. the group can  still complete  user
revocation terribly expeditiously. Besides, our theme is
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predicated on identity-based cryptography, which eliminates
the difficult certificate management in ancient PKI systems, as
well as certificate generation, certificate revocation, certificate
renewal, etc.

Il. ALGORITHM

1) SHA-1 (Secure Hash Algorithm) is a cryptographic hash
function which takes an input and produces a 160-bit (20-byte)
hash value known as a message digest — typically rendered as
a hexadecimal number, 40 digits long. This is designed to be
computationally infeasible to:
A) Obtain the original message , given its message
digest.
B) Find two messages producing the same message
digest. Each round takes 3 inputs-
* 512-bit block,
* A constant K[t] (where t= 0 to 79)

2) AES (Advanced Encryption Standard) The more popular
and widely adopted symmetric encryption algorithm likely to
be encountered nowadays is the Advanced Encryption
Standard (AES).

Derive the set of round keys from the cipher key
Initialize the state array with the block data (plaintext).
Add the initial round key to the starting state array.
Perform nine rounds of state manipulation.

Perform the tenth and final round of state manipulation
Copy the final state array out as the encrypted data
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I11. PROPOSED SYSTEM

We propose a new construction of identity-based (ID-
based) Remote data integrity checking protocol by making use
of key-homomorphic cryptographic primitive to reduce the
system complexity and the cost for establishing and managing
the public key authentication framework in PKI based Remote
data integrity checking schemes. We formalize 1D-based
Remote data integrity checking and its security model
including security against a malicious cloud server and zero
knowledge privacy against a third party verifier. The proposed
ID-based Remote data integrity checking protocol leaks no
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information of the stored data to the verifier during the
Remote data integrity checking process.
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IV.RESULT
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V.CONCLUSION

In this project we studied different cryptographic
techniques to understand solution to achieving secure data
sharing in the cloud is for the data owner to encrypt his data
before storing into the Cloud. In this project a cloud based
web application was implemented to encrypt data on the cloud
servers using AES encryption algorithm. This technique is
used to encrypt data and stored on the cloud. Hence, user’s
data is kept confidentiality as the cloud server that operates on
it does not know what data it operated upon. Also, if the cloud
service provider servers are hacked by malicious attackers, the
user’s data is secured and cannot be misused as it is encrypted.
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