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Abstract-        In an organization the information in sub-office 

is transferred to main office for that a data distributor is 

needed to given sensitive data to a set of supposedly trusted 

agents such as third parties. Some of the data is leaked and 

found in an unauthorized place for example on the web or 

somebody’s laptop. The distributor is responsible for that the 

leaked data came from one or more agents, as opposed to 

having been independently gathered by other means.  

 

In this project the data allocation strategies across 

the agents that improve the probability of identifying leakages. 

These methods do not rely on alterations of the released data. 

In some cases we can also inject “realistic but fake” data 

records to further improve our chances of detecting leakage 

and identifying the guilty party. If any of the intruders tries to 

download our information will get fake data only and will be 

locked and others are not able to view the data. 

 

I. INTRODUCTION 

 

1.1  PROBLEM DEFINITION 

 

The aim of the paper is to transfer the data in a secure 

manner. This project will eliminate the situation that the data 

is viewed by third person (i.e., hacking of data). In the course 

of doing business, sometimes sensitive data must be handed 

over to supposedly trusted third parties. Traditionally, leakage 

detection is handled by watermarking. In this project we use a 

technique called unobtrusive for detecting leakage of a set of 

objects or records. 

 

II. EXISTING SYSTEM 

 

Traditionally, leakage detection is handled by 

watermarking, e.g., a unique code is embedded in each 

distributed copy. If that copy is later discovered in the hands 

of an unauthorized party, the leaker can be identified. 

Watermarks can be very useful in some cases, but again, 

involve some modification of the original data. Furthermore, 

watermarks can sometimes be destroyed if the data recipient is 

malicious. 

 

Similarly, a company may have partnerships with 

other companies that require sharing customer data. Another 

enterprise may outsource its data processing, so data must be 

given to various other companies. We call the owner of the 

data the distributor and the supposedly trusted third parties the 

agents. 

 

III. PROPOSED SYSTEM 

 

The proposed system should over come all the 

disadvantages of the existing system. The existing system is 

not functioning well due to some drawbacks. Thus the 

proposed system should minimize all the drawbacks. The goal 

is to detect when the distributor’s sensitive data has been 

leaked by agents, and if possible to identify the agent that 

leaked the data.  

 

 In this section we develop a model for assessing the 

“guilt” of agents. This also presents algorithm for distributing 

objects to agents, in a way that improves the chances of 

identifying a leaker. Finally, it also considers the option of 

adding “fake” objects to the distributed set. Such objects do 

not correspond to real entities but appear realistic to the 

agents. In a sense, the fake objects acts as a type of watermark 

for the entire set, without modifying any individual members. 

If it turns out an agent was given one or more fake objects that 

were leaked, then the distributor can be more confident that 

agent was guilty. 

 

IV. DESCRIPTION OF MODELS 

 

4.1 Data Allocation Module 

 

The main focus of our project is the data allocation 

problem as how can the distributor “intelligently” give data to 

agents in order to improve the chances of detecting a guilty 

agent. 
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Figure 4.1.1 Registration form 

 

 4.2 Fake Object Module 

 

Fake objects are objects generated by the distributor 

in order to increase the chances of detecting agents that leak 

data. The distributor may be able to add fake objects to the 

distributed data in order to improve his effectiveness in 

detecting guilty agents. The use of fake objects is inspired by 

the use of “trace” records in mailing lists. 

 

 
Figure 4.1.2 Distributed Files 

 

4.3 Optimization Module 

 

The Optimization Module is the distributor’s data 

allocation to agents has one constraint and one objective. The 

distributor’s constraint is to satisfy agent’s requests, by 

providing it with the number of objects it request or with all 

available objects that satisfy the conditions. The objective is to 

be able to detect an agent who leaks any portion of the data. 

  

4.4 Data Distributor 

 

A data distributor gives sensitive data to a set of 

supposedly trusted agents (third parties). Some of the data is 

leaked and found in an unauthorized place (e.g., on the web or 

somebody’s laptop). 

 

 
Figure 4.1.3 File Sent successfully 

 

V.  INPUT DESIGN 

 

The input design is the link between the information 

system and the user. It comprises the developing specification 

and procedures for data preparation and those steps are 

necessary to put transaction data in to a usable form for 

processing can be achieved by inspecting the computer to read 

data from a written or printed document or it can occur by 

having people keying the data directly into the system. The 

design of input focuses on controlling the amount of input 

required, controlling the errors, avoiding delay, avoiding extra 

steps and keeping the process simple. The input is designed in 

such a way so that it provides security and ease of use with 

retaining the privacy. Input Design considered the following 

things: 

 

➢ What data should be given as input? 

➢ How the data should be arranged or coded? 

➢ The dialog to guide the operating personnel in 

providing input. 

➢ Methods for preparing input validations and steps 

to follow when error occur. 

 

5.1 OUTPUT DESIGN 

 

A quality output is one, which meets the 

requirements of the end user and presents the information 

clearly. In any system results of processing are communicated 

to the users and to other system through outputs. In output 

design it is determined how the information is to be displaced 

for immediate need and also the hard copy output. It is the 

most important and direct source information to the user. 

Efficient and intelligent output design improves the system’s 

relationship to help user decision-making. 



IJSART - Volume 5 Issue 2 –FEBRUARY 2019                                                                                 ISSN [ONLINE]: 2395-1052 

 

Page | 419                                                                                                                                                                     www.ijsart.com 

 

 

• Designing computer output should proceed in an 

organized, well thought out manner; the right output 

must be developed while ensuring that each output 

element is designed so that people will find the 

system can use easily and effectively. When analysis 

design computer output, they should Identify the 

specific output that is needed to meet the 

requirements. 

• Select methods for presenting information. 

• Create document, report, or other formats that contain 

information produced by the system. 

• Convey information about past activities, current 

status or projections of the 

• Future. 

• Signal important events, opportunities, problems, or 

warnings. 

• Trigger an action. 

• Confirm an action. 

 

VI. CONCLUSION 

 

In a perfect world there would be no need to hand 

over sensitive data to agents that may unknowingly or 

maliciously leak it. And even if there is a need to hand over 

sensitive data, in a perfect world itcould watermark each 

object so that it could trace its origins with absolute certainty. 

However, in many cases it must indeed work with agents that 

may not be 100% trusted, and it may not be certain if a leaked 

object came from an agent or from some other source, since 

certain data cannot admit watermarks.  

 

In spite of these difficulties, there have shown it is 

possible to assess the likelihood that an agent is responsible 

for a leak, based on the overlap of data with the leaked data 

and the data of other agents, and based on the probability that 

objects can be “guessed” by other means. Our model is 

relatively simple, but we believe it captures the essential trade-

offs. The algorithms we have presented implement a variety of 

data distribution strategies that can improve the distributor’s 

chances of identifying a leaker.  

 

It have shown that distributing objects judiciously 

can make a significant difference in identifying guilty agents, 

especially in cases where there is large overlap in the data that 

agents must receive. Future work includes the investigation of 

agent guilt models that capture leakage scenarios that are not 

studied in this paper. For example, what is the appropriate 

model for cases where agents can collude and identify fake 

tuples? A preliminary discussion of such a model is available 

in another open problem is the extension of our allocation 

strategies so that they can handle agent requests in an online 

fashion (the presented strategies assume that there is a fixed 

set of agents with requests known in advance). 

  

VII. FUTURE ENHANCEMENTS 

 

In future it is possible one to add new web pages 

without any problem with enhanced. As the technology used is 

a good one it is flexible for future enhancement and it is also 

possible to alter the front-end and back-end without any 

problem. 

  

This web-based one is created effectively in a user-

friendly manner and any new system that is developed in 

future must be incorporated or updated without any problem. 

So this will support enhancements in future. 
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