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Abstract- Internet services and applications have become an 

inextricable part of daily life, enabling communication and the 

management of personal information from anywhere. To 

accommodate this increase in application and data 

complexity, web services have moved to a multitiered design 

wherein the web server runs the application front-end logic 

and data are outsourced to a database or file server.  In this 

project, we present Double Guard, an IDS system that models 

the network behavior of user sessions across both the front-

end web server and the back-end database. By monitoring 

both web and subsequent database requests, we are able to 

ferret out attacks that independent IDS would not be able to 

identify. 

 

I. INTRODUCTION 

 

WEB-DELIVERED services and applications have 

increased in both popularity and complexity over the past few 

years. Daily tasks, such as banking, travel, and social 

networking, are all done via the web. Such services typically 

employ a web server front end that runs the application user 

interface logic, as well as a back-end server that consists of a 

database or file server.  Due to their ubiquitous use for 

personal and/or corporate data, web services have always been 

the target of attacks. These attacks have recently become more 

diverse, as attention has shifted from attacking the front end to 

exploiting vulnerabilities of the web applications, in order to 

corrupt the back-end database system (e.g., SQL injection 

attacks). A plethora of Intrusion Detection Systems (IDSs) 

currently examine network packets individually within both 

the web server and the database system. However, there is 

very little work being performed on multitiered Anomaly 

Detection (AD) systems that generate models of network 

behavior for both web and database network interactions.  

 

II. SYSTEM STUDY 

 

2.1 EXISTING SYSTEM 

 

Daily tasks, such as banking, travel, and social 

networking, are all done via the web. Such services typically 

employ a web server front end that runs the application user 

interface logic, as well as a back-end server that consists of a 

database or file server. Due to their ubiquitous use for personal 

and/or corporate data, web services have always been the 

target of attacks.  

 

2.2 PROPOSED SYSTEM 

 

In this project, we present Double Guard, a system 

used to detect attacks in multitier web services. Our approach 

can create normality models of isolated user sessions that 

include both the web front-end (HTTP) and back-end (File or 

SQL) network transactions. To achieve this, we employ a 

lightweight virtualization technique to assign each user’s web 

session to a dedicated container, an isolated virtual computing 

environment. We use the container ID to accurately associate 

the web request with the subsequent DB queries. Thus, Double 

Guard can build a causal mapping profile by taking both the 

web server and DB traffic into account. 

 

III. MODULES 

 

3.1 ADMIN 

 

This is the main module, which will maintain the 

overall control of the users from both remote login and known 

machine. Admin and server are the main part of the 

communication in the user’s side. The server responses to the 

users query if only they have accessibility rights. The 

modification of data in the database can be done only by the 

administrator. 

 

 3.2 ACCOUNT CREATION  

 

The admin has created the bank user’s account for 

filling up the necessary information like account number, 

name, address.The user’s can use the login for completion of 

registration process. While the registration the password  sent 

to the user’s mail id. The user can access the account using 

their username and password. 

 

3.3 USERS  

 

Users are the end persons who are making or 

initialize the communication with the server. Normally in this 

work users can split as  

 Legitimate users and 

 Attackers  
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 The attackers are mainly from the remote 

system logins and they are uses the compromised systems. 

 Known machine  

 Unknown or remote login system. 

 

3.4 FUND TRANSFER  

 

 Money transfer refers to one of the following 

cashless modes of payment or payment systems. Electronic 

funds transfer, an umbrella term mostly used for bank card-

based payments. Wire transfer, an international expedited 

bank-to-bank funds transfer. The user’s can able to money 

transfer; the transaction password will be sending on the user’s 

E-mail at the time of transferring.  

 

3.5 DATA PROCESSING 

 

In this module focused on data processing, the user 

can upload their personal/any data with their account use of 

upload. If there is any changes means the user can using the 

update selection.  

 

3.6 WEB ACCESS SECURITY 

Due to their ubiquitous use for personal and/or 

corporate data, web services have always been the target of 

attacks. These attacks have recently become more diverse, as 

attention has shifted from attacking the front end to exploiting 

vulnerabilities of the web applications. 

 

3.6.1 ACCESSIBILITY AND VERIFICATION 

This module will get the cookie storage for the 

checking purpose while the user login from remote systems. If 

the user is first time then the cookie will store the data and 

can’t verify things for access.  

 

3.6.2 REMOTE LOGIN LIMITATION 

Once the protocol finds the numerous of wrong guess 

for a single as well for multiple login then the process will 

make some limitation for the remote login identity. 

 

3.6.3 COOKIE VERIFICATION 

This module keeps the copy of every single user 

login in the remote login as well the known machine, further it 

will helps to verify the data when wrong entry implies. 

 

3.7 ADDRESS SPACE INTRUSION AVOIDANCE 

Address space layout randomization could be 

combined with our technique to help prevent this kind of 

attack. Along those same lines, no control-data attacks, 

wherein an attacker modifies a program’s data in order to alter 

program flow, are also not protected by existing system. 

3.8 FAKE PAGE  

 

In this module mainly deals with unauthorized user’s 

activity. If any hacker can try to login for any authorized 

user’s account, the password will accept for the first three 

times, after that the login will allow to access but it will be 

shown for the fake page only. The fake page will not be shown 

any original information. 

 

3.9 DATABASE SECURITY 

In the database security, we providing the security for 

accessing the sensitive information processed by the 

respective users. Here we introduce encryption technique to 

store the sensitive data securely from unauthorized users. The 

user can login with the exact web front end and if they are 

authorized user they can retrieve the data from the database as 

well as modification can be done  

 

3.10 ADMIN VIEW 

 

It is the outcome of admin checking and the cookie 

detail for the whole process; here the admin can refer the 

limitation to suite for particular remote login system. 

 

IV. SYSTEM IMPLEMENTATION 

 

 
Figure: 1 Home page 

 

The admin has created the bank user’s account for 

filling up the necessary information like account number, 

name, address.The user’s can use the login for completion of 

registration process. While the registration the password sent 

to the user’s mail id. The user can access the account using 

their username and password. 

 

Users are the end persons who are making or 

initialize the communication with the server. 
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Figure: 2 User registrations 

 

Normally in this work users can split as legitimate 

users and Attackers The attackers are mainly from the remote 

system logins and they are uses the compromised systems. 

Known machine Unknown or remote login system. 

 

 
Figure: 3 Fund transfer 

 

Money transfer refers to one of the following 

cashless modes of payment or payment systems. Electronic 

funds transfer, an umbrella term mostly used for bank card-

based payments. Wire transfer, an international expedited 

bank-to-bank funds transfer. The user’s can able to money 

transfer; the transaction password will be sending on the user’s 

E-mail at the time of transferring.  

 

V. CONCLUSION 

 

We achieved this by isolating the flow of information 

from each web server session with a lightweight virtualization. 

Furthermore, we quantified the detection accuracy of our 

approach when we attempted to model static and dynamic web 

requests with the back-end file system and database queries. 

For static websites, we built a well-correlated model, which 

our experiments proved to be effective at detecting different 

types of attacks.  

 

FUTURE ENHANCEMENT 

 

It may be much more feasible, however, for the 

application itself to register a call-back function or a special 

signal handler that the operating system could transfer 

execution to in the event an attack is detected. The application 

writer would then be able to better attempt recovery by 

checking data integrity, restarting an earlier checkpoint, or 

terminating gracefully. This would, of course, require changes 

to the existing applications and would be interesting to 

investigate in future work 
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