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Abstract- Early we use Textual passwords as a security but
these passwords are vulnerable to the various attacks like
Dictionary attack, Shoulder surfing, eves dropping, etc.
Further graphical passwords are coming to the existence but
the graphical passwords have their own disadvantages like
they require more time to Authenticate and the usability
issues. Thus we proposed a session password scheme in which
the passwords are used only once for each and when session is
terminated the password is no longer in use. The proposed of
session password scheme uses Text and colors for generating
session password. Two session password schemes are used
Hybrid Textual Authentication Scheme and Pair-based
Authentication scheme.
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1. INTRODUCTION

The most popular user authentication approach is the
text-based password scheme in which a user enters A login
name and password. Despite of its wide usage, the Textual
passwords have a number of short comes. The Simple and
straightforward textual passwords are easy to Remember, but
they are more vulnerable for attackers to break. Whereas the
complex and arbitrary passwords makes the system more
secure, resisting the brute force search and dictionary attacks,
but the difficulty lies inretaining them. Besides this, textual
passwords a reliable to the shoulder-surfing, hidden cameras,
and spyware attacks.

Consequently, graphical password strategies have
been introduced as a substitute for textual passwords schemes,
as pictures can be easily remembered when compared with
words. Furthermore, it is difficult to formulate automated
attacks for graphical passwords. Moreover the password space
of the graphical password scheme may extend that of the
textual based password schemes and hence probably providing
a higher level of security means. On the account of these
reasons, there is an intensifying interest in the graphical
password methods. However, most of the existing graphical
password authentication methods suffer from shoulder surfing,
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a known hazard where an intruder can scrutinize the password
by recording the authentication session or through direct
surveillance. In addition, setting up a system that offers the
graphical authentication schemes is substantially costlier than
the text based password methods. Even though some of the
graphical password procedures resistant to the shoulder
surfing are proposed, yet they have their own downside like
usability issues or consuming additional time for user to login
or having tolerance levels. Based on these various reasons
pointed out, session passwords are instigated. Session
passwords are those that can be used only at that particular
instant. As soon as the session expires, the password is no
longer valid. As such the user, keys in distinct passwords each
time he logs into the session.

In this paper, we have designed a project whose
objective is to provide security to the confidential files
residing in system. Here, any user who needs to the access
those files has to first get registered by the administrator
(admin) of that particular organization. The registered user is
then allowed to login using session passwords through either
of the two authentication techniques that have been proposed
in the forth coming sections. Subsequently, the user is allow
for graphical authentication scheme. If the user is as curtained
as the genuine person then he is given the rights to access the
confidential files or else he is regarded as malefactor.

The rest of the paper is organized as follows.

Section 11 describes about various existing graphical
authentication schemes. Proposed project work is depicted in
Section 11l. Section IV gives conclusion to the paper. Future
Scope is pointed out in Section V.

Il. RELATED WORK

Graphical password is a type of knowledge based
authentication. Thus, graphical passwords consist of images
and visual representation which are used in replacement to text
or alphanumeric characters. The graphical passwords consist
of four sections namely: A) Recognition based technique B)
Pure Recall based technique C)Cued-recall based technique
D)Hybrid based technique a) Recognition Based Technique:
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In this technique, users have to choose the image or symbols
from a set of images. At the time of registration, the users
select images which is set as user’s password. Thus, during
authentication users have to remember this password from a
collection of different images [8].90% of users were able to
identify their password images. Also, users were able to
remember their passwords after a time span of 45 days[9]. b)
Pure recall based technique: In this technique users set as
image as a password during registration. users need to
reproduce or remember their own passwords and thus no clues
are given to remind the passwords. This scheme is simple,
easy but the difficulty in this technique is that passwords are
hard to remember. It is more secure compared to recognition
based scheme. It is quite similar to DAS (1999) and
Qualitative DAS (2007). c)Cued recall based technique: In this
technique users generate a password during authentication
with the help of a hints or reminders. It is quite similar to
recall based scheme but it is recall with cueing. d)Hybrid
Based technique: In this technique authentication happens
through the combination of two or more schemes. Thus, it
overcomes the drawback of a single scheme. For e.g.
spyware, shoulder surfing etc...

A. Recognition Based Technique

In this technique users set as image as a password
during registration. users need to reproduce or remember their
own passwords and thus no clues are given to remind the
passwords. This scheme is simple, easy but the difficulty in
this technique is that passwords are hard to remember.It is
more secure compared to recognition based scheme.lIt is quite
similar to DAS (1999) and Qualitative DAS (2007)
recognition based scheme is also known as cognometric
scheme or search scheme.

a)Dhamija and Perrig:

proposed a scheme in the year 2000. In this scheme,
users have to choose a random image from a set of images.
The set of images are generated by the program executed in a
system. During the authentication phase, the system provides
the user with a set of images which consist of both decoy as
well as password images. The user has to select the right set of
images from a set of password and decoy images. The initial
seeds are used to generate these images thus it becomes to
store up but it is difficult to share or record these images. Deja
vu scheme has its shortcomings such as ambiguous images are
difficult to remember and the password space is less as
compared to the textual password.

b) Passface scheme:
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This was proposed by Brostoff.In this scheme, users
have to choose four faces as a password. So, during the
authentication phase, user is provided with a grid of size 3x3
shown in Fig 1, the user has to recognize one face from a set
of nine face and click on it. This process continues until four
faces have been selected by the user as a valid password.
There are limitations such that it can be easily guessed and
processing time is quiet longer than that of textual passwords.

c) Jensen: proposed a scheme in the year 2003.This scheme
was mainly focused on PDAs. It is also known as picture
password scheme. The user has to select image of size 40x40
from a 5x5 matrix. Thus, order of selection of image is also
verified during the authentication phase i.e. It should be the
same sequence of order as in registration phase. The
disadvantage of this method is the memorability is more
complex and difficult.

d) Story: is quite similar passfaces scheme was proposed by
Davis. In this scheme, users have to select a sequence of
images to form a portfolio. During login, users have to choose
the images and their portfolio images. It is also required for
the user to choose the image in the correct order to remember
their passwords, user mentally construct a story by connecting
the set of images.

e) Sobardo and Birget:proposed a scheme which focuses
mainly on the shoulder surfing problem.In first method, the
system displays a number of objects. During the authentication
user chooses these pass-objects and click inside of a convex
hull formed by the pass-objects.In order to show the password
is difficult to guess. Sobardo and Birget formed a scheme, in
which 1000 objects are used to make the display crowded and
making it indistinguishable.

f) Man et al: proposed a method which is resistant to shoulder
surfing attack. In Fig 2,The users have to select a number of
images as a password object or pass-objects. Each pass-object
has variants and each variant is assigned a unique code. Thus,
during authentication user has to choose the pass-object from
several scenes. Thus, user has to type a unique code along
with a string along with a code indicating the relative location
of the pass-objects.

Graphical Password with Icons[GPI]:was designed to solve
the problem of hotspot. In GPI users have to select 6 icons
from 150 icons to set as a password. In this scheme, the GPIs
system generate a password which is authenticated by the user
and if the user is not satisfied with the password, the user can
request to generate a new password. The drawback of this
scheme is the icon size is very small and unacceptable login
time.
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B. Pure Recall Based Technique:

Pure recall based scheme is also known as
drawmetric scheme, where the users have to recall drawing on
grid, that they selected registration phase. In this scheme,
users have to draw password either onto a grid or a blank
canvas.

a) Jermyn: proposed a method called "Draw-A -
Secret"(DAS). Users have to draw a password on a 2D grid
using stylus or mouse. The drawing may consist of a single
stroke or multiple strokes. Thus, for the user to successfully
login, users redraw the same path, passing through the grid
cells as shown in Fig 3. The system database stores the
password in the same sequence of coordinate of the grid
encoded during the DAS password. The length of the
password depends on the number of coordinate pairs. There is
no need for user to remember any alphanumeric characters.
The difficulty with this technique the user has to redraw at the
exact position of the grid line.

b) Thorpe and Van Oorschot:proposed a graphical password
scheme based on Jermyn. They introduced graphical
dictionaries and using these dictionaries, they studied the brute
force attack. They set a length parameter for DAS password
and proved that DAS password of length 8 is less susceptible
to dictionary attack. They also proved that space of mirror
symmetric graphical password is smaller than DAS password
space. People tend to recall symmetric images better than
asymmetric images. Therefore, users tend to choose mirror
symmetric passwords.

c) Varenhorst: proposed a graphical password scheme called
passdoodle which allows user to create a free hand drawing as
a password as shown in Fig 4. There is no visible grid. It
consists of two pen strokes which drawn on the screen using a
number of colors. Matching of passdoodle is more complex. In
this system, doodle is stretched and scaled and then compared
with stored user password.

d) Weiss proposed the graphical password scheme
passhapes. In the system, geometric shapes are generated on
basis of the combination of eight strokes. During login, there
is no grid and password can be drawn on any position. Thus,
passshapes offer memorability.

e) Syukri algorithm:is based on pure recall based system,
thus user is authenticated by drawing their signature with the
help of a mouse or stylus. This method has two stages
registration & verification. During registration, the user draws
the signature with a mouse and system extracts area under
signature and saves the information to the database. The
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verification stage involves the user to place signature and then
extracts the parameter of the signature. Thus, verification
involves using a geometric average and thus update a
database. The biggest advantage there is no need to memorize
one's signature and also signature are hard to fake.

There are two commercial products based on pure
recall based graphical password scheme. First, there is an
unlock scheme which is similar to a mini pass-go that unlocks
screen of an android smart phones. In this userchooses his
unlocking pattern by dragging with finger over points in 3x3
grid. Second, in Windows 8 system, Microsoft has introduced
a new graphical password. Users are provided with an image
and have to draw gestures on the image provided. Gestures
could include: top, circle and straight line or combination of
these gestures. Thus, these two products show that simple to
operate easy to remember and can be applied to a system
where there is no need for a high security level

I11. SECURITY ATTACKS ON GRAPHICAL
PASSWORD SYSTEMS

a) Dictionary Attack: In this type of attack, an attacker tries
to guess the password from a dictionary which is a collection
of list of words. Dictionary consists of all passwords based on
the previous selections and all the passwords have high
probability. Thus, if a user chooses a password, which is
present in the dictionary, then the attack is successful. This
attack is based password brute forcing.

b) Guessing Attack: Many a times, user prefer to choose their
passwords based on their personal information such as house
name, phone number, etc... In most of these cases, the attacker
tries to guess the password by accessing the user's personal
information. Guessing attacks can be categorized into two:
online password guessing and offline password guessing
attacks. In online password guessing, the attack guesses a
password by manipulating inputs of one or more than one
oracles. In offline, password guessing attacker searches for the
password through manipulation of inputs of one or more than
one oracles.

c)Shoulder Surfing Attack: In shoulder surfing attack, the
attacker watches over the behaviour of the user based on the
direct observation technique.one of the direct observation
technique, is looking over the persons shoulder to trace the
password. It usually occurs in public places.

d)Spyware Attack: Spyware is kind of a malicious software
installed onto user’s computers with aim to steal information
of users. The method to execute a spyware attack is either
through key logger or key listener. This malware collects the
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information about the user without his/her knowledge and thus
leak this information to an outsider.

e) Social Engineering Attack: Social engineering attack takes
place through human interaction which causes users to give
out sensitive information. In this type of attack, the attacker
fakes himself to be an employee of an organisation and tries to
interact with user to collect information related to the
organisation. The attacker does not use any kind of electronic
gadget but with his/her own intelligence and tricky
conversation to get information he/she want.

IV.PROPOSED SYSTEM
Authentication technique consists of four phases:

1. Registration phase
2. Login phase

3. Verification phase
4. Recovery phase

During registration, user rates the colors in the first
method or enters his password in the second method. During
login phase, the user has to put the password based on the
interface displayed on the screen. The entered password
verifies by the system by comparing with content of the
password generated during registration. During recovery
phase, if user forgets his password, he may recover the
password by answering security questions which user had
selected during registration phase

1.Admin Phase

In admin phase administrator can see the on line
users and can see the user’s information. Only has
authority to see the information. He enter the user name and
password to see the user information

2.Registration Phase

In this phase if the user is not registered then first he
can register his information as shown in fig. 8 As shown in
fig.8 user can enter user name, mobile number, firstname, last
name, email-id and choose the color code as secret password
used for Hybrid based technique and submit the information.

3.Login Phase

After registration user can login; user got his
password on his email-id and his mobile number. In login user
enter his user name and user idAfter login two technologies
displayed on the screen for user. User can select any technique
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for login. There are two techniques, one Pair based technique
and another Hybrid based technique

4 .Pair-Based authentication scheme

During registration user submits his password.
Minimum length of the password is 8 and it can be
called as secret pass. The secret pass should contain even
number of characters. Session passwords are generated based
on this secret pass. During the login phase, when the user
enters his username an interface consisting of a grid is
displayed. The grid is of size 6 x 6 and it consists of alphabets
and numbers. These are randomly placed on the grid and the
interface changeseverytime

W H 1 7 P N
M Z F E 6 X
I I 0 0 K R
S D 2 A G L
B 8 C 5 9 T
3 1 Q Y U v

‘ login ‘

Fig 1. Pair-Based authentication scheme

User has to enter the password depending upon the
secret pass. User has to consider his secret pass in terms of
pairs. The session password consists of alphabets and digits
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The first letter in the pair is used to select the row and
the second letter is used to select the column. The intersection
letter is part of the session password. This is repeated for all
pairs of secret pass. Fig 8 shows that L is the intersection
symbol for the pair “AN”. The password entered by the user is
verified by the server to authenticate the user. If the password
is correct, the user is allowed to enter in to the system. The
grid size can be increased to include special characters in the
password.

V. CONCLUSION

In this paper, two authentication techniques based on
text and colors are proposed for PDAs.These techniques
session passwords and are resistant to dictionary attack, brute
force attack and shoulder-surfing. Both the techniques use grid
for session passwords generation. Pair based technique
requires no special type of registration; during login time
based on the grid displayed a session password is generated.
For hybrid textual scheme, ratings should be given to colors,
based on these ratings and the grid displayed during login,
session passwords are generated. However these schemes are
completely new to the users and the proposed authentication
techniques should be verified extensively for usability and
effectiveness.
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