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Abstract- Now a day’s medical image data is central part of 
diagnostics health care information system with adoption of 
cloud computing approaches in health care sector medical 
image data are now stored remotely  in third party servers 
privacy safety security need to be  guaranteed digital by 
engaging encryption to ensure confidentiality and 
authentication method to ensure. The communication between 
the sender and receiver secret writing and coding of the text to 
be secure and privacy. Security and privacy is controlled by 
mistreatment Elliptic Curve Cryptosystem with Digital 
Signature. It’s operating fine however the some security 
problems within the system the study of mistreatment the 
totally Homomorphic secret writing and Advanced Encryption 
Standard (AES) rule the planned system even have planned 
new security model for Homomorphic cryptography recursive 
rules. This security model supports differing kinds of messages 
like text and photos and defends privacy for inflicting and 
receiving with cipher text. 
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I. INTRODUCTION 
 
 Medical images have become an essential part of 
medical diagnoses and treatments. The many diseases are 
better diagnosed through medical imaging. Occasionally, there 
are needs to refer patients for further diagnosis and treatment 
without physically moving their medical records to the 
referred location and these are usually transferred through 
network communication infrastructure such as the internet. 
[4]Usually, medical images are classified information that 
should be treated with utmost confidentiality. Now to ensure 
the integrity and confidentiality of a medical image, medical 
professionals must properly secure these data with the network 
communication infrastructure in order for the patient referred 
location to receive the exact transferred medical image. 
Nowadays, the transmission of images is a daily routine, and it 
is necessary to find an efficient way to transmit them over the 
networks. With the number of internet users on the increase 
every day, every-thing done online is under the threat of 
malicious intruders. [1]The transmission of images over the 
internet is challenging because of the high risk of 

eavesdroppers and inter-net communication hackers. In this 
manner, one of the secured means of transmitting the image 
over the internet is cryptography.  
 

We proposed approaches on medical images we 
combined the technique of cryptography and watermarked and 
achieve full recoverability and reversibility it’s also provide 
other security features tamper detection and authentication and 
confidentiality of medical images. 
 

II. RELATED WORKS 
  
Secure Cryptography Medical Image Cukoo Algorithm   
  

An efficient method for medical image authentication 
via visual cryptography is proposed. At first input image is 
selected then discrete wavelet transform is applied on the input 
image for partitioning the image in to blocks. Then optimal 
threshold value is determined for every block using modified 
cuckoo search algorithm. Next the dual shares are created 
from the secret image. After embedding, the extraction 
operation is carried out. The visual cryptographic design is 
used for the purpose of image authentication and verification. 
The authentication and verification of medical image is 
assisted with the help of target database. Secret images are 
registered previously in the achieve database. The 
performance of the proposed method is estimated by PSNR, 
MSE and normalized correlation. [2] Then the optimal 
threshold value is found for all the blocks using modified 
cuckoo search algorithm. Then the secret image to be 
embedded containing dual shares is converted in to binary 
message on the basis of the optimal threshold value. Then the 
secret image is embedded in the corresponding selected 
positions of the blocks. After embedding process extraction 
operation is performed. Extraction operation is the reverse 
process of embedding operation. In extraction process visual 
cryptographic design is used for the purpose of image 
authentication and verification. The extracted secret image has 
dual shares. On the basis of dual shares the receiver views the 
input image. The authentication and verification of medical 
image is assisted with the help of target database.  
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Improve the Security of Cloud based Medical Image 
Storage 

 
The amount of digital records created on a daily basis 

in the health domain is expected to keep growing sharply. 
Surely, a medical image contains vital information used 
mainly to obtain early and accurate diagnosis and treatment In 
spite of the importance of this model, building and 
maintaining a local data center for hosting [6] IT services 
would inevitably increase the cost of healthcare services. The 
cloud computing has provided healthcare institutions with 
affordable and elastic services to overcome these obstacles. 
Indeed, this new paradigm allows healthcare organizations to 
take advantage of remote computational resources offered by 
an external party. In this healthcare practitioners can access 
cloud services to store patients’ data. These services are billed 
based on the actual usage of cloud resources. [3]Nevertheless, 
the adoption of cloud storage in healthcare sector faces 
enormous challenges, particularly those related to security and 
privacy. Although there exist several solutions to secure data, 
they mostly rely on traditional cryptographic schemes, such as 
AES, RSA and DSA. However, these techniques are often 
time-consuming, and hence, not suitable for medical data. For 
this reason, the proposed mechanism utilizes Shamir’s Secret 
Share (SSS) scheme to address the security problems in cloud 
storage. The choice of this approach is motivated by two main 
reasons. Its does not usually require complex mathematical 
operations to encrypt data compared to the other techniques. 
Second, it is an efficient solution for ensuring fault-tolerance 
in cloud computing. In this paper, we present the main 
concepts of our approach to properly handle data 
confidentiality in cloud storage. We then experimentally 
evaluate the proposed method to prove its correctness. 

 
Optimal Key Based Homomorphic Encryption  
For Color Image Security Aid Of Ant Lion  
Optimization Algorithm  

 
The security of digital pictures may be a basic and 

troublesome task on the shared line. totally different methods 
are used to secure the digital image, as an example, 
encryption, steganography and watermarking. These are the 
techniques for the protection of digital image to accomplish 
security objectives, i.e. secrecy, trait, and accessibility. Within 
the planned study, Homomorphic coding (HE) with optimum 
key choice for image security is employed. Here the bar graph 
leveling is introduced for fixing image intensities to boost 
distinction. The bar graph of a picture usually speaks to the 
comparative frequency of prevalence of the various grey 
levels withinthe image. To extend the protection level 
galvanized hymenopteron Lion optimisation (ALO) is taken 
into account, wherever the fitness perform as gamma entropy 

the best-encrypted image is characterized because the image 
with most astounding entropy among adjacent pixels. 
Analyzing the outcomes from the performed experimental 
outcomes will accomplish abnormal state and nice strength of 
planned model compared with different coding methods. 
Homomorphism cryptosystems are extraordinary types of 
cryptosystems with a limit of accomplishing development and 
increase method on mixed information selection of unveiling 
any info concerning fascinating information. 
[10]Homomorphism coding used as a vicinity of the request 
to protect the shared footage from the capture try within the 
interior of transmission with limit and additionally mix the 
encoded footage to stipulate another image to scale back the 
knowledge exchange limit The execution of the image is taken 
as fitness worth for the optimization as increasing its entropy 
worth. This ideal Homo-morphic coding in giving an efficient 
security to the distinctive image we tend to propose associate 
degree algorithmic rule to perform coding and decryption on 
pictures. 

 
Encryption Technique for Securing Digital Image Data 
Based on FCA-Image Attributes and Visual Cryptography 

 
Lossless element price encrypted pictures still 

maintains the some properties of their individual original plain 
pictures. Most of those scientific discipline approaches 
contains visual scientific discipline techniques and element 
displacement approaches. These strategies of cryptography 
square measure helpful in cases as medical image security 
wherever element enlargement is avoided in each the coding 
and decoding processes. during this paper we have a tendency 
to propose a hybrid scientific discipline coding approach by 
mistreatment options generated from digital pictures supported 
Evariste Galois lattice theory and a visible scientific discipline 
technique supported RGB element displacement. The options 
extracted from an obvious image and a lattice was generated 
that was then wont to generate a key wont to cipher the plain 
image. At the tip of the method, there was no element 
enlargement and also the expected value, the entropy 
furthermore because the Evariste Galois lattice of each 
ciphered and plain image remained an equivalent. The options 
extracted from the plain image were an equivalent as that of 
the ciphered image no matter element displacement that 
occurred, this makes our approach a suit-able basis for image 
coding and storage furthermore as encrypted image assortment 
and looking out supported element values. [8]The 
implementation was done mistreatment Galicia, Lattice 
mineworker and MATLAB. options generated from a digital 
pictures supported Evariste Galois lattice theory and a visible 
scientific discipline technique supported RGB element 
displacement to cipher the plain digital image. At the tip of the 
method, there was no element loss and also the expected 
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value, the entropy furthermore because the Evariste Galois 
lattice of each ciphered and plain image remained an 
equivalent. 

 
Image Security Technique in Visual Cryptography 

 
 The binary patterns of the shares, however, don't 

have any visual that means and hinder the objectives of visual 
cryptography. By up the intensity transformation in Myodo’s 
technique, authors have projected a technique to come up with 
prime quality share pictures with high speed from that a secret 
image will be reconstructed with apparently higher quality 
than myodo’s method. [5] During this paper, we have a 
tendency to review the tactic and judge its performance 
supported the blue-noise video digitizing principles, the 
projected technique utilizes the void and cluster rule to write 
in code a secret binary image into halftone pictures carrying 
important visual info. Chaotic systems have several necessary 
properties, like the sensitive dependence on initial conditions 
and system parameters, the density of the set of all periodic 
points and topological transitivity, etc. [9] most properties area 
unit associated with some needs like mixture and diffusion 
within the sense of cryptography. Therefore, chaotic 
cryptosystems have a lot of helpful and sensible applications. 
During this section, we have a tendency to review our 
technique supported up intensity transformation in Myodo’s 
technique and show that strategy will turn out share pictures 
from that a secret image will be reconstructed with higher 
quality in term of visual effects than Myodo’s method 
 

III. RESEARCH METHODOLOGY 
 

 
 
 

Medical Images and Data  
 

Image encryption procedures have been progressively 
concentrated to support the demand for real-time secure image 
transmission over world. Encryption is the process of 
transforming the data for its security.   
 
 Preprocessing  
 
 This is necessary once the image is remodeled into 
new image grey chance distribution is uniform  throughout  
gray transformation. This model achieves this task proficiently 
by distribution out the foremost continuous intensity 
values. once this stage, the image pixels square 
measure engaged as uniform grey level. Subsequently, the 
upgraded image has high complexity and extensive power 
range. 
 
Homomorphism Encryption  

 
For encrypt the data or image, homomorphism 

encryption plays an extra operation which is denoted as a 
public key cryptosystem. This procedure has four functions, 
which are a Key generation, Encryption, Evaluation, and 
decryption, additionally, decrypt the information of evaluation 
algorithm it provides an identical out-come if we had 
completed the operation on the first messages The decision of 
the plan is subject to the sort of operations being completed in 
the applications separated from different variables accustomed 
to pick the encryption plot. 

 
Key generation  

 
A technique for encoding and decoding keys and the 

related image utilizing a symmetric key; both secrecy and 
trustworthiness security is given. A private key and its relating 
public key; a key match is utilized with an asymmetric key 
(public key) algorithm. Presently key Generation algorithm 
continues to pick the extra parameters to register the public 
key and private Key. 

 
Decryption  

 
In the decryption procedure, review the image cipher 

which comprises of encrypted pixel spoke to by and the Secret 
vector the decryption process is included with the utilization 
of two veils, in particular, the secret mask and the even Masks 
in a steady progression. To decode the message bit (pixel 
esteem) m from the cipher text and other secret parameters. 
Created will be decrypted by the customer utilizing its and it 
gets the first outcome. This HE procedure for image security  
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IV. RESULTS AND DISCUSSIONS 
 

In this system the server can connect as many clients 
as possible and those clients which are connected to the server 
can send and receive messages. The messages send are 
encrypted with Fully Homomorphic Encryption. 

 
This system will decrypt the message that has been 

received from the clients. Here encryption and decryption is 
done by using the private key which is known for both the 
clients, who are communicating each other. 

 
Execution Time: 
 
Formula used:  
 
Execution Time (Et)= End time (Ete)-Start Time(Stte); 
 
Memory 
 
Formula Used: 
 
Memory (M) = End Memory (Emy) - Start Memory (Emy). 
 

 
 

 
 

V. CONCLUSION AND FURURE WORK 
 

The paper proposed a model for investigating digital 
Image processing operations on the encrypted images by 
adopting optimal key based Homomorphic Encryption. A 
proficient encryption algorithm that fulfills the HE to perform 
encryption and decryption on every one of the images is 

proposed. In future, we will concentrate on new inspired 
algorithms to enhance the execution of the homomorphism 
encryption. Enduring and future progression in cryptography 
procedures, such as, that on dynamic completely 
homomorphism encryption and lightweight secure correlation 
conventions, will be basic in making the cryptography based 
approach more useful for the utilization of content based 
image recover 
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