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Abstract- In multimedia forensics, many efforts have been made
to detect whether an image is pristine or manipulated with high
enough accuracies based on specially designed features and
classifiers in the past decade. Editing a real-world photo
through computer software or mobile applications is one of the
easiest things one can do today before sharing the doctored
image on one’s social networking sites. Although most people
do it for fun, it is suspectable if one concealed an object or
changed someone’s face within the image. Before questioning
the intention behind the editing operations, we need to first
identify how and which part of the image has been manipulated.
It therefore demands automatic tools for identifying the
intrinsic difference between authentic images and tampered
images. However, the important task for localizing the
tampering regions in a fake image still faces more challenges
compared with the manipulation detection and relatively a few
algorithms attempt to tackle it.
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I. INTRODUCTION

With the rapid technological advancement has
strengthened the growth of every field imaginable, security
being one of them, it has also become easy to breach it. Not only
can legal documents be stolen and forged, criminal evidence-
such as photographs and security footage can be easily
tampered with. One may feel it is enough for an institution to
check ID’s at the front gate but they do not realize how menial
of a task it is for a criminal to get their hands on fake ID’s.
Posing as someone else in a public setting is a trouble free task
even for amateur criminals. As mentioned before, photo editing
tools which on top being easily accessible are also extremely
friendly. One can learn basic photo editing tips in a few hours,
even if they have never seen an image editing software before.
There is nothing too advanced about photo editing anymore,
whereas forgery has become even more difficult to detect.
Image forgeries may be classified into many types such as
copy-move forgery, splicing and many more. Research has
been going on in this field for years now and many effective
methods have been proposed to detect such forgeries. Xuedong
Zhao et al. proposed a method for colour channel design to find
the most inequitable channel, which they called the optimal
chroma-like channel, for feature extraction [1]. Another process

Page | 20

to detect counterfeited documents, mainly tampered with using
a photocopier, is through superimposition [2]. However, such
techniques have now become obsolete since forgery these days
is digital, clean and indistinguishable to the human eye.
Therefore, machines are a more viable option now. Most of the
techniques used to detect those manipulations employ machine
learning and pattern recognition [3]. Region duplication can be
detected by calculating the scale invariant feature transform
(SIFT) key-points and then finding all the pixels within the
duplicated region [4]. Digital documents that have been rotated,
scaled or resized can also be detected easily using image
processing tools [5].

Research has been done so far to detect duplicated regions in a
document tampered using copy-move forgery with the help of
block-based and traditional key-point based methods [6]. Since
all the databases in a security system are digital, people mostly
rely on the image features that can be extracted easily. For
instance, gradient based texture features, with the help of a
machine, can easily be calculated and compared [7]. Another
devised scheme is to divide the image into overlapping blocks,
thinking of them as vectors and find the manipulated region
through radix sorting [8]. Image forgery detection can also be
done using only image processing and without any embedded
security information. This method makes use of Fuzzy
Transform (F-Transform) and Ring Projection Transform
(RPT) to detect forgeries. These transforms convert the data to
a single dimension significantly reducing the computational
capacity [9]. Various studies have also been done weighing
down the pros and cons of the prevalent copy-move forgery
detection (CMFD) techniques [10]. Image processing
algorithms such as DWT (Discrete Wavelet Transform) and
SVD (Singular Value Decomposition) are one of the many
feature extraction methods that are used today to detect forged
images [11]. Another approach to detected tampered images is
to make use block based methods, but by using the non-
overlapping texture blocks as a base for the smooth blocks, thus
reducing the computational capacity [12]. Copy-move forgery
(CMF) can also be detected using algorithm based on Stationary
Wavelet Transform (SWT), which is able to accurately detect
the duplicated blocks [13]. CMF can also be detected easily if
the feature vector generated is based on colour perception and
object representation [14]. Reflective SIFT based algorithms
are also proficient in detecting duplicated blocks in copy-move
forgeries [15].
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I1. CLASSIFICATION OF IMAGE FORGERY

With creativity and understanding of the properties of image
only, tampering of images becomes successful. Tampered
images are used not only to create incredible photos for fun, but
also in various other walks of life like providing security to
valid documents with watermarks or digital signatures. No
matter whatever the cause of act might be, the forger should use
a single or a combination of series of image processing
operations. To detect image tampering, the knowledge of
tampering operations is essential. Image forgery techniques are
classified in to two: Active and passive approaches [16].
Figure2.1 shows the major classification of image forgery.
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Figure 2.1: Classification of image forgery
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I11. IMAGE FORGERY DETECTION METHODS

The invisible forged image detection is highly sophisticated.
Any forgery introduces a correlation among the forged image
segments and the original segment which can be used for
successful forgery detection. Several efficient forgery detection
methods are introduced for passive image forgery detection. It
is mainly classified into three.

1) Image retouching: it is considered as a less harmful type of
image forgery. In this method instead of completely
changing the image, it enhances or reduces certain feature
of the image. This method is popular among magazine
photo editors.

2) Copy move forgery: in this method a part of the image is
copied and pasted into another part of the same image. A
copy-move forgery is the process, where one copies a
particular region of a digital image and pastes the region on
top of another region within the same image. It is usually
used for duplicating an object within an image, after proper
post-processing. Such tampering images where a region of
an image is copied from one part and is moved to another
part in the same image [17] give rise to copy-move forgery.
The copied region can be processed with techniques like
rotation, scaling, etc. Such techniques are used to make it
hard for the human eyes to discover the forgery. In image
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forensics, the detection of copy-move forgeries has become
a highly researched topic.

3) Image splicing: it is the most common image tampering
operation. In this part two or more different images are
combined together to form a new image and it is very
difficult to identify. Most important type of splicing consist
of images of people, that is images of two people in two
different images are combined to form a new image. Image
splicing is fundamentally different from copy-move in the
sense that the pasted region cannot be found elsewhere
within the same image. Such a fundamental difference also
makes it harder to detect image splicing forgeries than to
detect copy-move forgeries. Because it is easier to detect
similar contours of an object within the same image due to
image properties such as texture, color, size, shape etc will
have a resemblance, whereas, in case of image splicing, the
newly pasted object contour will have different image
properties. If an image is authentic that means it should be
captured by a single camera. There are different methods
to identify whether an image is authentic or not. If the
image is authentic there is a consistent relation between
every pixel in that photo, if it is tampered there is an
inconsistent relation between every pixel in an image. By
identifying this inconsistency, tampered image can be

detected.
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Figure 3.1: Image Splicing

A digital image is a representation of a two-
dimensional image as a finite set of digital values. The units for
such digital representation are called picture elements or pixels.
Resolution of an image is an important property for describing
a digital image. It is related to the number of unit pixels in a
spatial measurement. The resolution of a digital camera is
simply the multiplication of the width and height of the pixel
dimensions (or, the number of columns and the number of rows
respectively). There are many common digital image tampering
techniques.

Transformations Applied for Pre-processing of Digital
Image:

www.ijsart.com



1JSART - Volume 5 Issue 10 - OCTOBER 2019

The following transformations were applied on the CASIA v2.0
dataset for different experiments:

Fe

Figure 3.2; Image Transformation Mechanism

Machine learning, a convolutional neural network
(CNN or ConvNet) is a class of deep feed-forward artificial
neural networks utilizing convolutional layers. Nonlinear,
pooling/down sampling, fully-connected layers are also usually
integrated among the convolutional layers. CNNs maintain the
property of being shift variant and partial transformation variant
(dependent on the training data). This way CNNs allow lower
layers to learn local features and with the help of local
connectivity higher layers learn high level features. CNNs are
widely used in many applications in computer vision.

1) Maxpooling: Max pooling is a sample-based discretization
process. It is used for reducing dimensions of the input features.
However, to prevent the loss of relevant features, the features
are down-sampled in a way so that most dominant image
features are retained. Such reduction in dimensionality helps to
reduce the number of parameters.

2) Filters: A filter is a vector of weights with which we convolve
the input image.

IV. RELATED WORK

With the development of imaging and computer
graphics technologies, transmission of the massive video data
volume [18], [19] and video data security have both become
challenges. Editing or tampering with digital videos (images)
has become easier, even for an inexperienced forger, with the
aid of multimedia editing software. A potential rise in
multimedia tampering can seriously affect the security of our
society. Therefore, multimedia information security [20]-[23]
and multimedia forensics [24]-[27] have become important
topics.

In contrast to the active multimedia forensic approaches, e.g.,
digital watermarking [28] and signatures [29], passive
techniques for video (image) forensics are more challenging. As
no additional information is embedded into the original video
(image) in advance. Although digital forges may leave no visual
clues regarding what might have been tampered with, they may
alter the underlying statistics. In recognition of this fact, a
variety of tampering detection techniques have been proposed
in recent years, such as recompression detection [30], copy
move detection, and splicing detection. Because JPEG is the
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most popular image format, passive JPEG image tampering
detection has attracted much research interest. Since the
blocking artifacts introduced by JPEG compression will change
considerably if tampering operations exist, Ye et al. [31]
measured the symmetrical property of the blocking artifacts by
computing a blocking artifact characteristics matrix (BACM) in
a suspicious JPEG image as evidence of tampering.

Farid [32] proposed to detect tampered regions for a
double compressed JPEG image by recompressing the image at
different quality levels and looking for the presence of so-called
ghosts. Wang et al. [33] observed that the quantization noise of
high frequency DCT coefficients in a tampered region is
stronger than an unchanged region, and they subsequently
utilized this feature to locate tampered regions.

In recent years, deep neural networks, such as the deep
belief network, deep auto encoder and convolutional neural
network (CNN), have shown to be capable of extracting
complex statistical dependencies from high dimensional
sensory inputs and efficiently learning their hierarchical
representations; this capability allows these methods to
generalize well across a wide variety of computer vision (CV)
tasks, including image classification, speech recognition, and
image restoration [34]. However, with the development of
graphics processing units (GPUs) and the availability of large-
scale training datasets, it is reasonable that the forgery might
take these powerful manipulation methods based on deep
learning to cover the JPEG artifacts, which might cause the fail
of traditional forensics methods. Hence, it is necessary to study
the forensics of deblocking. Motion JPEG (MJPEG) is one of
the most popular video formats, in which each video frame or
interlaced field of a digital video sequence is compressed
separately as a JPEG image. In this paper, we propose a novel
image deblocking detection approach that can detect
deblocking and automatically learn feature representations
based on a deep learning framework. We train a supervised
CNN to learn the hierarchical features of deblocking operations
with labeled patches from the training dataset. The first
convolutional layer of the CNN serves as the preprocessing
module to efficiently obtain the tampering artifacts. Instead of
a random strategy, the kernel weights of the first layer are
initialized with 23 high-pass filters used in the calculation of
residual maps, which helps to obtain the tampering artifacts. We
then extract the features on the basis of a patch by applying a
patch-sized sliding window to scan the whole image. The
generated image representation is then condensed by regional
pooling to obtain the discriminative feature.

Image forgery detection is a massive field in forensic
and signal processing. Basic classification and localization
solutions for image forgery have produced a huge number of
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papers since 2010. Most work in literature revolves around
patch classification and using the classifiers to localize where
image forgery took place. Recent works are focused on
localization using different datasets.

A. Signal processing based methods

Earlier image forgery detection research is focused on
signal processing. Therefore, many methods are proposed using
interpolation marker [35]-[37]. In [38], Gallagher et al. exploit
the second order derivative of image to expose the periodicity
in the variance function generated by interpolation. A major
downside of this method is that it cannot be applied to rotated
or skewed images. Based on this, an improved approach is
developed by Mahdian et al. [38]. They introduce the Radon
transform and auto-covariance to make the algorithm suitable
for rotated or skewed images. Although the method is more
generalized, it still focuses on uncompressed images. Luo et al.
[39] propose a framework for detecting the tampered region in
compressed images. Their method first decompresses images
and then evaluates the interpolation marker. Wu et al. [40] use
a metrology method to infer the forged regions. Although it can
be applied to different image formats, one major limitation is
that the method is somewhat limited in recovering of camera
calibration. A specific geometric interpretation is required to be
evaluated first in order to recover the said calibration. A
pyramid transforms (SPT) and local binary pattern (LBP) based
method was proposed in [41]. SPT is used for discovering sub
bands that make up the whole image. These sub bands usually
have different intensity and angle. These sub bands are then
exploited to extract LBP histograms. The intention is to use
these histograms as features. An SVM classifier with linear
kernel is used with these extracted features to train a binary
classifier. Curvelet transform by replacing the SPT was found
to be a better solution while keeping the LBP histogram phase
intact. Their methods were evaluated in CASIA databases
which is also the target of our project. The authors in [42] also
train an SVM classifier using features extracted maximum
between-class separation of pixel pair histograms and Fourier
Transform to achieve high classification rate. Gabor wavelets
were the focus of the study by the authors in [43]. Only the
magnitudes of these wavelets were considered. Extracted
histogram Gabor magnitude after principal component analysis
was fed into a statistical model. Fourier Mellin transforms
results especially in copy-move image forgery detection.
Compound statistical features were utilized by the authors in
[44]. A wavelet-based de-noising filer was applied to extract
sensor pattern noise image, which formed the basis of the
compound features. The authors in [45] targeted to reduce false
positives by exploiting multi-resolution LBP. An agreement
protocol among random samples was maintained too for the
said purpose.
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B. Deep Learning based methods

In recent years, researchers begin to exploit deep
learning based models, e.g. [46]-[48]. Deep learning based
models are highly utilized for forged image segmentation and
localization problems. Many of these models utilize the re-
sampling features in image forgery detection. Therefore, the
major weaknesses of these methods are similar to signal
processing based methods. In an effort to be independent from
re-sampling features, methods in, directly apply the neural
network on the original images. Attempt to use a 10-layer CNN
and use an auto encoder to perform forged image patch
localization. However, their methods are prone to Overfitting
on patch datasets. Employ a hybrid CNNLSTM-CNN model to
capture discriminative features between the tampered and
original regions. Their method focuses on the difference
between edges, especially the difference of sharpness. While
the sharpness of edges is a good indicator to classify tampered
regions in high resolution images, it is not effective in low
resolution images that are rather smooth. Gholap and Bora
described dichromatic deflection method for forgery detection.
It is obtained by reflection from the image. There are mainly
two types of reflection from an image they are surface reflection
and interface reflection. It estimates the intersection points in
dichromatic deflection model. If it is greater than threshold it is
identified as spliced image. Francis, Gholap and Bora
identified splicing by detecting inconsistency in nose regions of
the human present in the image, which is also based on
dichromatic deflection model.

Fang and Xuemin uses illuminant color to identify
splicing. In this method GGE is used for illuminant color
estimation. Here entire images divided into different blocks,
and then the inconsistent region is identified by measuring an
error angle. If this error angle is greater than threshold, it is
identified as spliced. Tan et al.proposed that illuminate map can
be estimated by Inverse intensity chromaticity (11C). Faridet al
detected real image by identifying inconsistency in shadow. It
is based on the assumption that most forms of tampering will
change statistical property of the image. Most of these images
are in JPEG format. JPEG compression introduces blocking
artifacts in the image. Authenticity of animate was detected by
identifying the inconsistency in blocking artifacts.
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