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Abstract- Internet of Things (IoT) consists of smart devices
that communicate with each other. It enables these devices to
collect and exchange data. Besides, 10T has now a wide range
of life applications such as industry, transportation, logistics,
healthcare, smart environment, as well as personal, social
gaming robot, and city information. Smart devices can have
wired or wireless connection. As far as the wireless 10T is the
main concern, many different wireless communication
technologies and protocols can be used to connect the smart
device such as Internet Protocol Version 6 (IPv6), over Low
power Wireless Personal Area Networks (6LoWPAN), ZigBee,
Bluetooth Low Energy (BLE), Z-Wave and Near Field
Communication (NFC). They are short range standard
network protocols, while SigFox and Cellular are Low Power
Wide Area Network (LPWAN).standard protocols.

This paper will be an attempt to review different
communication protocols in 1oT. In addition, it will compare
between commonly 10T communication protocols, with an
emphasis on the main features and behaviors of various
metrics of power consumption security spreading data rate,
and other features. This comparison aims at presenting
guidelines for the researchers to be able to select the right
protocol for different applications.

Keywords- 6LOWPAN, AES, ASK, BLE, BPSK, BT, CCK,
COFDM, DBPSK, DSSS, ESP, FHSS, ICT, IoT, IPv6, MAC,
NFC, RC4, WPAN, WSNs, OFDM, O-QPSK, TDMS and
UNB.

1. INTRODUCTION

0T Information Communication Technology (ICT)
is expected to be a revolution in transferring the information
from human-to-human, human-to-things and things-to-things.
Smart devices can connect, transfer information and make
decisions on behalf of people. This new technology is called
‘connectivity for anything’. It can connect anywhere, anytime
and anything.

The 10T environment consists of an enormous
number of smart devices, but with many constraints.
Processing capability storage volume, short in power life and
radio range are among of these constraints. Therefore, the 10T
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implementation requires a communication protocols that can
efficiently manage these conditions [1] [2] [3] [9].

This paper will also review and compare between IoT
communication protocol which is realized as a clear insight for
the readers of different 10T communication protocol vision,
their pros and cons, and their power speed and range
consumption.

The rest of the paper will be organized as following;
Section Il will describe the IoT communication protocols
available from previous literature. In section Il the Table 1
illustrates the different communication technologies for IoT
applications and their properties. Finally, the conclusion of the
study is in hand of the final Section.

1. 10T COMMUNICATION PROTOCOLS

This section will give a thorough description for each
communication protocol. Commonly, the communication
protocols for 10T can be categorized into: (1) LPWAN and (2)
short range network, as shown in Figure 1
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Figure 1 : loT communication protocols
1.1 Low Power Wide Area Network (LPWAN)
ILLA  SigFox

SigFox is a low power technology for wireless
communication of a diverse range of low energy objects such
as sensors and M2M applications. It allows the transportation
of small amounts of data ranging up to 50 kilometers. SigFox
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uses Ultra Narrow Band (UNB) technology. This technology
is only designed to handle low data transfer speeds of 10 to 1,
000 bits per second, and can run on a small battery. NFC
technology is used in smart meters, patient monitors,
agriculture, security devices, street lighting and environmental
sensors. SigFox support start network topology [5] [7].

I..LB  Cellular

Cellular technology is a great fit for applications that
need high throughput data and have a power source of loT
application that requires operation over longer distances. It can
take the advantage of GSM/3G/4G cellular communication
capabilities it can provide reliable high speed connectivity to
the internet .However, it needs high power consumption.
Therefore, it’s not suitable for M2M or local network
communication. Cellular communication protocol is also used
for many applications especially for applications that involve
mobile devices. Cellular topology depends on various based
technology [5] [24] [21].

1111 Short Range Network

ILILA  6LoWPAN

6loWPAN is the first and most commonly used
standard in loT communication protocols, since it is an IP-
based standard internetworking protocol. It can be connected
directly with another IP network without intermediate entities
like translation gateways or proxies. This standard has been
created by the Internet Engineering Task Force (IETF), a
standard Internet Protocol (IP) communication over low power
wireless IEEE802.15.4 networks utilizing IPv6. It supports
2128 IP addresses, so the numbers of addresses are more than
sufficient. This aims at supporting different length of
addresses. It is also low cost, low bandwidth power
consumption. 6loWPAN supports different types of
topologies like mesh and star topology. 610WPAN proposes an
adaptation layer in between the MAC layer and the network
layer (IPv6) in order to handle interoperability between IEEE
802.15.4 and IPv6. The most competitive alternative to
6LOWPAN is ZigBee as it is seen in Figure 2. Both of them
use the same IEEE 802.15.4 protocol at the physical layer [6]
[22][35].
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Figure 2: 6LowPAN and ZigBee protocol stack [35]
ILILB  ZigBee

ZigBee protocol has been created by ZigBee Alliance
based on low-power wireless IEEE802.15.4 networks
standard. ZigBee is created to be a standard to suite high level
low cost communication protocols creating personal area
networks from small size, low power digital radios that
transmit data over longer distances. at the same time, it will be
used in applications that require a low data rate, longer battery
life, and secure networking devices. Moreover, ZigBee can
support different types of topologies like mesh, star and tree
network topology [5] [6].

ILI.C  BLE

BLE is also known as Bluetooth smart which is a
significant protocol for loT application. It’s designed and
enhanced for short-range, low bandwidth, and low latency for
loT applications. The advantages of BLE classic Bluetooth
include lower power consumption, lower setup time, and
supporting star network topology with unlimited number of
nodes[5] [6].

ILILD  RFID

RFID has a variety of standards including (ISO, IEC,
ASTM International, the DASH7 Alliance and EPC-global.
.RFID systems consisting of a reading device called reader,
and a small radio frequency transponder called RF tag. This
tag is electronically programmed with unique information that
has a distance reading characteristic. There are two
technologies of RFID tag systems: the first is called active
reader tag system and the other is called passive reader tag
system. Active tags are battery- powered, more expensive, and
use higher frequencies, while the passive tag one uses lower
frequencies and does not have an internal power source.
Because RFID information is static and must be programmed
into the tag, it cannot be used directly for the measurement or
diagnostic data .Some of 10T applications using RFID include
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smart shopping, health care, national security and agriculture.
RFID can support P2P network topology [4] [7] [8].

ILILE  NFC

NFC is a very short range wireless communication
technology that enables the data transmission among devices
by touching them together or bringing them together no more
than a few inches. NFC uses similar technology principles in
RFID. However, it is not only used for identification but also
for more elaborate two-way communication. NFC has a tag
that can contain small amount of data. This tag can be read
only (similar to RFID tags for identification purposes) or can
be rewritable and be altered later by the device .There are
three main operating modes for NFC: card emulation mode
(passive mode), reader/writer mode (active mode) and peer-to-
peer mode). NFC technology is extensively used in mobile
phones, industrial applications and contactless payment
systems. Similarly, NFC makes it easier to connect,
commission, and control loT devices in different
environments like home, factory and the work. NFC supports
P2P network topology [4] [6] [7] [23].

ILILF - Z-Wave

Z-Wave Is a low power MAC protocol developed by
Zensys that uses wireless home automation to connect 30-50
nodes and has been used for 10T communication, especially
for smart home and small commercial domains. This
technology is designed for small data packets at relatively low
speeds up to 100 kbps and 30 meter point to point
communication. Therefore, it is suitable for small messages in
loT applications, like light control, energy control, healthcare
control. Z-Wave depends on two types of devices (controlling
and slave). Slave nodes properties are low cost devices unable
to initiate messages. It can only reply and execute commands
sent by controlling devices that initiate messages within the
network. Z-Wave support mesh network topology [6] [7] [23].

111. COMMARIZION BETWEEN COMMUNICATION
PROTOCOLS IN IOT

This section aims to provide a guideline for research
to select the right communication protocol by providing a
comparison between the above mentioned communication
protocols. Different criteria are used to benchmark the
differences between the communication protocols. Such
criteria include standard, network, topology, power, range,
cryptography, spreading, modulation type, coexistence
mechanism, security and power consumption as shown in loT
IP coverage in Figure 3 and Table 1.
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Figure 3: 10T IP coverage [34]

In terms of security, all the nine communication
protocols have the encryption and authentication mechanisms.
6LOWPAN, ZigBee, BLE, NFC, Z-Wave use the Advanced
Encryption Standard (AES) block cipher with counter mode,
while Cellular and RFID use RC4. However, several serious
weaknesses were identified. AES is extremely secure while
RC4 is not. RC4 is very fast compared to AES.

In terms of power consumption, 6LoWPAN, ZigBee,
BLE, Z- Wave and NFC are designed for portable devices and
limited battery power. Thus, it offers low power consumption.
On the other hand, Cellular high power consumption is in the
list.

In term of data rate, 6LOWPAN, ZigBee, BLE, NFC,
SigFox and Z-Wave have data rate < = 1 Mbps. However,
RFID has the highest data rate of 4 Mbps

In term of range, SigFox and Cellular are range
longer than the coverage of several KM. However,
6LOWPAN, ZigBee, BLE, NFC, Z-Wave, and RFID are range
shorter that cover less than KM. Table 1 shows a comparison
between the communication protocols in IoT.

According to the comparison of communication
protocol in loT, 6LOWPAN will be the future protocol
because it is IP- based WSN. It allows a vast number of smart
devices to be deployed over the internet easily by using the
huge address space of IPv6 for data and information gathering
through features and behaviors of various metrics, including
low bandwidth, different topologies, and star or mesh, power
consumption, low cost, scalable networks.
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Table 1: 1oT communication protocols
IV. CONCLUSION

As there are many wireless technologies in the loT
network, each one has certain specifications and benefits.
However, it is quite hard to conclude which one is perfect.
Therefore, the question that someone needs to answer is
“which technology is the best one for my application. From
this point of view, the current study reviews and compares
between the common communication protocols in IoT.
Different criteria used to compare between the communication
protocols. Such criteria include network, topology, power,
range, cryptography, spreading, modulation type, coexistence
with mechanism and power consumption. In Future work, this
work will be extended to review loT applications and loT
security mechanisms to dynamically detect the attacks in 10T,
even new loT attacks and raise an alarm in case of any
anomaly.
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