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Abstract- It has been more than fifteen years since the term 
Internet of Things (IoT) was introduced to the public. 
However, despite the efforts of research groups and innovative 
corporations, still today it is not possible to say that IoT is 
upon us . This is mainly due to the fact that a unified IoT 
architecture has not been yet clearly defined and there is no 
common agreement in defining protocols and standards for all 
IoT parts. The necessity to accommodate hundreds and 
thousands of sensors for successful automation is of great 
prominence in the field of M2M communication with 
increasing appliances at home and industries,. MQTT or 
Message Queue Telemetry Transport is an Internet of Things 
protocol for machine to machine communication. The 
protocols MQTT capable of handling sensor traffic under low 
bandwidth and constrained network conditions are extensively 
used to improve automated systems. MQTT protocol with an 
intensive use of Internet of things (IoT) environment which 
guarantees the following properties within the automation 
process: Advanced reports and statistics, remote command 
execution on one or more units (groups of units), detailed 
monitoring of remote units and custom alarm mechanism and 
firmware upgrade on one or more units (groups of units). 
MQTT is designed for small devices that don’t have much 
memory or processing power and for low-bandwidth, high-
cost, and unreliable networks. It’s designed to minimize 
network bandwidth and device resource requirements while 
providing the required assurance of delivery. 
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I. INTRODUCTION 
 
 QTT comes from the world of M2M (Machine to 
Machine) and the Internet of Things. There, devices can be as 
small as a sensor and controller connectedover a wireless 
system. This environment drives the need for any protocol's 
implementation to be lightweight in terms of code footprint 
and system load, while taking care of that variable reliability 
connection problem [13] [2]. 
 

MQTT was originally created by IBM's Andy 
Stanford-Clark and Arlen Nipper of Arcom (taken over later 
by Eurotech) as a complement to enterprise messaging 
systems so that a wealth of data outside the enterprise could be 

safely and easily brought inside the enterprise [1][13]. MQTT 
Internet of Things standard developed by the OASIS 
consortium, has now been approved for release by the 
International Organization for Standardization (ISO) and the 
International Electrotechnical Commission (IEC). Version 
3.1.1 of MQTT was balloted through the Joint Technical 
Committee on Information Technology (JTC1) of ISO and 
IEC and given the designation „ISO/IEC 20922‟,[1] shown in 
figure 1. 
 

 
Figure 1: Version 3.1.1 of MQTT 

  
MQTT is a publish / subscribe messaging system that 

allows clients to publish messages without concerning 
themselves about their eventual destination; messages are sent 
to an MQTT broker where they may be retained. The 
messages' payloads are just a sequence of bytes, up to 256MB 
[3], with no requirements placed on the format of those 
payloads and with the MQTT protocol usually adding a fixed 
header of two bytes to most messages. Other clients can 
subscribe to these messages and get updated by the broker 
when new messages arrive. To allow for the variety of 
possible situations where MQTT can be put to use, it lets 
clients and brokers set a "Quality of Service" on a per-message 
basis from "fire and forget" to "confirmed delivery" [2]. 
MQTT also has a very light API, with all of five protocol 
methods, making it easy to learn and recall, but there's also 
support for SSL-encrypted connections and 
username/password authentication for clients to brokers [13]. 

 
MQTT defines an extremely lightweight 

publish/subscribe messaging transport protocol. Because it 
requires significantly less bandwidth and is so easy to 
implement, MQTT is well suited for IoT applications where 
resources such as battery power and bandwidth are at a 
premium. The range of MQTT applications continues to grow 
[3]. In the healthcare sector, practitioners use the protocol to 
communicate with bio- medical devices such as blood 
pressure monitors. Oil and gas companies use MQTT to 
monitor thousands of miles of pipelines. MQTT is emerging 
as a fundamental enabler for telematics, infotainment, and 
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other connected vehicle applications. MQTT is also becoming 
increasingly popular for interactive mobile applications [4]. 

 
Message Queue Telemetry Transport (MQTT), is an open, 
lightweight publish/subscribe messaging protocol that was 
developed specifically for small, constrained devices over 
wireless networks. MQTT brings a simplicity and scalability 
not found in traditional Internet or industrial protocols. The 
speed and efficiency of the protocol make it a popular choice 
for applications ranging from measurement and detection to 
supervisory control. 
  

 
 

 
Figure 2. Communication between Publish and Subscriber 

 
The following information is designed to provide an 

introduction to the unique features and architecture of the 
MQTT protocol.The core elements of MQTT are 
clients(publisher/suscriber), servers (brokers), sessions, 
subscriptions and topics. The MQTT protocol is built upon 
several basic concepts, all aimed at ensuring message delivery 
and keeping the messages as lightweight as possible. 
. 

 
Figure 3: MQTT architecture 

 
a) Publish/subscribe 

 
The MQTT protocol is based on the principle of 

publishing messages and subscribing to topics, which is 

typically referred to as a publish/subscribe model. In this 
model, clients can subscribe to topics that pertain to them and 
therefore receive messages that are published about those 
topics. Alternatively, clients can publish messages to topics, 
therefore making them available to all subscribers to those 
topics. Broker and connected Clients [3][5]. 

 
1) Broker receives subscription from clients on topics. 
2) Broker receives messages and forward them. 
3) Clients subscribe/publishes on topics. 

 
b) Topics and subscriptions: 
 

Messages in MQTT are published to topics, which 
can be thought of as subject areas. Clients, in turn, sign up to 
receive particular messages by subscribing to a topic [3][5].. 
Subscriptions can be explicit, which limits the messages that 
are received to the specific topic, or they can use multi-level 
wildcard designators (#) or a single-level wildcard designator 
(+) to receive messages for a variety of related topics. 
 
c) Quality of service (QoS) levels [3][5] 
  

MQTT defines three quality of service (QoS) levels 
for message delivery, with each level designating a higher 
level of effort by the server to ensure that the message gets 
delivered. Higher QoS levels ensure more reliable message 
delivery but might consume more network bandwidth or 
subject the message to delays due to issues, such as latency. 
 
d) Retained messages 
 

With [3][5]. MQTT, the server keeps the message 
even after sending it to all current subscribers. If a new 
subscription is submitted for the same topic, any retained 
messages are then sent to the new subscribing client. 

 
M2M technology is a whole concept that involves 

communication among machines, allowing  process 
automation between mobile devices and machines (Mobile to 
Machine), and also between men and machines (Man to 
Machine). These machines range from very small electronic 
devices (e.g. communication/entertainment personal 
equipment) to measurement/control equipment (e.g. sensors 
and smart meter or actuators); and also from smart electronic 
labels, micro-processors embedded in household appliances, 
cars or offices, to personal computers or complex servers 
located at large data processing centers. M2M assists 
communication between its own devices and information 
centers regardless of their location; this technology also 
facilitates communication with other types of devices and with 
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people in various places through the use of personal 
communication devices instantly (in an organized fashion). 
Through M2M communication, it is possible to offer a wide 
variety of services in the fields of telemetry and tele-control 
(e.g. vehicle to- vehicle communication, remote monitoring of 
public utility consumption), telemedicine and tele-assistance, 
security services and corporate/domestic remote-control 
applications. This represents the beginning of the so called 
Internet of Things. Regardless the specific wireless technology 
used to deploy the M2M network, all the end-devices should 
make their data available to the Internet. This can be achieved 
either by sending the information to a proprietary web server 
accessible from the Internet or by employing the cloud. 
 
MQTT Message Format [1]: 
 

MQTT messages contain a mandatory fixed-length 
header (2 bytes) and an optional message-specific variable 
length header and message payload. Optional fields usually 
complicate protocol processing. However, MQTT is optimized 
for bandwidth constrained and unreliable networks (typically 
wireless networks), so optional fields are used to reduce data 
transmissions as much as possible. MQTT uses network byte 
and bit ordering [1]. 
  

 
Figure 4: MQTT message format [1] 

 
Given below the overview of fixed header fields in figure 5 
  

 
Figure 4: MQTT fixed length message format [1] 

 
RETAIN (keep last message): RETAIN=1 in a PUBLISH 
message instructs the server to keep the message for this 
topic.When a new client subscribes to the topic, the server 
sends the retained message. In Typical application scenarios 
clients publish only changes in data, so subscribers receive the 
last known good value [1]. 
 
Remaining length (RL): The remaining length field encodes 
the sum of the lengths of [1] [13] 

a. (Optional) variable length header 
b. (Optional) payload 

 
To save bits, remaining length is a variable length field 

with 1..4 bytes.The most significant bit of a length field byte 
has the meaning «continuation bit» (CB). If more bytes 
follow, it is set to 1 
 
MQTT CONNECT message format: The CONNECT 
message contains many session-related information as  
optional header fields[1]. 
  

 
Figure 7: Connect Message Format 

 
Overview CONNECT Message Fields: 
 
Protocol Name: UTF-8 encoded protocol name string [1]. 
Protocol Version: Value 3 for MQTT V3 [1]. 
Username Flag: If set to 1 indicates that payload contains a 
username [1]. 
Password Flag: If set to 1 indicates that payload contains a 
password. If username flag is set, password flag and password 
must be set as well [1].  
Will Retain: If set to 1 indicates to server that it should retain 
a Will message for the client which is published in case the 
client disconnects unexpectedly. 
Will QoS: Specifies the QoS level for a Will message [1]. 
Will Flag: Indicates that the message contains a Will message 
in the payload along with Will retain and Will QoS flags. 
More details see MQTT will message [1]. 
Username and Password: Username and password if the 
corresponding flags are set [1]. 
 
Message Variable Part [1] 

 
The content of the message variable part depends on 

the type of the message. The following fields are defined for 
the message variable part. 
 
ClientId [1] 
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As with MQTT, the ClientId field has a variable 
length and contains a 1-23 character long string that uniquely 
identifies the client to the server. 

 
Data [1] 

 
The Data field corresponds to payload of an MQTT 

PUBLISH message. It has a variable length and contains the 
application data that is being published [1]. 

 
Duration 
 

The Duration field is 2-octet long and specifies the 
duration of a time period in seconds. The maximum value that 
can be encoded is approximately 18 hours [1]. 
 
Flags 
 
DUP QoS [1] Retain Will CleanSession TopicIdType (bit 7) 
(6,5) (4) (3) (2) (1,0) Table 1: 
 

 
Table 1: Flags 

 
• DUP: same meaning as with MQTT, i.e. set to “0” if 

message is sent for the first time; set to “1” if 
retransmitted (only relevant within PUBLISH 
messages) [1]. 

• QoS: meaning as with MQTT for QoS level 0, 1, and 
2 [1].. 

• Retain: same meaning as with MQTT (only relevant 
within PUBLISHmessages) [1].. 

• Will: if set, indicates that client is asking for Will 
topic and Will message prompting (only relevant 
within CONNECT message) [1]. 

• CleanSession: same meaning as with MQTT, 
however extended for Will topic and Will message 
(only relevant within CONNECT message). 

• TopicIdType: indicates whether the field TopicId or 
TopicName included in this message contains a 
normal topic id, a pre-defined topic id. 

 
PUBLISH Message Format: This message is used by both 
  
clients and gateways to publish data for a certain topic. 
 

 
Table 2: PUBLISH Message [1]. 

 

PUBACK Message Format:The PUBACK message is sent 
by a gateway or a client as an acknowledgment to the receipt 
and processing of a PUBLISH message in case of QoS levels 
1 or 2. It can also be sent as response to a PUBLISH message 
in case of an error; the error reason is then indicated in the 
ReturnCode field. Its format is illustrated in Table 3: 
 

 
Table 3: PUBACK message [1]. 

 
PUBREC, PUBREL, and PUBCOMP: As with MQTT, the 
PUBREC, PUBREL, and PUBCOMP messages are used in 
conjunction with a PUBLISH message with QoS level 2. Their 
format is illustrated in Table 4: 
 

 
Table 4: PUBREC, PUBREL, and PUBCOMP Messages [1]. 

 
SUBSCRIBE: The SUBSCRIBE message is used by a client 
to subscribe to a certain topic name. Its format is illustrated in 
Table 5 
 

 
Table 5: SUBSCRIBE and UNSUBSCRIBE Messages [1]. 

 
SUBACK: The SUBACK message is sent by a gateway to a 
client as an acknowledgment to the receipt and processing of a 
SUBSCRIBE message. Its format is illustrated in Table 6: 
 

 
Table 6:SUBBACK message format [1]. 

 
UNSUBSCRIBE: [1] An UNSUBSCRIBE message is sent by 
the client to the GW to unsubscribe from named topics. Its 
format is illustrated in Table 5: 
 
UNSUBACK: An UNSUBACK message is sent by a GW to 
acknowledge the receipt and processing of an UnSubscribe 
Message [1]. 
 
PINGREQ, PINGRESP: As with MQTT, the PINGREQ 
message is an ”are you alive” message that is sent from or 
received by a connected client. As with MQTT, a PINGRESP 
message is the response to a PINGREQ message and means 
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”yes I am alive”. Keep Alive messages flow in either 
direction, sent either by a connected client or the gateway [1]. 
  
MQTT QoS: MQTT provides the typical delivery quality of 
service (QoS) levels of message oriented middleware.Even 
though TCP/IP provides guaranteed data delivery, data loss 
can still occur if a TCPconnection breaks down and messages 
in transit are lost. Therefore MQTT adds 3 quality of service 
levels on top of TCP. 
  

 
Figure: MQTT QOS level 

 
MQTT ensures reliability by providing the option of three 
QoS levels: 
 

1. Fire and forget: A message is sent once and no 
acknowledgement is required. 

2. Delivered at least once: A message is sent at least 
once and an acknowledgement is required. 

3. Delivered exactly once: A four-way handshake 
mechanism is used to ensure the message is delivered 
exactly one time. Even though MQTT runs on TCP, 
it is designed to have low overhead compared to 
other TCP-based application layer protocols. 
Moreover, the publish/subscribe architecture that it 
used, is more suitable for the IoT than 
request/response of CoAP, for example, because 
messages do need to be responded. 

 
II. REAL WORLD APPLICATION OF MQTT 

 
MQTT is a good choice for wireless networks that 

experience varying levels of latency due to occasional 
bandwidth constraints or unreliable connections. In the real 
world, there are a number of projects that implement MQTT 
[2][3][13]. 
 
Facebook Messenger: Facebook has used aspects of MQTT 
in Facebook Messenger. However, it is unclear how much of 
MQTT is used or for what; Moreover, it is to be noted that this 
is a phone application, not a sensor application. 
 
IECC Scalable DeltaRail's: latest version of their IECC 
Signaling Control System uses MQTT for communications 
within the various parts of the system and other  components 
of the signaling system. It provides the underlying 

communications framework for a system that is compliant 
with the CENELEC standards for safety-critical 
communications. 
 
Smart Lab: ideated at the University of Southampton, it was a 
project for monitoring lab experiments in the Chemistry 
department, and displaying a live dashboard on a Java-enabled 
Cell phone, all using MQTT and the IBM broker technology. 
 

III. LIMITATIONS of MQTT 
 
No queues: The protocol only speaks with Topics. The 
specification doesn‟t mention any queue concept. 
Forremembering, a Queue stores all the messages until a 
consumer takes it. 
 
No TTL (“time-to-live”) on message: The protocol does not 
allow adding a TTL attribute per message. So if you use the 
“cleanSession” parameter, the message will be held 
indefinitely in the broker. As time goes by, it could create a lot 
of messages on the broker, so it could affect the overall 
performances, and use some disk space if you persist the 
messages. 
 
Impact: The objective of our customer is to make a pseudo 
mailbox system for its devices. The system can send orders to 
devices. Any device can send information to the system. 
 

IV. SUMMARY OF MQTT 
 

Message queue telemetry transport (MQTT) 
[2][5][3][13] was released by IBM and targets lightweight 
m2m communications. It is an asynchronous publish/subscribe 
protocol that runs on top of the TCP stack. Publish/subscribe 
protocols meet better the IOT requirements than 
request/response since clients do not have to request updates 
thus, the network bandwidth is decreasing and the need for 
using computational resources is dropping. In MQTT there is 
a broker (server) that contains topics. Each client can be a 
publisher that sends information to the broker at a specific 
topic or/and a subscriber that receives automatic messages 
every time there is a new update in a topic he is subscribed. 
The MQTT protocol is designed to use bandwidth and battery 
usage sparingly, which is why, for example, it is currently 
used by facebook messenger. To ensure security, MQTT 
brokers may require username/password authentication which 
is handled by tls/ssl (secure sockets layer), i.e., the same 
security protocols that ensure privacy for http transactions all 
over the internet. According to a recent research study, MQTT 
experiences lower delays for low packet losses, however, 
results can vary depending on the network conditions. 
Additionally packet loss and delays depend on the QOS of the 
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messages. In both protocols, packet loss degrades and delays 
increase when the QOS level is higher. The MQTT protocol 
extends connectivity beyond enterprise boundaries to smart 
devices that are optimized for sensors and remote devices 
Delivers relevant data to any intelligent, decision-making asset 
that can use it enables massive scalability of deployment and 
management of solutions MQTT [9] minimizes network 
bandwidth and device resource requirements and also attempts 
to ensure reliability and delivery. This approach makes the 
MQTT protocol particularly well-suited for connecting 
machine-to-machine (M2M), which is a critical aspect of the 
emerging concept of the IoT. 
 

V. FUTURE SCOPE 
 

MQTT can be used as part of a large sensor network 
capable of monitoring floods [13][12][5], volcanic 
eruptionsand earthquakes achievable through the deployment 
of application specific sensors in disaster prone areas. 
 

 The ideology of MQTT can also be extended to be 
part of a large network of energy monitoring systems. 
The basic ideology of Smart Metering can be 
extended to interconnect large number of meters to 
Brokers and form energy efficient solutions in order 
to build a smarter planet. 

 It can also be made part of a laboratory monitoring 
application wherein the system is capable of 
monitoring the necessary vital conditions for a user 
defined experiment. 

 
With great work and scope in the field of ubiquitous 

sensors and distributed systems MQTT can be made part of 
Supply Chain and logistics applications to increase the 
efficiency of existing systems [9] [13]. 
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