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Abstract- Cloud computing technology is provide a some 
services via internet the objectives is to provide some security, 
quick, privacy and some of the data storage services In the 
private cloud computing security play a very important role in 
a IT industries In the cloud have some more security problems 
that data’s are stored in cloud start from virtual machine 
which means it have to shared some data resources in cloud 
computing and cloud it ends with cloud storage itself .In this 
paper we discussed about the some of the cloud computing 
privacy security issues in the private cloud computing 
protocols.. 
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I. INTRODUCTION 
 
 Now a day’s all industry and it sector all are need 
some cloud computing technology. The cloud computing 
technology means it is an some of the online services to 
provide a some software or hardware services depends  on 
services are delivered to the customers the one main advantage 
is the cloud providers have effectively reduces the cost of the 
maintenance service.  In the cloud computing main important 
entity is cloud provider and the cloud consumer. 
 
 In the cloud computing has some essential 
characteristics, services models and deployment models is are 
available.  In cloud computing controls of many technologies 
such as some service architecture, virtualization and more. 
There are some of the security issues in the cloud computing 
in the cloud is needed by organization some huge amount of 
data resources to satisfy this need. 

 
In the cloud computing have five characteristics 

,There are three types of services delivery models in cloud are 
Software as a service(SaaS) Platform as a Service(PaaS), and 
Infrastructure as a service (IaaS) and there are four types of 
deployment models are public ,private, hybrid and community 
are available in cloud computing. 
  

 
Fig   1. Cloud computing components 

  
In this paper we present the security issues overview 

survey on cloud computing technology we gives our present 
our findings and conclusion. 
  

II. LITERATURE  REVIEW 
  

In the paper told some of the survey about result 
security concerns private cloud. R BALAASUBRAMANIAN 
et al [1] has proposed  In the per the social TechNet articles 
areas are need it decision makers have been in mind with 
implementation in the below of the some of security issues on 
privacy cloud are   1.issues of scalability & consistency patch 
management ,configuration management should be 
considered. 2.integrity and security of hypervisor need 
consider.      3.it plat for amount of automation is also to be 
secured. In the paper have some survey about list privacy 
cloud builders the survey is there 38% of organization is using  
private  cloud  in the about  regards are they have a doubts 
about their private cloud… in the survey impact that more 
than  40% of the companies says that they are need the 
improve their cloud private .dependents are to planning to 
built a privacy cloud, the 40% of the organization are believe 
their own internal cloud security is very strong.. 
  

Ali gholami  et al[2] has proposed In the paper cloud 
computing have  increases some  security thread such as data 
breaches ,data loss ,denial of service and malicious insider 
.they have to told some cloud provider Amazon’s-simple 
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storage service(S3)^13,google compute engine ^14 and the 
Citrix cloud platform^15 they have not guarantee specific 
level security legal level agreement(SLAs) some of the terms 
and condition between the users and providers. Cloud 
computing delivers computing software, performs and 
infrastructure as a services based on pay-as models. The 
models can be deployed for on-demand storage and computing 
power in various ways. 
  

 
Fig  2.  Categorization of cloud service models and features 

  
William allen et al[3] has proposed  the security is a 

mix of technology safeguard to the data and policies to safe 
the data , service  and architecture. They compared to 
traditional environment ..it result told the customer have does 
not have own infrastructure any more and also they compared 
traditional environment is compared cloud environment 
security the traditional environment is weakest one….then 
users loss their physical control over data when it is stored 
remote server the delegate to untrusted cloud providers. There 
is  facing  not only outsource threads they insider also can 
utilize vulnerable to harm. 
 
 Manas et al[4]  has proposed on the private cloud can  
be owned or leased and managed by the organization or a third 
party and exist at on premises or off-premises. The private 
cloud is more costly and secure to compare the public cloud 
using a private cloud the cloud service providers and the 
customers have some control of the infrastructure and 
improved security since the users access and the network used  
are restricted. They have to defined about the data security 
involves secure the data and some ensures policies enforces 
for data sharing. They have to told about some cloud compute 
environments data privacy, integrity , location availability and 
so on.  

 
Praveen et al[5] has proposed on the cloud computing 

security issues have two type are.1Security issue faced by 
providers,2.security issue faced by users.  In they have explain 
some wrapping XML signature time the security is attacks the 
cloud in mean while XML signature they used by WS- 

Security it protect depend name values and its attributes to un 
authorized parties in attackers can produce malicious message 
to addresses by XML Sign with WS-Security.  When the 
attackers start attack the task he can use the cloud to as a 
authorized user to handle the issues WS security level is 
implemented here. In the data are it is difficult to prevent 
threats in cloud computing security risk are potent because the 
open environment of cloud computing. 

 
Miniqi zhou et al[6] has proposed the security is the 

top one, they say users of cloud worry about their businesses 
information and critical IT resources in the cloud computing 
systems which are vulnerable to be attacked.  the concerns on 
performance and availability are below the security. The 
figure shows the nine challenges in detail in cloud security 
challenges. 
 

 
Fig.3.   Rate  the Challenges/Issues to the Cloud On-demand  

Model 
  

The cloud security is depends on the (i.e., DaaS  
,SaaS ,PaaS ,IaaS and so on)Naturally it have five goals they 
Availability, confidentiality, data integrity, control and audit 
to achieve security.   
 
Availability:   The availability means is the users can use the 
cloud it us true fact for all cloud computing systems. 
 
Confidentiality :  It means to keeping the users files and data 
secretly  in the cloud system. It keeping all confidential data of 
users secretly  the cloud us requirements which are even more 
users consequent continually.   
                                                                     
Data security : It means to preserve the information integrity 
the client services are keeping the integrity task.  
      
Control : Control means the application infrastructure and 
dates are regulate the use of system. Even all internet user is 
able to contribute their all data to cloud systems which are 
located on the other side of   the internet them make use of 
them.   
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Audit :   It means to watch the  whatever happened in the 
cloud system the hosted virtual machine to provide the facility 
to see whatever happened in the system. It is much more 
secure built into software themselves. 

 
Yuhong Liu et al[7]  has proposed  In the cloud 

security issues are which we require some of the advanced 
development in the security type technologies are loss of 
control, lack of transparency, virtualization related issues, 
multi-tenancy related issues, managerial issues are the some of 
new technologies in the security cloud computing technology. 
Abhinay et al[8] has proposed The cloud computing security 
issues here the data issues means it is one common problem in 
cloud if the cloud provider shut down his services due to some 
problem there will be problem there will be a loss of data for 
the user the next issue type is security issue it the service 
provider make sure who is a accessing the data and who is 
maintaining the server so that it enable provider protect the 
customer personal information.  And the another one type is 
infect application it means the customer have many type of 
application have using the provider have the completed access 
to serve with all right purposes to maintain and watching the 
server it prevent user from any infect application on to the 
cloud which affect customer cloud services. 
 

III. SECURITY ISSUES  IN CLOUD 
 
 In the below the security issues of cloud multi 
tenancy . William allen  et al[3] hass proposed as multi-
tenancy leads to many challenges regarding having  more than 
one tenant on one physical machine, which utilize the 
infrastructure. The tenants are in the same place , they could 
attack each other. Now two or more tenants are sharing the 
same hardware and attacker and victim can be in the same 
place. In the below figure the difference between multi 
tenancy and traditional cases is shown. 
  

 
Fig.4 . diff b/w Multi-Tenancy and Traditional cases 

  
Manas et al[4]   has proposed multi-tenancy 

specifically resources are shared at each infrastructure layer 
and have valid security and performance concerns. The main 
reason to all require multi-tenancy the most important is cost. 
 

Yuhong Liu et al[7] has proposed Multi-tenancy is 
defined as “the practice of placing multiple tenants on the 
same physical hardware to reduce costs to the user by 
leveraging economies of scale” the multi-tenant environment, 
different tenants’ security controls are heterogeneous. The 
tenant with less security controls or mis-configurations is 
easier to compromise, which may serve as a stepping stone to 
the more secured tenants located in the same host. This could 
reduce the overall security level for all the tenants to that of 
the least secured one advantage of the multi- tenancy 
architecture may be able to launch diverse attacks against their 
co-tenants, such as inferring confidential information or 
degrading co-tenants’ performance. 
  

IV. CONCLUSION 
 

In the above presentation we have discussed and 
review some authors cloud computing security issues in the 
cloud security is to mainly used to protected the user data  the 
process in between provider and consumer  process via 
internet some of the security threads multi-tenancy, loss of 
control transparency issues, and some platform issues are  
discussed in the paper . 
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