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Abstract- Now a days, to authenticate users as the login 
patterns, most computer systems use user IDs and passwords. 
However, many people share their login patterns with co-
workers and request these co-workers to assist co-tasks, 
thereby making the pattern as one of the weakest points of 
computer security. Insider attackers, the valid users of a 
system who attack the system internally, are hard to detect 
since most intrusion detection systems and firewalls identify 
and isolate malicious behaviours launched from the outside 
world of the system only. In addition, some studies claimed 
that analysing system calls (SCs) generated by commands can 
identify these commands, with which to accurately detect 
attacks, and at- tack patterns are the features of an 
attack.Therefore, in this paper, a security system, named the 
Automated Digital Forensic Technique with Intrusion 
Detection Systems, is proposed to detect insider attacks at SC 
level by using data mining and forensic techniques. The IDS 
creates users personal profiles to keep track of users usage 
habits as their forensic features and determines whether a 
valid login user is the account holder or not by comparing 
his/her current computer usage behaviors with the patterns 
collected in the account holders personal profile. The 
experimental results demonstrate that the IDSs user 
identification accuracy is 94.29%, whereas the response time 
is less than 0.45 s, implying that it can prevent a protected 
system from insider attacks effectively and efficiently. 
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I. INTRODUCTION 
 
 IDS are becoming the logical next step for many 
organizations after deploying firewall technology at the 
network perimeter. IDS can offer protection from external 
users and internal attackers, where traffic doesn't go past the 
firewall at all. However, the following points are very 
important to keep in mind. 1. Strong identification and 
authentication: An IDS uses very good signature analysis 
mechanisms but strong user identification and authentication 
mechanisms are still needed. 2. IDS are not a solution to all 
secure. 

 
Now a days, to authenticate users as the login 

patterns, most computer systems use user IDs and passwords. 

However, many people share their login patterns with co-
workers and request these co-workers to assist co-tasks, 
thereby making the pattern as one of the weakest points of 
computer security. Insider attackers, the valid users of a 
system who attack the system internally, are hard to detect 
since  most intrusion detection systems and firewalls identify 
and isolate malicious behaviors launched from the outside 
world of the system only[1]. 
 

II. APPLICATION 
 
• This system can be used to detect the host intrusion 

detection where host machine comprises the confidential 
files. Attackers can attack on host machine that attacks 
would be detect by the system and updated files can be 
recovered by system. 

• This system can detect the files modification and also 
prevent the file modification. If files deleted from the host 
machine permanently then system cant recovered the 
files. 

 
III. EXISTING SYSTEM 
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IV. PROPOSED SYSTEM 
 

 
 

V. RESULT 
 

 
 

VI. CONCLUSION 
 
IDS are becoming the logical next step for many 

organizations after deploying firewall Technology.  IDS can 
offer protection from external users and internal attackers, 
where traffic doesn't go past the firewall at all. We have 
proposed an approach that employs data mining and forensic 
techniques to identify the representative SC-patterns for a 
user. The time that a habitual SC- pattern appears in the user’s 
log file is counted, the most commonly used SC-patterns are 
filtered out, and then a user’s profile is established. By 
identifying a user’s SC-patterns as his/her computer usage 
habits from the user’s current input SCs, the IDS resists 

suspected attackers. The IDS can assist system administrators 
to point out an insider or an attacker in a closed environment. 

 
• During our experimental study, we can easily detect 

which activities are performed by user.  
• we can recover all the modified file (for host based 

systems).  
• By using web cam system take pictures of user who 

performs malicious activities and save that activity in 
folder and send that activity log and image of user on 
admin’s email id. 

• So that our system is very effective and efficient for 
detecting intrusion of system. 
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