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Abstract- Semantic web is a significant advancement of
internet technology. The world of data is linked together is
called Sematic Web. Many of the people are accessing a web.
So security of database become challenges. Several studies
have discussed the security of the Semantic Web at various
layers. Limited number of researchers have studied the
database security. Here investigate the various database
security issues Sematic Web application. And provide security
robustness using dynamic SPARQL queries. Various Access
control mechanism and applying hashing algorithm for attack
prevention. These techniques are used to provide high secure
semantic web and this encourages to developers to move
towards semantic web technology.
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1. INTRODUCTION

The Semantic Web is an extension of the World
Wide Web through standards by the World Wide Web
Consortium. Web 1.0 referred as a first stage of world wide
web, which is entirely made of webpages connected by
Hyperlink. It provides a static website and not provide a
interactive content. Web 2.0 is the second stage development
of internet technology; it changes from static web pages to
dynamic webpages. Web3.0 semantic web is a recent
innovation of the internet technology. These standards
promote common data formats and exchange protocols on the
Web, most fundamentally the Resource Description
Framework. In 2013 more than four million web domains
contained semantic web mark up. Peoples companies’
researchers, universities etc. are using internet and it provide
chances of various type of cyber-attacks [8][9]. Today several
systems have started moving their data to be linked on the
world of data. So security of semantic web is challenges.

Several studies discussed the security of the semantic
web in different layers. But some number of researches only
concentrate on data base security like SPARQL injection
attacks [1][3][4]- They are applied their test using java and
RDF data is placed on Jana frame work. But these work not
provide sufficient security in database. Because they provide
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only static system. And they are not using PHP as
development languages.

I1. CONCEPT OF SEMANTIC WEB AND
SPARQL

Semantic web uses a standardized graph data model
namely RDF Recourse Description Frame Work to make its a
machine readable. Semantic web are collection of RDF
statement known as triple in RDF terminology, each
consisting three parts. Subject, predicate and object, these are
managed by different RDF data management like Jana,
sesame, open link virtuoso, three store [2]. Simple Protocol
and RDF Query Language (SPARQL) is standard query
language for RDF data. Extension SPARUL is used to insert,
delete and update RDF data.

RDF statement are best representing in the form of
RDF graph.Fig.1 shows RDF graph representation of data. Arc
labelled as a predicated and start from subject node and end at
object node. Subject and object any two thing in the world,
predicate is defining a relationship between subject to object.

Subject can only URI or blank node. Object can be
any type, blank node, URI or literal, predicate/property only
be a URL.

htiplie.....c jameswaston

Exterms:age
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Figurel.Exmple of RDF graph
In this example jameswaston is a subject age is
predicate and 52 is object value. SPARQL protocol and RDF
query is semantic query language. SPARQL consist of two
parts ,first part identify the variable in the query, second part
graph pattern to matches against RDF graph.

SELECT? age

WHERE {

Exterms: jameswaston exterms: ageTage

1. EXISTING SYSTEM

Only limited no. of researches concentrate database
security in a semantic web. They have applied their test using
Java development language .RDF data placed on jena frame
work server. This system is static system, so this not sufficient
security provided in semantic databases.

Limitations:

1. Java is used for the test, jena frame work server is
used to place on RDF data [8].

It is provided only static security.

PHP development language is not used.

Sesame is not used RDF data store

Not provide a sufficient security.

gk wbd

IV.PROPOSED SYSTEM

Here proposed PHP development language is used to
provide dynamicity to SPARQL queries and this provide
security robustness in Semantic web and three type of
authentication mechanism and hashing algorithm are used
provide higher security of data’s in semantic web. Fig2.shows
that block diagram of proposed system.

This proposed system has been organised three main
modules. 1. Request Management 2. Access control
Mechanism 3. Response evaluation. Sections are described
these modules and modules used algorithms techniques.

Figure.2 BLOCK DIAGRAM OF PROPOSED SYSTEM

TECHNIQUES AND ALGORITHMS:
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Webserver: Apache 2
Technology: PHP
Response: XML

ALGORITHMS:

MD5 hash algorithm

Access control for SPARQL request.

Parsing Algorithms (XML parser, HTML parser, SPARQL
parser).

4.1 REQUEST MANAGEMENT

In this first module client send a SPARQL request
message to a webserver using http POST protocol and MD5
hashing algorithms. Data transferring from client to server
using POST is high secured method. Because request
parameter are contained in a message body.Fig.3 shows that
POST method representation.

POST/test/demo_form php HTTE/1,
Host:wischools.com

name l=valuel &name2=value2

Figure.3.POST method

MD5 algorithm are used to produce a 128-bit hash
value in the particular request. Client send to a request
message to a web server, the web server decrypted particular
request message and compared to client send the hash value.
Two hash value are same then only webserver send a response
message to a client.

4.2 ACCESS CONTROL MECHANISM

Assigning permission and access control for the
system user is another suggesting solution for providing
security in semantic data. In this module three type of access
control mechanisms are used,

1. IP based,
2. keybased,
3. Hybrid.

IP based access control mechanism server permitted
client only can access data.

www.ijsart.com



IJSART - Volume 4 Issue 4 — APRIL 2018

In a key based access control mechanism server
provide particular or unique key to the particular client or
companies. These key can be used to access data from the
server.

Another method is Hybrid (key+Ip),key and IP are
matching then only access the data. In this mechanism provide
a high security.

Access control mechanism first step is configuring
authentication setting, then request authentication is
performed. Un authorized client is sending a request to the
server, server is identified and sending a rejection message
(XML without data). If authorized client is accessing data,
then particular request message is accepted and then go to the
request management module(modulel).

4.3 RESPONSE EVALUATION

First step of this module review the request using
MD5hash value, then 2 hash value are same the particular
request is accepted, it is not same then rejected. If accepted the
requested message Parse XML data in to PHP data structure.
Then process data according to application logic.

V. CONCLUSION

Many of the researchers discussed security of
semantic web in different layers. That is not provide security
in databases. Limited no. of researchers concentrates data base
security and some security providing mechanism is developed.
But that system is static and that cannot give stuffiest security
to the semantic web data. Here three type of access control
mechanism and message digest algorithms are used to provide
high security the database. And here using a PHP development
language and to cope with new generation technologies. It
Provide Dynamic security to the semantic web.
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