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Abstract- Distributed Denial-of-Service (DDoS) attacks are
usually launched through the botnet.Unfortunately, the recent
emergence of attacks performed at the application layer has
multiplied the number of possibilities. Finally botnet detection
procedure has been applied which is based on stability of
bots.we introduce an abstract model for the aforementioned
class of attacks, where the botnet emulates normal traffic by
continually learning admissible patterns from the environment
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I. INTRODUCTION

CYBER-SECURITY ranks among the biggest
challenges of modern times.Networks, and especially the
Internet, became the natural attackers’ habitat to hide a broad
variety of threats.One of the most popular threats is the
Denial-of-Service(DoS) attack, which can be broadly
categorized as a volumetric attack.Security analysis shows that
our framework is efficient and secure under most typical
attacks; meanwhile it satisfies the hardware constraints of
smart grid devices. To secure these critical and sensitive data,
it is crucial to prevent unauthorized readings from the
network.

Distributed Denial-of-Service (DDoS) attacks hit the
headlines for their dangerous impact on several real-world
affairs. A DoS attack is realized through a bulky volume of
requests sent to a target destination site, which is
overwhelmed until its resources saturate, and the service to
legitimate users is denied.The possibility of a successful
botnet identification relies on the fact that bots and normal
users are expected to behave quite differently as regards their
degree of innovation.

1. EXISTING SYSTEM

In existing system, signature based detection is
used.The recent botnets have begun using common protocols
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such as TCP/HTTP which makes it even harder to distinguish
their communication patterns. Signature based detection is not
suitable for bot which are variant in nature just like
TCP/HTTP bots.This work deals with the design and analysis
of inference strategies aimed at identifying a botnet in the
context of distributed denial-of-service attacks. In our setting:
i) the network analyst collects traffic patterns from across the
network, and has access to the message content; ii) the
meaning of the messages produced by an individual user
provides no special information about its nature, legitimate, or
malicious; and iii) no specific assumptions are made about the
characterization of the traffic patterns of a normal user. In this
respect, the inference strategies proposed in this work are non-
parametric. Starting from the attacks documented in the
literature, we introduce a formal model for randomized DDoS
attacks with increasing emulation dictionary, which is defined
by the following main features:

i) the botnet emulates the normal traffic patterns by gleaning
admissible messages from an emulation dictionary; and ii) the
botnet is given the strong power of learning an emulation
dictionary that becomes richer and richer as time elapses, so as
to guarantee a sufficient variability across messages. In order
to quantify the botnet learning ability, in this work we
introduce the Emulation Dictionary Rate (EDR), namely, the
increase of dictionary cardinality per unit time.

I11. PROPOSED SYSTEM

In proposed system, Behavior based detection is
Introduced.It propose a behavior-based botnet detection
system based on fuzzy pattern recognition techniques. The
domain names and IP addresses used by botnets can be
identified.lt is distinguished from other attacks by its ability. (i)
to deploy its weapons in a coordinated and distributed way
over the Internet, and(ii) to create a large collection of
malicious traffic patterns by aggregating dispersed forces. In
this set of experiments, the individual bot transmission rate
has been chosen as twice the average rate of normal users, and
it has been chosen as compatible with the innovation rates
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estimated over the normal users’ traces. Such choices are
made to let the bots well concealed in the midst of legitimate
users.The goal of the defender is identifying the members of
the botnet, in order to ban the bots, without denying the
service to normal users.An attacker initially identifies the
vulnerabilities in a network to install malware programs on
multiple machines to bring them under his control. Then the
attacker uses these compromised hosts to send attack packets
tothe victim without the knowledge of the compromised hosts.

IV. ARCHITECTURAL DESIGN
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The main target of this type of attacks is to
overwhelm the network infrastructure consisting of servers,
routers and switches by sending a large volume of attack
traffic. These attacks can be generated by exploiting protocol
weaknesses. Network/Transport layer attacks can be further
characterized according to degree of automation, exploited
vulnerabilities, types of attack networks used, attacks rates
generated, victim types and impacts of the attack.
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In this set of experiments, the individual bot
transmission rate has been chosen as twice the average rate of
normal users, and it has been chosen as compatible with the
innovation rates estimated over the normal users’ traces. Such
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choices are made to let the bots well concealed in the midst of
legitimate users.
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V. REQUIREMENT SPECIFICATION

The hardware requirements we are using arePentium
1V 2.2 Ghz processor, CPU Clock with 2 GHz, 512 MB RAM
(Minimum) and The software for the development is JAVA
Coding for front end tool, Netbeans IDE 8.2 for execution of
java coding.

VI. MODULES
Node Formation:

Neighbouring node IDs are presented with a constant
size using a Bloom filter. The Bloom filter output (BFO) is
used as a proof. A newly deployed node generates different
proofs according to the collected neighbouring node IDs, until
collecting the entire neighbouring node IDs. The proofs are
delivered to a randomly selected node in the network. Here,
the delivery frequency increases proportionally to the number
of the collected neighbouring node IDs. The strategy slowly
increases traffic between the neighbouring nodes and their
randomly selected nodes.

Route Discovery Phase

The route discovery phase is to establish an end-to-
end route, the source node broadcasts the Route Request
Packet (RREQ) containing the identities of the source (IDS)
and the destination (IDD) nodes where the destination node
will send the Acknowledgement to the source from that
message the route will be discovered and maintained that route
for communication till all packets get transmitted.

Flow Label Propagation
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This module classifies traffic flows based on the flow
level statistical properties. A flow consists of successive IP
packets having the same 5-tuple: {source ip, source port,
destination ip, destination port, transport protocol}. Traffic
flows are constructed by inspecting the headers of IP packets
captured by the system on a computer network. For the
purpose of classification, each flow can be represented using a
set of flow level statistical properties such as number of
packets and packet size.

Nearest Cluster Based Classifier

Nearest Cluster based Classifier (NCC) due to its
good performance. The k-means clustering aims to partition
the traffic flows into k clusters (k <|7'|), C = {C1, C2, .. .,Ck},
S0 as to minimize the within-cluster sum of squares. The
traditional k-means algorithm uses an iterative refinement
technique. This replacement can significantly reduce the
amount of unknown clusters and produce more complete
traffic classes.

Compound Classification

The compound classification on the correlated flows
modelled by a bag-of-flows (BoF) instead of classifying
individual traffic flows. All flows sharing the same 3-tuple are
generated by the same application and should belong to the
same traffic class. The correlation information can be utilized
to improve the classification accuracy. This observation
becomes the motivation of conducting compound
classification.

VII. CONCLUSION

A servant bot contains static and routable IP
addresses, and these bots behave both as clients as well as
servers whereas client bots contain dynamic and non-routable
IP addresses. An important advantage of this system is that the
botmaster needs to connect only one of the bots (peers) to send
instructions over the network and each host periodically
connects to its neighbor host to retrieve instructions from the
botmaster.To provide a simple, secure platform, this type of
P2P system is designed based on the principle that a single bot
knows at the most one other bot. According to this topology, a
sender bot or controller initially scans the Internet at random
to identify another bot and once found, sends it a message in
encrypted form. The simplified design principle makes this
system attractive
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