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Abstract- Cloud platform provides storage services to both
individuals and organizations. However, some security
concerns may impede users to use cloud storage. Among them,
the integrity of outsourced files is considered as a main
obstacle, since the users will lose physical control of their files
after outsourced to a cloud storage server maintained by some
cloud service provider (CSP). Thus, the file-owners may worry
about whether their files have been tampered with, especially
for those of importance. Hence to address integrity,
controllable outsourcing and origin auditing concerns on
outsourced files, we propose an identity-based data
outsourcing (IBDO) scheme. Thus IBDO provides desirable
features advantageous over existing proposals in securing
outsourced data. Our IBDO scheme provides following
advantages, For fingerprint analysis we have used minutiae
map algorithm to authenticate the data owner and designated
entities. Biometric based authentication would provide more
security than the traditional authentication. In this algorithm,
we analyze each user fingerprint minutiae values and store in
the database. During identification, the values are been
compared and authenticated. Once the user, dedicated
proxies, data file is been audited, the file is stored in cloud
server. Thus to overcome the security threats, this paper
proposes multiple cloud storage. Thus the common forms of
data storage such as files and databases of a specific user is
split and stored in the various cloud storages (e.g. Cloud A
and Cloud B). Databases consists of tables, rows and
columns. Databases are easy to store in multiple cloud
storages. Our application will act as a combiner and store
different parts of the table such as rows and columns in
multiple clouds using Vertical fragmentation and horizontal
fragmentation. These rows and columns will be converted into
hash value using hash function (SHA) algorithm and stored in
each clouds. Thus once the authorized token for the specific
file is requested, searchable encryption allows keyword search
on encrypted data and combines the fragments and provides
the requested file to the user.

Keywords- identity-based data  outsourcing (IBDO)
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l. INTRODUCTION

Cloud platform provides powerful storage services to
individuals and organizations. It brings great benefits of
allowing on-the-move access to the outsourced files,
simultaneously relieves file-owners from complicated local
storage management and maintenance. However, some
security concerns may impede users to use cloud storage.
Among them, the integrity of outsourced files is considered as
a main obstacle, since the users will lose physical control of
their files after outsourced to a cloud storage server maintained
by some cloud service provider (CSP). We observe two
critical issues not well addressed in existing proposals. First,
most schemes lack a controlled way of delegable outsourcing.
One may note that many cloud storage systems (e.g., Amazon,
Dropbox, Google Cloud storage) allow the account owner to
generate signed URLSs using which any other designated entity
can upload, and modify content on behalf of the user.
However, in this scenario, the delegator cannot validate
whether or not the authorized one has uploaded the file as
specified or verify whether or not the uploaded file has been
kept intact. Hence, the delegator has to fully trust the delegates
and the cloud server. In fact, the file-owner may not only need
to authorize some others to generate files and upload to a
cloud, but also need to verifiably guarantee that the uploaded
files have been kept unchanged.

Second, existing PoS-like schemes, including PDP
and Proofs of Retrievability (PoR), do not support data log
related auditing in the process of data possession proof. The
logs are critical in addressing disputes in practice. For
example, when the patient and doctor in EHS get involved
medical disputes, it would be helpful if some specific
information such as outsourcer, type and generating time of
the outsourced EHRs are auditable. However, there exist no
PoS-like schemes that can allow validation of these important
information in a multi-user setting.
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1. EXISTING SYSTEM

We observe two critical issues not well addressed in
existing proposals. First, most schemes lack a controlled way
of delegable outsourcing. One may note that many cloud
storage systems(e.g. Amazon, Dropbox, Google Cloud
storage) allow the account owner to generate signed URLs
using which any other designated entity can upload, and
modify content on behalf of the user. However, in this
scenario, the delegator cannot validate whether or not the
authorize done has uploaded the file as specified or verify
whether or not the uploaded file has been kept intact. Hence,
the delegator has to fully trust the delegates and the cloud
server.Second, existing PoS-like schemes, including PDP and
Proofs of Retrievability (PoR), do not support data log related
auditing in the process of data possession proof. Second,
existing PoS-like schemes, including PDP and Proofs of
Retrievability (PoR), do not support data log related auditing
in the process of data possession proof.Third, no biometric
based authentication is been integrated for secure
authentication of the users.Fourth, Multiple cloud storage
invoking split and merge concept is not in existence, thus
leading to many security threats.

I11. PROPOSED SYSTEM

Hence to address integrity, controllable outsourcing
and origin auditing concerns on outsourced files, we propose
an identity-based data outsourcing (IBDO) scheme. In the
proposed system, the data owner and designated entities are
been audited before accessing the cloud environment. Thus
IBDO provides desirable features advantageous over existing
proposals in securing outsourced data. Our IBDO scheme
provides following advantages,

1. Allows a user to authorize dedicated proxies to upload
data to the cloud storage server on her behalf, e.g., a
company may authorize some employees to upload files
to the company’s cloud account in a controlled way. To
make the machine identify the data owner and dedicated
proxies, we use effective fingerprint analysis, MAC
address, file type, consistence of outsourced.

2. For fingerprint analysis, we have used minutiae maps
algorithm for fingerprint feature extraction and matching.

3. Eliminates complex cryptographic certificates, thus using
hash function algorithm (SHA).

Once the user, dedicated proxies, data file is been
audited, the file is stored in cloud server. Thus to overcome
the security threats, this paper proposes multiple cloud
storage. Thus the common forms of data storage such as files
and databases of a specific user is split and stored in the
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various cloud storages (e.g. Cloud A and Cloud B). Databases
consists of tables, rows and columns. Databases are easy to
store in multiple cloud storages. Our application will act as a
combiner and store different parts of the table such as rows
and columns in multiple clouds using Vertical fragmentation
and horizontal fragmentation. These rows and columns will be
converted into hash value using hash function algorithm and
stored in each clouds. Thus once the authorized token for the
specific file is requested, searchable encryption allows
keyword search on encrypted data and combines the fragments
and provides the requested file to the user. For cloud storage,
we are using public clouds, namely Dropbox, CloudMe. Thus
multiple cloud schema provides high information security
against cloud service provider trying to access the data owner
files. The whole proposed system provides confidentiality,
security, integrity for the data owner information.

ARCHITECTURE DIAGRAM

Figure 1.

IV. MODULES

1) IDENTITY MANAGEMENT - DATA OWNERS /
DEDICATED PROXIES

2) DATA OWNER / DEDICATED PROXIES
BEHAVIOUR ANALYSIS
3) ELIMINATES COMPLEX CRYPTOGRAPHIC

CERTIFICATES
4) SPLIT AND MERGE TECHNIQUE
5) DATA STORAGE
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1. IDENTITY MANAGEMENT - DATA OWNERS /
DEDICATED PROXIES:

Fingerprint feature extraction:

Fingerprint based biometric authentication is an
important and widely used biometric type authentication
because of its cost, accuracy and feasibility. In our proposed
system, the user fingerprint feature are extracted and verified
using Minutiae Map algorithm (MM). Minutiae Map
algorithm identifies the fingerprint ridges and extracts the
bifurcation and termination values from the input fingerprint
image.

Check Same
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Figure 2.

Ridge termination is the point at which ridge ends.
Bifurcation is the point at which ridge splits into two halves
which is shown in the below figure. Our proposed system
provides the respective user fingerprint total bifurcation,
termination values along with its location (X, Y coordinates)
and stores in the database during user registration. In our
proposed system, ideal thinned ridge is considered. We
assume usually a thinned ridge will have a value 1 or 0. The
algorithm uses 3*3 windows to scan the image and the
bifurcation and termination in the final output image shall be
represented by a dot. Let’s consider (X,y) denote the pixel on
the thinned ridge and NO, n1, ...... N7 denote its neighbors.

A pixel (x,y) is a ridge ending if,

Zm:1

i=D
A pixel (x,y) is a ridge bifurcation if,

ZN:‘:}E

i=0

2. DATA OWNER /| DEDICATED
BEHAVIOUR ANALYSIS:

PROXIES

In this module the data owner / dedicated proxies
behavior is been analyzed. For this we keep a log of origin,
file types, consistence of outsourced. We use techniques to
detect the MAC address whenever the data owner / dedicated
proxies access.
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If they access from different machines or upload /
access different file types an alert e-mail would be sent to the
data owner. On approval by the data owner the dedicated
proxies would be allowed to access inside the application.

3. ELIMINATES
CERTIFICATES

COMPLEX CRYPTOGRAPHIC

To eliminate complex cryptographic certificates we
used SHA algorithm for converting the plain text to cipher
text.

T
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NOTE: No Encryption with sender and destination holding single security key (S).

Cryptography and Network Security by Stalling

Figure 4.
e Step 1: Append Padding Bits....

Message is “padded” with a 1 and as many 0’s as
necessary to bring the message length to 64 bits less than an
even multiple of 512.

e Step 2: Append Length....

64 bits are appended to the end of the padded

message. These bits hold the binary format of 64 bits

indicating the length of the original message.

e  Step 3: Prepare Processing Functions....
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SHAL requires 80 processing functions defined as:

f(t;B,C,D) = (BAND C) OR (NOTB)ANDD) (0 <=t
<=19)
(t;B,C,D) = B XOR C XOR D (20 <= t <= 39)

f(t;B,C,D) = (B AND C) OR (B AND D) OR (C AND D) (40
<=t<=5h9)

f(t;B,C,D) = B XOR C XOR D (60 <=t<=79)
e  Step 4: Prepare Processing Constants....

SHAL requires 80 processing constant words defined as:

K(t) = 0X5A827999 (0 <=t<=19)
K(t) = OX6EDIEBAL (20 <= t <= 39)
K(t) = 0x8F1BBCDC (40 <= t <= 50)
K(t) = OXCA62C1D6 (60 <= t <= 79)

e Step 5: Initialize Buffers....

SHAL requires 160 bits or 5 buffers of words (32
bits):
HO = 0x67452301
H1 = OXEFCDAB89
H2 = 0x98BADCFE
H3 = 0x10325476
H4 = 0xC3D2E1F0
e Step 6: Processing Message in 512-bit blocks (L blocks in
total message)....

This is the main task of SHA1 algorithm which loops
through the padded and appended message in 512-bit blocks.
Input and predefined functions:

MI[1, 2, ..., L]: Blocks of the padded and
appended message f(0;B,C,D), f(1,B,C,D),
f(79,B,C,D): 80 Processing Functions K(), K(), ..,
K(79): 80 Processing Constant Words

HO, H1, H2, H3, H4, H5: 5 Word buffers
with initial values

e  Step 6: Pseudo Code....

Forlooponk=1toL
(W(0),W(),..,.W(15)) = MI[K] /* Divide
MIK] into 16 words */
For t =16 to 79 do:
W(t) = (W(t-3) XOR W(t-8) XOR W(t-
14) XOR W(t-16)) <<< 1
A=H0,B=H1,C=H2,D=H3,E=H4
Fort=0to 79 do:
TEMP = A<<<5 +f(;B,C,D) + E+ W(t) + K(t) E=D, D =C,
C=B<<<30,B=A A=TEMP
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End of for loop
HO=HO+A HL=H1+B,H2=H2+C, H3=H3
+D,H4=H4 +E

End of for loop
4. SPLIT AND MERGE TECHNIQUE:

Cloud Storage usually contains business-critical data
and processes, hence high security is the only solution to
retain strong trust relationship between the cloud users and
cloud service providers. Thus to overcome the security threats,
this paper proposes multiple cloud storage. Thus the common
forms of data storage such as files and databases of a specific
user is split and stored in the various cloud storages (e.g.
Cloud A and Cloud B).

Split
Upload

STORE

CLOouD 1

CLOuD 2

o

Figure 5.

Databases consists of tables, rows and columns.
Databases are easy to store in multiple cloud storages. Our
application will act as a combiner and store different parts of
the table such as rows and columns in multiple clouds using
Vertical fragmentation and horizontal fragmentation. These
rows and columns will be converted into hash value using
hash function algorithm and stored in each clouds. During
response our application combines the data and sends to the
verifier.

Files are stored in multiple clouds using
cryptographic data splitting. The file is split into fragments
and stored in distinct cloud servers with encrypted key. Thus
once the authorized token for the specific file is requested,
searchable encryption allows keyword search on encrypted
data and combines the fragments. This is sent to the verifier.

5. DATA STORAGE:

A cloud server is defined as an entity which contains
huge data storage managed by cloud service provider. This
paper focuses on providing high security for user data in
public cloud storages because there is a huge demand of
security prospects in public cloud storages. Security threats
may include some authorities (i.e., coercers) may force cloud
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storage providers to reveal user secrets or confidential data on
the cloud and cloud based attacks.

For Cloud storage we have configured public clouds.
Public clouds is a personal cloud storage service (sometimes
referred to as an online backup service) that is frequently used
for file sharing and collaboration. The service provides 2
gigabytes (GB) of storage for free and up to 100 GB on
various for-fee plans. Public clouds is cloud storage service
that enables users to store files on remote cloud servers and
the ability to share files within a synchronized format.

V. LIMITATION OF EXISTING SYSTEM

Integrity, controllable outsourcing and origin auditing
concerns on outsourced files, we propose an identity-based
data outsourcing (IBDO) scheme. In the proposed system, the
data owner and designated entities are been audited before
accessing the cloud environment. Thus IBDO provides
desirable features advantageous over existing proposals in
securing outsourced data.

VI. APPLICATIONS
Bank, Police station, Hospitals etc.
VIlI. CONCLUSION

From the study and analysis of matching fingerprint
impressions after enhancing the poor quality fingerprint
impression and after obtaining the result of binarization,
thinning and minutiae extraction process, we have come to the
conclusion that it helps in providing an efficient output with
higher accuracy.

VIll. FUTURE ENHANCEMENTS

In future, combination of all biometric based
authentication can be implemented like Face, IRIS, Finger
vein. Also implementing in real time data center would
provide many challenges which can be addressed as a future
work of this project.
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