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Abstract- MANET is Mobile Ad-hoc network in which all the
mobile nodes can freely move within the network. In MANET
due the query transmissions and the exchange of messages,
the traffic will become high. To overcome this top-k query
processing is used. This method will retrieve necessary data
items among large number of data items. While the process of
collecting the information, it may encounter with malicious
nodes. Malicious nodes can perform Data Replacement Attack
(DRA) or False Notification Attack (FNA). The query issuing
node cannot identify the malicious node. So, it inquires all the
cluster heads, to narrow down the malicious nodes. Thus,
node grouping is achieved by sharing information.
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1. INTRODUCTION

A Mobile ad hoc network (MANET) is also known as
wireless ad hoc network. It is a continuously self-configuring,
infrastructure-less network of mobile devices connected
wirelessly. Each node can communicate with other nodes
within their network by exchanging data packets. If the source
and destination nodes are not in a range, they can transmit
packets via intermediate nodes between them. The
communication of nodes may take place across the networks.
These MANETS are used in many important areas like rescue
operations, military affairs and some other areas. The
information retrieval in those large networks will be
challenging, need to concern about the mobile node’s battery
life, bandwidth, etc. An effective method of data retrieval that
is top-K query processing is used to retrieve all the necessary
data items among the large amount of data items. This is based
on the particular attribute scoring. According to this scoring
the query issuing node can get the result of necessary nodes
with the K-highest scores.

In MANET, a normal node may change into
malicious node within the network at any time. The malicious
nodes perform some attacks like DRA, FNA. DRA is an attack
in which the malicious ode will replace the original data item
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with unnecessary yet proper data items. FNA will reply with
the fake notifications.

To maintain accuracy, nodes send reply messages
along multiple routes. To detect DRA, the query issuing node
can gain information from the reply messages which contains
the specific route that reply messages belong to. By this way
the query issuing node can identify the malicious candidate,
requesting the proper information for those candidates
individually.

1. STATE OF ART

The existing related studies in this section are secure
routing top-K query processing methods and reputation
systems.

a. SECURE ROUTING METHODS:

The secure routing protocols will include encryption
and hashing methods. The request message will be encrypted
to send the message securely. This can be done by symmetric
key encryption. The reply message from the inquired nodes
can be send to the query issuing node by using hashing
(Message Authentication Code). Even though implementing
these methods, we cannot prevent DRA.

b. TOP-K QUERY PROCESSING:

In proposed methods [4][7], because of the absence
of adaptability to node mobility those methods have not been
considered. However, those methods can be useful for
reducing energy consumption and traffic. In papers [2][3], the
authors have been proposed methods for the adaptability of
node mobility [5] and it will reduce the traffic and maintain
high accuracy.

By retrieving the K-highest scores the query issuing
node acquires data items. These scores may be equal to or
greater than the threshold value [1] [3]. Although we cannot
prevent DRA.
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In another method [6], the mobile node sends the data
item with the hash value of both priority and superior data
item. The source node can check the truthfulness of the
received data item by comparing the hash value of the
received data item and that of calculated value in the received
data item. Even though we cannot handle the DRA.

c. REPUTATION SYSTEMS

Reputation systems evaluate the node’s performance
to remove the malicious nodes which is present in the
network. It mostly considers the node’s reliability [8], in
which each node calculates the local scores of other nodes and
pass this information throughout the network [9]. Then the
calculation of global reputation score occurs with its own and
received local score. Finally, the malicious nodes can be
identified by comparing one node’s global score with the
threshold value where the global score is lower than threshold.
In papers, source nodes send their own ID to destination nodes
by cryptographic security key. They also attach past and
recent reputation scores of destination nodes. Then destination
decodes and confirms those scores. Thus, it can prevent the
false reputation scores. These methods can share only with
source and destination nodes. But we are concentrating with
all other nodes.

111. PROPOSED METHOD
a. OVERVIEW:

In this, the query issuing node sends the query to all
other nodes in the network and the nodes which receives the
information related to the query, stores them on all available
and possible routes to that query issuing node. Each receiving
node replies to neighbour nodes with K-highest score data
items, along with reply message forwarding routes
information. These routes contain sender and next node IDs.
The nodes are moving frequently in MANETS, so there is a
change in network topology and thus it may lead to radio link
disconnection. This disconnection can be rectified by ensuring
whether the node in the radio disconnection path can receive
queries through another path which was initially sent by the
source.

By receiving the reply messages from the nodes, the
query issuing node can narrows down the malicious nodes by
sending separate inquiries. We can find the malicious nodes
which are nearby the query issuing node. But we can’t find
those nodes which are far away from the query issuing node.
That’s why the information is shared throughout the network
by node grouping based on the similarity of the information
between two nodes.
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Figure 1: Architecture Diagram
b. TOP-K QUERY PROCESSING:

This includes query forwarding, reply forwarding,
link disconnection, detecting attacks.

1.Forwarding a query:

Initially, the query issuing node sends a query over
the entire network. The query contains node id of query
issuing node, the query identifier of the query, number of
requested data items, the condition of the query and list of
node identifiers of the nodes along the query path.

The query issuing node denotes the query condition
and the number of requested data items. Then the query
issuing node transmits a query message whose query path
includes its identifier to its neighbour node. The hop count
denotes the number of hops to the query issuing node based on
the number of nodes included in the query path. Finally, a
node which receives the query sets a reply waiting time as
follows:

Waiting time for reply= (maximum hop- number of hops) *
positive constant.

2.Reply forwarding:
When waiting time has paused, each node sends a
reply message. It includes its node identifier, next node

identifier, a data items list, node id of the data list and a list
summarizing the reply message routes.

3.Link disconnection:

When a radio link disconnection to any node (parent
or next node) occurs, a replying node cannot send a reply
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message. This may result in low accuracy. When a node sends
a reply message for a number of times, does not receive an ack
from parent or next node, detection of radio link disconnection
can be done by the source node. If a source node has no
neighbour nodes, it sends a reply message to a neighbour as of
reply forwarding process.

4 Detection of attacks:

The query issuing node detects the DRA after it
receives the reply messages from all the nodes. We can get the
k-highest scores, data list and the route which the reply
message is going to be forwarded. If the nodes which have
data items in the top-K result are included in the route which
contain set of node identifiers from the node having a given
data item to query issuing node (Send Route), but the data
items in the top-k result are not included in data list (included
in the reply message), the query issuing node detects a DRA.
It initiates the process of identification of malicious node. If
DRA is not detected by the query issuing node, top-k query
processing is completed.

c. METHOD OF
IDENTIFICATION:

MALICIOUS NODE

1. Local Identification:

The query issuing node tries to find the malicious
node after exposing a DRA. The query issuing node identifies
the malicious node by using Send Route. With the help of the
following aspects, we can narrow down the malicious
candidates. Set of node id of malicious node candidates
(ordered in an ascending with hop count) and replace data
items (denoted by missing top-K result). Now the candidates
that are listed in the Send Route, considered as possible
attackers that is malicious node candidates.

The query issuing node tries to identify the malicious
node by sending an inquiry in which the inquiry will present in
a route such that the route does not contain any malicious
node(MNI-INQ). The nodes which are present near the query
issuing node do not receive this inquiry message (hop
count=1) because the reply messages from those nodes can be
directly received by the query issuing node. That reply
messages contain the scores and node id of the data items
(candidates in i"" position from the query issuing node).

If the reply messages from i-nodes does not contain
replaced data items, the query issuing node consider its
neighbour node (node position i-1) as malicious candidate and
completes the identification process.
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2. Notification messages:

After the malicious node identification within the
network, this information will be passed each and every node.
The process of sending the notification (information) starts
from the query issuing node. At first the query issuing node
send this notification to its neighbour nodes and those nodes
will share this information to other nodes which are present
closer to it. Those nodes which already got the notification,
ignores it. In this way all nodes share the information.

3. Global identification:

The following two steps are used by each node
separately to identify the malicious node (sharing
information): node grouping and malicious node
identification.

Node grouping:

The network is divided into groups with the help of
the information present in the notification messages received
by the nodes. Initially the similarity between the normal node
and the identified malicious node is calculated. We adopt
cosine similarity to reduce the difference in number of
identified malicious node. In some groups, there may be a
combination of normal nodes and malicious nodes. In order to
prevent this, a node performs a cleaning method and it
depreciates inconsistency. When a node identifies another
node as malicious node it eliminates from the group as well as
when a node identifies another node which is less identified
when comparing to other nodes in the same group which also
eliminated.

By this way we can prevent the invasion of malicious
node and fake information. This achieves high similarity.

Malicious node identification:

The malicious nodes can be determined based on
information about them which are identified by nodes in each
group. There are three kinds of groups: i) consists of only
normal nodes, ii) only malicious nodes, iii) combination of
both. We can easily identify the malicious node in (i) and (ii)
but it is difficult to identify them in a group of (iii), which
perform FNA.

We cannot surely tell about the presence of malicious
nodes. We consider they are present in minorities thus the
suspected nodes are conformed as malicious when they are
detected as malicious by a certain number of other groups
which is greater or equal to certain threshold.
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Table.1: Scores of the Data Iltems
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Figure 2: Effect of Number of queries. -Number of identified
malicious node.
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misidentification.
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1V. CONCLUSION

The proposed method is top-k query processing and
malicious node identification based on node grouping in
MANETSs. In order to maintain high accuracy of the query
result and detect attacks, nodes reply with k data items with
the highest score along multiple routes. After detecting
attacks, the query-issuing node narrows down the malicious
node candidates and then tries to identify the malicious nodes
through message exchanges with other nodes. When, multiple
malicious nodes are present, the query issuing node may not
be able to identify all malicious nodes at a single query. It is
effective for node to share the information about the identified
malicious nodes with other nodes. In this method, each node
divides all nodes into some groups by using the similarity of
the information about the identified malicious nodes. Then, it
identifies malicious nodes based on the information on the
groups.
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