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Abstract- It is hard to know intruders may be intended to use 

Source IP area to cover their real regions. To overhaul the 

spoofers, various IP traceback systems have introduced. Then 

again, Despite, because of the difficulties of arrangement, there 

has been not an accepted IP traceback arrangement, in any 

case at the Internet level. Consequently, the fog in the areas of 

spoofers has never signified till now. This paper proposes 

passive IP traceback (PIT) that sidesteps the sending 

difficulties of IP traceback strategies. PIT studies Internet 

Control Message Protocol blunder messages (named way 

backscatter) activated by mocking movement, and tracks the 

spoofers in light of openly accessible data (e.g., 

topology).Along these lines, PIT can find the spoofers with no 

game plan need. This paper represents to the reasons, 

accumulation, and the authentic results on the way backscatter 

display the systems and adequacy of the PIT and show the got 

regions of spoofers through applying PIT in transit backscatter 

dataset. These issues container assist additional with 

uncovering IP spoofing, which has been examined for long 

however never surely known. In hatred of the fact that PIT can't 

work in all the spoofing attacks, it might be the most valuable 

instrument to follow spoofers before an Internet-level traceback 

framework should comprise in genuine. 
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I. INTRODUCTION 

 

IP SPOOFING, which means attackers were starting 

attacks including forged source IP addresses, has been 

recognized as a dangerous security difficulty on the Internet for 

long. By using addresses that are allowed to others or not 

assigned at all, attackers can evade exposing their real locating 

or become the impact of attacking or launch reflection based 

attacks. Some notorious attacks rely on IP spoofing, including 

SYN flooding, SMURF, DNS amplification etc.  

 

A DNS amplification attack which severely degraded 

the service of a Top Level Domain (TLD) name server 

comprises report in this system. Though there has been 

prevailing conventional wisdom that DoS attacks imply 

originated from botnets and spoofing is no longer critical, the 

report of ARBOR on NANOG 50th meeting shows spoofing is 

still significant in observed DoS attacks. Indeed, based on the 

captured backscatter messages from UCSD Network 

Telescopes, spoofing activities are yet frequently recognized. 

 

To capture the sources of IP spoofing traffic is of high 

significance. As long as the real situations of spoofers are not 

uncovered, they cannot be prevented from launching further 

attacks. Even just approaching the spoofers, for example, 

determining the ASes or networks they reside in, attackers can 

be checked in a smaller area, and filters can be located closer to 

the attacker ere attacking traffic get aggregated. The last but not 

the least, identifying the origins of spoofing traffic can help 

build a reputation system for ASes, which would be 

accommodating to push the similar ISPs to verify IP source 

address. 

 

Nonetheless, to capture the origins of IP spoofing 

traffic on the Internet is stinging. The research of knowing the 

source of spoofing traffic is listed in IP traceback. To build an 

IP traceback system on the Internet faces at least two critical 

challenges. The first one is the cost to adopt a traceback 

mechanism in the routing system. Existing traceback 

mechanisms are either not widely supported by current 

commodity routers (packet marking), or will advance the 

considerable overhead to the routers (Internet Control Message 

Protocol (ICMP) generation, packet logging), mainly in high-

performance networks. The second one is the challenge to get 

Internet service providers (ISPs) cooperate. Since the spoofers 

could spread over every corner of the world, a single ISP to 

deploy its traceback system is almost meaningless. However, 

ISPs, which are commercial entities with competitive 

relationships, comprise lack of specific economic influence to 

help clients of the others to trace intruder in their managed 

ASes.  

 

As the deployment of traceback mechanisms is not of 

apparent gains but the obviously high burden, to the best 

consciousness of authors, there has occurred no deployed 

Internet-scale IP traceback system till momentarily. As a 
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conclusion, despite that, there are a lot of  IP traceback 

mechanisms introduced and a high abundance of spoofing 

actions observed, the real locations of spoofers rest a mystery.  

 

Given the challenges of the IP traceback mechanisms 

deployment, we are considering another direction: tracking the 

spoofers without deploying any additional mechanism. In 

another word, we try to uncover the place of spoofers from the 

fragments generated by existing widely adopted functions on 

commodity routers when spoofing attacks happen.  

 

Alternatively, by introducing another IP traceback 

device with enhanced tracking capability, we recommend an 

original solution, called Passive IP Traceback (PIT), to bypass 

the challenges in deployment. Routers may fail to forward an 

IP spoofing packet due to various reasons, e.g., TTL topping. In 

such instances, the routers may generate an ICMP error 

message (named path backscatter) and send the communication 

to the spoofed source address. Because the routers can be close 

to the spoofers, the path backscatter messages may probably 

disclose the locations of the spoofers. PIT employs certain path 

backscatter communications to gain the place of the spoofers. 

With the positions of the spoofers known, the victim can seek 

help from the corresponding ISP to filter out the attacking 

packets or take other counterattacks. The PIT is especially 

useful for the victims of imputation-based spoofing 

interventions, e.g., DNS amplification attacks. The tools can 

determine the places of the spoofers quickly of the attacking 

traffic.  

 

The system presents PIT, which tracks the location of 

the spoofers based on path backscatter messages coincidentally 

with the topology and routing information. We consider how to 

implement PIT when both topology and routing are known, or 

the only topology is known, or neither are known respectively. 

We also present two efficient algorithms to apply PIT in large-

scale networks. In the following section, at first, we show the 

statistical results on path backscatter messages. Then we 

evaluate the two key mechanisms of the PIT which work 

without routing information. At last, we give the tracking result 

when applying PIT on the path backscatter message dataset: 

some ASes in which spoofers are located.  

 

Our work has the following contributions:  

 

1) This is the first article known which profoundly 

investigates path backscatter messages. These messages are 

valuable to help understand spoofing activities. Though Moore 

et al. has exploited backscatter messages, which are generated 

by the targets of spoofing messages, to study Denial of Services 

(DoS), path backscatter messages, which are sent by 

intermediate devices rather than the goals, have not been used 

in the traceback. 

 

2) A practical and useful IP traceback solution based 

on path backscatter messages, i.e., PIT, is proposed. PIT 

bypasses the deployment difficulties of existing IP traceback 

mechanisms and is already in force. Though given the 

limitation that path backscatter messages do not clown with 

stable possibility, PIT cannot work in all the attacks, but it does 

work in some spoofing activities. At unimportant it may be the 

most useful traceback mechanism before an AS-level traceback 

system has deployed in real.  

 

3) Through applying PIT on the path backscatter 

dataset, some positions of spoofers are caught and bestowed. 

Though there is not a complete list, it is the first identified list 

disclosing the locations of spoofers. 

 

II. SYSTEM ARCHITECTURE 

 

 
 

Service provider: 

 

In this module, the service provider will browse the 

data file, initialize the router nodes, for security purpose service 

provider encrypts the data file and then sends to the particular 

receivers (A, B, C, D…). The service provider will send their 
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data file to router and router will select smallest distance path 

and send to the particular receiver. 

 

Router 

 

The Router manages multiple nodes to provide data 

storage service. In router n-number of nodes are present (n1, n2, 

n3, n4, n5…). In a router, the service provider can view node 

details and route path details. The service provider will send 

their data file to router and router will select smallest distance 

path and send to the particular receiver. If an attacker is found 

in a node, then the flow will be forwarded to IDS manager and 

router will connect to another node and send to the particular 

receiver. 

 

IDS Manager 

 

In this module, the IDS Manager detects introducer 

and stores the introducer details. In a router any attacker (All 

Spoofers like source, destination, DOS Attacker) is found then 

details will send to IDS manager. And IDS Manager will detect 

the attacker type (Active attacker or passive attacker), and 

response will send to the router. And also inside the IDS 

Manager, we can view the attacker details with their tags such 

as attacker type, attacked node name, time and date.  

  

Receiver (End User ) 

 

In this module, the receiver can receive the data file 

from the router. The service provider will send the data file to 

router and router will accept the data and send to a particular 

receiver (A, B, C, D, E and F). The receivers receive the file in 

decrypted format by without changing the File Contents. Users 

may receive particular data files within the network only. 

 

Attacker 

 

In module above, there are two types of the attacker is 

present one is who is spoofing the Ip address. The active 

attacker is one who is injecting malicious data to the 

corresponding node, and also passive attacker will change the 

destination IP of the particular node. After attacking a node, we 

can view attacked nodes inside the router.  

 

III. CONCLUSIONS 

 

We try to dissipate the mist on the locations of 

spoofers based on investigating the path backscatter messages. 

In this article, we proposed Passive IP Traceback (PIT) which 

tracks spoofers based on path backscatter messages and 

available public information. We illustrate causes, collection, 

and statistical results on path backscatter. We specified how to 

apply PIT when the topology and routing are both known, or 

the routing is unknown, or neither of them is known. We 

presented two efficient algorithms to apply PIT in large-scale 

networks and proofed their correctness.We illustrated the 

effectiveness of PIT based on deduction and simulation. We 

showed the captured locations of spoofers through applying PIT 

on the path backscatter dataset. These results can help further 

reveal IP spoofing, which has been considered for large but 

nevermore well explained.  
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