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Abstract-For the energy limited wireless sensor networks, the 
critical problem is how to achieve the energy efficiency. Many 
attackers can consume the limited network energy, by the 
method of capturing some legal nodes then control them to 
start DoS and flooding attack, which is difficult to be detected 
by only the classic cryptography based techniques with 
common routing protocols in wireless sensor networks. We 
claim that under the condition of attacking, existing routing 
schemes are low energy-efficient and vulnerable to inside 
attack due to their deterministic nature. To avoid the energy 
consumption caused by the inside attack initiated by the 
malicious nodes, this paper proposes a novel energy efficiency 
routing. Under our design, each node computes the trust value 
of its 1-hop neighbors based on their multiple behaviors 
attributes evaluation and builds a trust management by the 
trust value. By this way, sensor nodes act as router to achieve 
dynamic and adaptive routing, where the node can select 
much energy efficiency and faithful forwarding node from its 
neighbors according to their remaining energy and trust 
values in the next process of data collection. 
 
Keywords-Wireless Sensor Networks, Sensor Nodes, Local 
Trust Management Mechanism. 
 

I. INTRODUCTION 
 
Wireless sensor networks is a kind of self-organized 

network based on wireless communication technology, for the 
purpose of cooperate apperceiving, collecting and dealing the 
information of the objects in the covered geographic area and 
transmitting to the sink node after data process [1–4]. The 
appearance of Wireless sensor networks is not only helpful for 
realizing the conception of ubiquitous computing, but also for 
promoting the interaction between human and physical world. 
Wireless is not only helpful for realizing the conception of 
ubiquitous computing, but also for promoting the interaction 
between human and physical world. Special in the unmanned 
wild field or enemy field, various possible threats come during 
the process of data collection. Hence, it is important to protect 
the resource as Wireless sensor networks is easier to be 
attacked. 

 

As most of sensor nodes are unable to communicate 
with the sink node directly for their limitation of 
communication capacity, the method of direct transmission is 
hardly to meet the needs of large deployment. Hence, the data 
collection is completed by the multi-hop transmission in 
Wireless sensor networks. For these compromised nodes, their 
legal identity make them freely send data [5, 6]. At the same 
time, other nodes after receiving these data need to proceed 
and retransmit. Hence, attackers can use these compromised 
nodes to create some meaningless or fake information and 
consume the energy of normal nodes by DoS or flooding 
method [7, 8]. 

 
This paper is focus on how to guarantee the energy 

efficiency when the inside attack occurs, it has obvious 
uniqueness and complexity. Firstly, wireless sensor networks 
consist of a large number of sensor nodes so the price of 
sensor node should be as low as possible. Secondly, multi-hop 
is adopted in Wireless sensor networks, which make the 
network easier to be eavesdropped or interrupted than cable 
network. Thirdly, the attacker can insert error data to mislead 
the network which can rapidly run out of the network energy. 
The main contributions of this paper are summarized as 
follows: 

 
We analyze the abnormal behavior model when the 

network is attacked from inside side and calculate derivation 
of trust value. Then we propose a local trust management 
scheme based on the trust value of neighbor nodes, which can 
be used to the reliability of nodes measure. 

 
The rest of this paper is organized as follows. Section 

2 presents some related works. Section 3 introduces the 
system model and gives the problem statement and the inside 
attack is analyzed and local trust management scheme is 
presented. Finally, summarizes our work and concludes the 
paper. 

 
II. SYSTEM STUDY 

 
2.1 WSN ARCHITECTURE 
 
In a typical WSN we see following network components –  
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 Sensor motes (Field devices) – Field devices are mounted 
in the process and must be capable of routing packets on 
behalf of other devices. In most cases they characterize or 
control the process or process equipment. A router is a 
special type of field device that does not have process 
sensor or control equipment and as such does not 
interface with the process itself. 

 Gateway or Access points – A Gateway enables 
communication between Host application and field 
devices.  

  Network manager – A Network Manager is responsible 
for configuration of the network, scheduling 
communication between devices (i.e., configuring super 
frames), management of the routing tables and monitoring 
and reporting the health of the network.  

 Security manager – The Security Manager is responsible 
for the generation, storage, and management of keys. 

 
Figure 1. WSN Architecture 

 
2.2 System Model and Problem Statement 
 
Network Models and Assumptions 
 

We consider a wireless sensor network composed of 
moderately large number of resource constrained sensor 
nodes, denoted by n1, n2, n3 ……., nn. We further assume 
that the sensor nodes are deployed in high density. These 
nodes are used for data collection in the monitoring area. Each 
Sensor nodes has a communication range such that if the 
distance between two sensors is more than this range, they are 
not communicating. Without loss of generality, we make the 
following considerations in this paper: 
 
 All the sensor nodes and the sink node do not move after 

the deployment Except for the sink node, all the sensor 

nodes are isomorphic with the same initial energy, 
computation capacity, and data fusion capacity. 

 According to the distance to the receiver, the sensor nodes 
can adjust the transmission power to save energy 
consumption. 

 The links are symmetrical. If the transmission power of 
the opposing side is known, the sensor nodes can 
calculate the approximate distance to the sending node 
from the signal intensity of the receiving signal. 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 2: Example of avoiding the compromised nodes 
 

Since the sink node interface a wireless sensor 
network to the outside world, the compromise of it can render 
the entire network useless. For this reason we assume that the 
sink node are trustworthy, in the sense that they can be trusted 
and assumed to behave correctly.  
 
Problem Description 
 

For the limited communication ability, most of sensor 
nodes are unable to communicate with the sink node directly. 
Therefore, these nodes need to find some forward nodes which 
can relay their sensory data to the sink node. In this case, how 
to improve the energy efficiency during routing establishment 
in Wireless sensor networks is very necessary. Once a node is 
compromised, the attackers are always acquire the 
encryption/decryption keys of that node, and thus can 
intercept any information passed through it. Additionally, the 
attackers can start DoS and flooding attack by these 
compromised nodes to consume the energy of normal mode. 
 

Our purpose is to improve the energy efficiency 
routing with node compromised resistance [17]. To achieve 
this we purpose, each node need to proceed trust management 
on all the neighbor nodes. Each node has multiple properties, 
and the nodes for inside attack have obvious difference in 
behavior to other ordinate node, such as tempering the data 
packet, blocking and delaying the data transmission. In this 
way the behavior difference can be used to detect the 
malicious node. 
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III. LOCAL TRUST MANAGEMENT MECHANISM 
 

In this we analyze the damage of inside attack and 
the behavior model of compromised node. Based on the 
monitoring abnormal behavior of neighbor node, herewith we 
propose a local trust management mechanism, which can be 
used to detect the compromised node by low energy 
consumption. 
 
3.1Analysis of Insider Attack in Wireless Sensor Networks 
 

Based on the knowledge and privileges of the 
adversary, we can divide the attacks into two kinds: one is 
outside attack processed by outside nodes without legal 
identity, the other is the inside attack processed by the nodes 
with legal identity [14].  
 

To compromise a sensor node over the wireless 
channel, an adversary can exploit weaknesses in software 
implementation, the applied protocols, and even the security 
protocols with incorrectly implemented in protocol design. All 
this above might enable the adversary to access secret data by 
sending messages that are non-compliant to the protocol. After 
a node is compromised, an adversary has knowledge of all 
data stored on the node, such as the program code and 
cryptographic keys. Figure 2 describes three kinds of attack, 
including packet tamper, packet drop and packet flood. 
Furthermore, several compromised sensor nodes may plot and 
exchange data, e.g., they may exchange cryptographic keys 
using an out-of-band channel and then collaboratively perform 
an attack. The most difficulty and the precondition to resist the 
inside attack is how to find those compromised nodes. 

 

 
Figure 3: Example of Attack 

3.2 Trust Management Model 
 
As mentioned above, sensor nodes can be 

compromised and the severe resource constraints exacerbate 
the use of the strong cryptographic mechanisms and protocols 
[15], which results in prevention of inside attacks is hard to 
achieve. To establish a trust management model, the 
constituent element should be clearly known, which is directly 
related to the definition of trust. As there is obvious difference 
during various trust definitions, the evaluation of trust to node 
generally consists of several parts: 
 
Communication behavior: During data collection, the 
compromised nodemight distort the transmitted data package 
or send the unnecessary data package. Hence, the 
compromised node can be classified by observing the 
communication behavior. For example, if a node can correctly 
resend the data in time, this can be considered as trust node 
with increasing the trust value. Otherwise, the trust value will 
be reduced.  
 
Data process: Sensor node will gather data according to the 
application, andthen transmit to the information server by sink 
node. To reduce the information amount, transmission energy 
consumption and storage requirement, data aggregation, also 
named as data fusion is used. In these data process, the trust 
management can improve the fault-tolerant ability of system, 
identify the error information, and increase the data accuracy.   
 
3.3 Minimum Energy Function 
 

This function investigates the minimum energy 
function of the cell partitioned network under consideration. 
In our network model, each user either uses zero power or full 
power [9]. Furthermore, packets can be transmitted from the 
sender to the receiver in the same (adjacent) cell if the sender 
uses full power. Furthermore, R1(R2) packets can be 
transmitted from the sender to the receiver in the 
same(adjacent) cell if the sender uses full power. 
 

The minimum energy functionФ(λ) is defined as the 
minimum time-average energy required to stabilize an input 
rate λ per user, considering all possible scheduling and routing 
algorithms that conform to the given network structure [10]. 
We exactly compute this function for our network model. 
Specifically, we assume that all users receive packets at the 
same rate i.e., λi =λ for all.In this work, we restrict our 
attention to network control algorithms that operate according 
to the given network structure described above. A general 
algorithm within this class will make scheduling decisions 
about what packet to transmit, when, and to whom. For 
example, it may decide to transmit to a user in an adjacent cell 
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rather than to some user in the same cell, even though the 
transmission rate is smaller. However, we assume that the 
packets themselves are kept intact and are not combined or 
network coded[15]. 
 

IV. OBSERVATIONS 
 

Study and Analysis of the above algorithms have 
been conducted implemented to calculate the capacity of the 
network. The energy consumed by each network is also 
calculated for these algorithms. Following results have been 
observed during complete analysis: 
 
 The delay of the Trust Management Model is analyzed 

using this procedure. This delay bound specifically, we 
first evaluate bounds on the expression by computing the 
steady-state service rates which is achieved by the 
Minimum Energy Algorithm. 

 In the Minimum Energy Function,the numbers of routing 
packets are reduced, so that the energy for all nodes in 
networks can be efficiently used. 

 Minimum Energy algorithm is developed to save energy 
consumption of nodes. This system delivers more than 
95% of the packets with low end-to-end delay, but it fails 
to specify the loss of packets. 

 
V. CONCLUSIONS 

 
In this chapter, we presented a novel energy 

efficiency routing with node compromised based on trust 
management model in Wireless sensor networks. In trust 
management, each node needs to record and manage the 
remaining energy information and trust value of its neighbor 
nodes. The trust value is computed based on the multiple 
behavior attributes. One advantage of trust management is 
that, it is a dynamic and adaptive routing. The established 
routing from the source node by trust management to the sink 
node can combine the energy efficiency and security of data 
transmission. The compromised node can be detected and 
avoided to prevent the attacked energy consumption. The trust 
management indicates the high performance in energy-
efficient and combating inside attack from the compromised 
nodes. 
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