
IJSART - Volume 3 Issue 6 – JUNE 2017                                                                                         ISSN [ONLINE]: 2395-1052 
 

Page | 1334                                                                                                                                                                   www.ijsart.com 
 

A Framework for Enhancing Security, Data Sharing 
and Group Communication in Cloud Platform 

 
Kiruthikaa K V1, Suresh V2 

1, 2 Computer Science and Engineering 
1, 2 Bannari Amman Institute of Technology 

 
Abstract- Data sharing is one of the most important properties 
of cloud computing. It enables multiple users to store and 
share large volume of data in cloud. The major issue that 
threatens the cloud storage is its security. The root cause for 
this notable issue is due to cloud openness. There are various 
security tools and techniques that provide solutions to cloud 
security.  In this paper, the proposed system facilitates an 
enhanced security technique that combines the features of key 
management using Identity-based (ID)-based ring signature 
with forward secrecy. The system also eliminates the process 
of certificate verification, thereby reducing the communication 
cost and computation cost 
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I. INTRODUCTION 
 

With the advancement of cloud storage solutions, 
data sharing among vast group of individuals has now become 
very easier. Cloud storage offers infinite storage space for 
clients and also provides new business solutions that support 
remote backup outsourcing. It significantly reduces the 
financial overhead of data storage and data management 
required by various public and private organizations, since 
they can pile up their data remotely to third-party cloud 
storage providers instead of maintaining data centers on their 
own. Security is considered to be the most important aspect of 
cloud computing environment due to the critical information 
stored and shared in the cloud. Enhancing cloud security 
provides integrity, authentication and availability of data to the 
trusted users of cloud. 

  
II. LITERATURE SURVEY 

 
 M. Abe, M. Ohkubo et al.[1] proposed a 1-out-of-n 
signature from a variety of keys scheme. An oblivious 
signature with n keys (or messages) is a signature that the 
recipient can choose one of n keys (or messages) to get signed 
while the signer cannot find out on which key (or message) the 
recipient has got the signature. This kind of signature is firstly 
introduced by L. Chen in 1994. However, the previous 
reference does not crisply formalize the notion. Furthermore, 

the proposed constructions are less efficient in both 
communication and computation.  
 
 K. Awasthi and S. Lal [4] described ID-based ring 
signature and proxy ring signature schemes from bilinear 
pairings. In a proxy signature scheme, a potential signer 
delegates his signing power to a proxy, who signs a message 
on behalf of the original signer. The ring signature allows a 
user from a set of possible signers to convince the verifier that 
the author of the signature belongs to the set but identity of the 
author is not disclosed.  
 
 M. Bellare and S. Miner[6] suggested a forward-
secure digital signature scheme. A digital signature scheme in 
which the public key is fixed but the secret signing key is 
updated at regular intervals so as to provide a forward security 
property: compromise of the current secret key does not 
enable an adversary to forge signatures pertaining to the past. 
This can be useful to mitigate the damage caused by key 
exposure without requiring distribution of keys.  
 
 A. Boldyreva[8] proposed  an efficient threshold 
signature, multi signature and blind signature schemes based 
on the gap Diffie-Hellman group signature scheme .A robust 
proactive threshold signature scheme, a multi signature 
scheme and a blind signature scheme which work in any Gap 
Diffie-Hellman (GDH) group (where the Computational 
Diffie-Hellman problem is hard but the Decisional Diffie-
Hellman problem is easy). Their constructions are based on 
the recently proposed GDH signature scheme of Boneh et al.. 
Due to the instrumental structure of GDH groups and of the 
base scheme, it turns out that most of our constructions are 
simpler, more efficient and have more useful properties than 
similar existing constructions.  
 
 J. Herranz[24] suggested identity-based ring 
signatures from RSA. Identity-based (from now on, denoted 
also as ID-based) cryptography was introduced by Shamir in 
1984 as an alternative to traditional public key cryptography, 
based on infrastructures (PKI). In PKI-based cryptography, 
each user generates on his own his secret and public keys. A 
certification authority must sign a digital certificate which 
links the identity of the user and his public key. The validity of 
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this certificate must be checked before using the public key of 
the user, when encrypting a message to him or verifying a 
signature from him. Obviously, the management of digital 
certificates decreases the efficiency of practical 
implementations of public key cryptosystems.  
 
 G. Ateniese, J. Camenisch et al.[2]proposed a 
practical and provably secure coalition-resistant group 
signature scheme. A group signature scheme allows a group 
member to sign messages anonymously on behalf of the 
group. However, in the case of a dispute, the identity of a 
signature's originator can be revealed only by a designated 
entity. The interactive counterparts of group signatures are 
identity escrow schemes or group identification scheme with 
revocable anonymity. This work introduces a new provably 
secure group signature and a companion identity escrow 
scheme that are significantly more efficient than the state of 
the art. In its interactive, identity escrow form, our scheme is 
proven secure and coalition-resistant under the strong RSA 
and the decisional Hellman assumptions. The security of the 
non-interactive variant, i.e., the group signature scheme, relies 
additionally on the Fiat-Shamir heuristic. 
 
 M. Li, S. Yu et al [27] described scalable and secure 
sharing of personal health records in cloud computing using 
attribute-based encryption technique. Personal health record 
(PHR) is an emerging patient-centric model of health 
information exchange, which is often outsourced to be stored 
at a third party, such as cloud providers. However, there have 
been wide privacy concerns as personal health information 
could be exposed to those third party servers and to 
unauthorized parties. To assure the patients’ control over 
access to their own PHRs, it is a promising method to encrypt 
the PHRs before outsourcing. Yet, issues such as risks of 
privacy exposure, scalability in key management, flexible 
access and efficient user revocation, have remained the most 
important challenges toward achieving fine-grained, 
cryptographically enforced data access control. This paper 
proposes a novel patient-centric frame work and a suite of 
mechanisms for data access control to PHRs stored in semi-
trusted servers. To achieve fine-grained and scalable data 
access control for PHRs, they leverage attribute based 
encryption (ABE) techniques to encrypt each patient’s PHR 
file. The paper also focuses on the multiple data owner 
scenario, and divides the users in the PHR system into 
multiple security domains that greatly reduces the key 
management complexity for owners and users. A high degree 
of patient privacy is guaranteed simultaneously by exploiting 
multi-authority ABE. The scheme also enables dynamic 
modification of access policies or file attributes, supports 
efficient on-demand user/attribute revocation and break-glass 
access under emergency scenarios. 

   Y. Dodis, A. Kiayias et al.[21] described Anonymous 
Identification in Ad HocGroups .Anonymous identification is 
an oxymoron with many useful applications. Consider the 
setting, for a known user population and a known set of 
resources, where a user wants to gain access to a certain 
resource. In many cases, accessing the resource is an action 
that does not mandate positive identification of the user. 
Instead, it would be sufficient for the user to prove that he 
belongs to the subset of the population that is supposed to 
have access to the resource. This would allow the user to 
lawfully access the resource while protect his real identity and 
thus “anonymously identify” himself. Given the close 
relationships between identification schemes and digital 
signatures, one can easily extend the above reasoning to 
settings where a user produces a signature that is “signer-
ambiguous” i.e., such that the verifier is not capable of 
distinguishing the actual signer among a subgroup of potential 
signers. In fact ,it was in the digital signature setting that such 
an anonymous scheme was presented for the first time; with 
the introduction of the group signature model which 
additionally mandates the presence of a designated party able 
to reveal the identity of the signer, were the need to arise. 
 
 D. Boneh, X. Boyen et al.[9] proposed a short group 
signatures. Signatures in our scheme are approximately the 
size of a standard RSA signature with the same security. 
Security of our group signature is based on the Strong Diffie-
Hellman assumption and a new assumption in bilinear groups 
called the Decision Linear assumption. 
 
 J.M. Bohli, N. Gruschka et al.[7] stated security and 
privacy-enhancing multi-cloud architectures. Cloud computing 
offers dynamically scalable resources provisioned as a service 
over the Internet. The third party ,on-demand, self-service, 
pay-per-use, and seamlessly scalable computing resources and 
services offered by the cloud paradigm promise to reduce 
capital as well as operational expenditures for hardware and 
software. Clouds can be categorized taking the physical 
location from the viewpoint of the user into account. A public 
cloud is offered by third-party service providers and involves 
resources outside the user’s premises. In case the cloud system 
is installed on the user’s premise usually in the own data 
center this setup is called private cloud. A hybrid approach is 
denoted as hybrid cloud. This paper will concentrate on public 
clouds, because these services demand for the highest security 
requirements 
 

III. PROBLEM DEFINITION 
 

In a large scale cloud data sharing system, the 
certificate verification process increases the computation cost 
and communication cost. Computation cost is the cost required 
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generating and updating the keys for all members within a 
group and communication cost is the cost required to 
distribute the keys to every member within a group. During 
group communication, there is an overhead in managing both 
the group key and secret keys as group membership varies 
over time when the users enter and leave the group. It ensures 
that only members of a secure group can gain access to group 
data and can authenticate group data stored in cloud. It is 
difficult to re-authenticate the secret keys of all the users, if 
any single user’s secret key is compromised. In such hostile 
environment, ring signature can be used to construct an 
anonymous and authentic data sharing system. It allows a data 
owner to anonymously authenticate his data which can be put 
into the cloud for storage or analysis purpose. 

 
IV. PROPOSED SYSTEM 

 
 Let us assume a scenario where clients are grouped as 
a ring like architecture and hence, to provide anonymity and 
authenticity of shared data in cloud, ring signature is used. 
Using this security feature, if a secret key of any user has been 
compromised, then it is impossible to ask all data owners to 
re-authenticate their data even if a secret key of one single 
user has been compromised. Data sharing with a large number 
of participants must take into account several issues including 
efficiency, data integrity and privacy of data owner. 
 

 
Figure 1. System Architecture 

 

 
Figure 2. Process of data sharing and group communication 

 
 The system architecture shown in Figure 1 comprises 
of variety of users grouped as ring network. In this system 
structure, any user of the group can be the owner of the data to 
be shared, which assures the anonymity property of data 
sharing in cloud. Besides the advantages of ring signature, the 
proposed system makes use of ID-based ring signature which 
further enhances the cloud security along with forward secrecy 
technique to share and store data in cloud using group key and 
secret keys.    
 
 With forward secrecy, if a secret key of any user has 
been compromised, then all the previously generated 
signatures and keys still remain valid. Only the user whose 
secret key/signature is comprised cannot gain access to the 
shared data in the group. This property is especially important 
to any large scale data sharing system, as it is impossible to 
ask all data owners to re-authenticate their data even if a secret 
key of one single user has been compromised. The system also 
eliminates the process of certificate verification. The public 
key of any user is inferred directly from his identity such as e-
mail address, telephone number, etc. Later, the user contacts a 
master entity who uses some secret information to compute 
the secret key.  
 
 Figure 2 depicts the data flow across the proposed 
system architecture. The owner of the data to be shared in 
cloud is considered as the group manager. After successful 
registration, the group manager creates the group i.e., he can 
decide to whom his data must be shared. The group manager 
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then selects the file or information to be shared among the 
group that he created.  
 
 For secured data sharing, the group manager 
generates an ID-based ring signature with enabled forward 
secrecy and also a group or public key. Using the group key, 
the manager encrypts his file to be shared and send that 
encrypted file to a trusted third party cloud service provider.  
 
 Other individual users also register their identity by 
providing necessary details. Those users who wish to join the 
group can send request to the group manager asking for the 
signature. The group manager acknowledges the user to join 
his group by sending the signature after verifying the user’s 
identity. Once the individual user joins the group, he receives 
the group key information which is necessary to compute his 
secret or private key. 
 
 The trusted third party cloud service provider 
receives the encrypted file or information from the group 
manager for cloud storage. The third party also verifies the 
authentication credentials of the group manager and the 
integrity of the encrypted file. The security of the encrypted 
file is further enhanced by computing and attaching a secret 
hash value. Finally, the file is uploaded in cloud database 
server by the third party. 
 
 The group members who wish to view or edit the 
shared encrypted file sends request to the trusted third party. 
Since the group members are already verified by the group 
manager and also possessing the group key, there is no need 
for the third party to execute the process of certificate 
verification.  
 
 The third party immediately acknowledges the group 
members by sending the hash key value. The download link of 
the encrypted file will be available to those having both the 
group key and hash key values. After downloading the shared 
file, the group members can decrypt the file using their secret 
key. 

 
V. CONCLUSION AND FUTURE WORK 

 
The proposed system eliminates the unauthorized 

access of files and information that is being stored in the cloud 
using ID-based ring signature with forward secrecy. The 
communication cost and computation cost will be reduced 
since group manager does not need to re-authenticate and 
distribute the group keys each time, whenever a single user’s 
secret key is compromised.  

 

The proposed system illustrates a single file upload in 
a single cloud database server through a single trusted third 
party cloud service provider. As a future work, the system can 
be further modified by uploading multiple files to multiple 
cloud servers through multiple trusted third parties. In such 
environment, the users can select and decrypt the files they 
want to view or edit. Also, the group membership of an 
individual user is not limited to one particular group.   
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