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Abstract- Internet of Things (IoT) is the collection of a various 
kind of technologies. It combines large number of end systems 
and provides open access to selected data for digital services. 
IoT is the more popular area in wide variety of applications 
such as commerce, industry, and education etc.  
 

The very large quantity of sensors and actuators are 
used for sensing and transmitting devices in communication 
scenarios, thus it enables information sharing in IoT. As 
sensor data collection and Radio Frequency Identification 
technology emerges, it leads large number of smart devices 
connected to the Internet, continuously transmitting data over 
time. Because of this security issues are arises in IoT. But 
because of communication overloads and standards, 
traditional security approaches are not suitable in IoT for 
security. It leads to the compromised security and malicious 
data. Because of this, new research is emerges to handle the 
security in dynamic environment of IoT. This paper gives the 
description of IoT, its structure, various challenges and 
security issues. Also describes the recent techniques working 
for various applications along with IoT. Finally describes the 
comparative analysis of recent techniques on the basis of 
method used, aim, advantages and limitations of the 
techniques. 
 
Keywords- Discrete event simulation, queuing system, size 
delay function 
 

I. INTRODUCTION 
 
 Today, Communication is close as there's a growing 
interest in sharing information through the net. The emergence 
of objects like sensors has been ready to adapt and build a firm 
association through the net as compared to the standard 
objects in use. so the evolution of advanced wireless 
technology imagination a tomorrow, with objects equipped 
with microcontrollers, transceivers and protocol stacks 
creating communication easier with the users, allows IOT to 
achieve a noteworthy position nowadays. Objects like 
ofteness. Identification, close to Field Communication, 
sensors, actuators, mobile phones are ready to move through 
distinctive addressing schemes through the fashionable 
conception of internet of Things. The foremost obvious impact 
is discovered in domestic sphere-assisted living, the potential 
space increasing the living normal of Associate in nursing 

entity. In business, internet of Things is complete in 
production, superior quality etc. the most happening of 
internet of Things is security with issues like addressing 
drawback, measurability drawback, etc. Internet of Things is 
mistreatment restricted traffic while not stringent tremendous 
revenues to operators for traffic sale. The growing 
computation power in objects shifts services remote of the 
network thus decreasing their revenues. 
 
A. Paradigms of IoT: 

 
 IoT are often complete in 3 paradigms particularly 
semantic-oriented, Internet-oriented and things-oriented. The 
effectiveness of  IoT are often unleashed in AN application 
domain wherever the 3 paradigms ran into. 
 
Things Oriented Vision: 
 
 This vision is supported by the actual fact that we 
will track something exploitation sensors and pervasive 
technologies exploitation RFID. The essential philosophy is 
unambiguously characteristic any object exploitation 
specifications of Electronic Product Code (EPC) .This 
technique is extended exploitation sensors. It's necessary to 
understand the actual fact that future vision can rely on 
sensors and its capabilities to meet the “things” directed 
vision. 
 
Internet Oriented Vision 
 
 The internet-oriented vision has ironed upon the 
requirement to form sensible objects that square measure 
connected. The objects have to be compelled to have 
characteristics of information science protocols as this can be 
one in every of the most important protocols being followed 
within the world of net. 
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Figure 1. Paradigms of IoT 

 
Semantic Oriented Vision 
 
 This vision is power-driven by the very fact that the 
quantity of sensors which is able to be out there at our disposal 
are going to be immense and therefore the knowledge that 
they're going to collect are going to be huge in nature. 
Therefore we'll have huge quantity of data, presumably 
redundant, that has to be processed meaningfully. The data has 
to be managed, processed and churned enter a comprehensible 
manner for higher representations and understanding. 
 
B. Challenges of IoT 

 
Context awareness for privacy: 
 
 For the protection strategies that are supported the 
context awareness, it's required that any essential half within 
the context would be self-addressed effectively.  
 
Digital device in a physical ambient: 
 
 In recent years, to measure different data, coupling 
between physical atmosphere and processor has been growing 
considerably.  
 
Identification within the IoT atmosphere: 
 
 In all layers of IoT, it's essential to produce 
identification. It's one amongst the most important challenges 
supported the actual fact that IoT can face an incredible range 
of applications and structures with totally different 
unpredictable characters and patterns.  
 
Authenticating devices: 
 

 Lots of devices that use the sensors and actuators 
ought to follow specific policy and proxy rules for 
authentication to authorize the sensors to public their data.  
 
Data Combination: 
 
 We will have variant totally different information 
made by IoT. Combining these information to produce a lot of 
approachable data will be done solely by providing an 
outsized cluster of recent general security policies, that leads 
America to a lot of complicated user profile.  
 
Scalability in IoT: 
 
 As the technology grows the quantity of users and 
devices with totally different form of communication and 
technologies grow wide. IoT must give interaction for infinite 
range of entities with important variations within the 
interaction patterns.  
 
Secure Setup and Configuration: 
 
 Solving the challenge of measurability of IoT must 
enforced in such some way of getting a secure setup and 
structure too. the essential style of the system will be enforced 
supported privacy. 
 
Conflicting market interest: 
 
 IoT can build a awfully competitive market by 
providing correlate information from totally different sources. 
Therefore, it'll facilitate to satisfy costumer’s wants a lot of 
expeditiously. As a result, providing totally different 
techniques to guard the non-public information of individuals 
are the most issue at hairdressing and correlating data.  
 
Human IoT Trust relationship: 
 
 There ought to be a particular level of trust that 
human will wear totally different a part of IoT. Trust on the 
machines in conjunction with that kinsmen still will have the 
privacy has been thought of wide by researchers. Trust will be 
outlined because the level of confidence that's potential to 
possess on a particular service or entity.  
 
Data management: 
 
 Other perspective will be outlined as the way to 
manage the information. W ought to have policies relating to 
the way to manage any form of information with numerous 
policy mechanisms.  
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Lifespan of each IoT's entities: 
 
 The fact that any product in IoT ought to have a 
particular short period of time, and wouldn't survive for long 
years is plain. 
 
C. Security Issues in IoT 

 
Internet of Things Security demand: 
 
 Firstly, sensing element security, as well as sensing 
element meddling, safeguarded, signal intercepted and second 
the conventional operation of the sensing element, 
transmission and treatment systems ar a requirement for net of 
Things.  
 
Information Gathering issues: 
 
 These issues may be divided to 2 main classes- huge 
info gathered by ofteness Identification regarding immense 
variety of things found at net of Things system and also the 
security and also the privacy of knowledge attributable to 
wireless transmission media. 
 
Data confidentiality: 
 
 Data confidentiality in IoT could be a primary 
constraint that guarantees access and modification to certified 
entities via an access management mechanism and object 
authentication apply with a connected identity direction 
system.  
 
Trust: 
 
 Trust conciliation refers to the procedure of 
certificate exchanges that enables a celebration needing a 
service or a resource from another party to produce the 
mandatory permit to get the service or the resource. Trust 
intercession depends on end-to-end communications and 
consists reiterative revelation of digital credentials, approved 
by given entities, for valedictory attributes of their holders to 
determine mutual trust.  
 
Access management: 
 
 Access management deals with access rights given to 
the items and devices in IoT atmosphere. Knowledge holders 
and knowledge collectors supervise and manage the access 
management in IoT.  
 
Policy social control: 
 

 It implies to the approach that causes the appliance of 
a collection of definite efforts during a system. Policies ar 
playing rules desired for acknowledging order, security, and 
consistency on knowledge.  
 
Mobile Security: 
 
 Internet of Things constitutes of mobile nodes that 
moves from one cluster to a different wherever cryptology 
protocols permit prompt identification, authentication, and 
privacy protection. it'll safeguard against replay attack, 
eavesdropping etc.  
 
Identification  
 
 Each object ought to be specific. Identification on the 
express state of affairs, objects ought to be completely 
recognized as happiness to a given category through ofteness 
Identification tags or objects’ depiction in wireless means that. 
 
Security Management:  
 
 Security management may be distributed by 
distinguishing someone or object in motion referred to as 
pursuit or by identification and authentication. Sensing 
privacy in knowledge sharing and management by maintaining 
info person-centric conjointly helps in coping with security 
management. 
  

II. IOT APPLICATIONS 
 

 
Figure 2. IoT Application Areas 

 
Tracking: People, Inventory and Logistic: 
 
 The basis of this tracking is RFID tags. They are 
placed on object, human beings, animals, logistics etc. RFID 
tag reader used in all the intermediate stages, used for tracking 
anything which has the RFID tag in it.  
 
Smart Environment and Enterprise Collection 
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 An enterprise based application is available. It is 
based on smarter environment. Here the individual or the 
enterprise may give data to outside world on its own 
discretion. Smart embedded sensor technology can be used in 
order to monitor and transmit critical parameters of the 
environment. Common attributes of the environment are 
temperature, humidity, pressure etc. Smart monitoring of soil 
parameters can allow informed decision making about 
agriculture and increase production of food grains and prevent 
loss of crops. Water conservation is huge topic of concern 
where droughts are frequent. To limit water wastage, smart 
technology can be used in water conservation. 
 
Smart Unit 
 
 Another IoT application that is creating waves is that 
the sensible smart grid and sensible metering technology. The 
energy consumption will be expeditiously monitored in an 
exceedingly smart home or in an exceedingly tiny workplace 
or maybe a region. This model will be extended over a town 
for higher load equalization. the planet is quick ever-changing 
and currently camera primarily based police investigation is 
high in demand. This police investigation won't solely need 
image process however conjointly laptop vision. IoT could be 
able to} be supported video process is a new technological 
challenge to integrate massive computation with tiny 
embedded device. sensible homes will be developed wherever 
things of daily use are going to be half-tracked victimization 
sensing element enabled technologies. 
 
Local, Global and Social Sensing 
 
 Imagine a state of affairs wherever every of the 
members of the family of the family have a RFID enabled 
widget and therefore object following may result really in 
human following. this will without delay happen in IoT 
wherever common mobile phones are often used for following 
folks. There are often numerous styles of sensors based mostly 
devices which may be used for such form of following. this is 
often whole method is understood as native, world and social 
sensing. the article are often half-tracked regionally, globally 
and in anyplace, any time and over any network. 
 
Healthcare Monitoring Applications 
 
 Consider a scenario in village. There is an old person, 
infants, pregnant ladies etc. On their bodies some RFID chips 
are placed to track the vital health parameters. Any unusual 
activity on their body part will send alert message in the 
nearby local medical home.  
 
Traffic Monitoring 

 In any town within the world, traffic observation is a 
vital a part of the smart-city infrastructure. traditional traffic to 
main road traffic all needs adequate data concerning the 
support and supplying out there on the main road and 
successively the system is created self-reliable and intelligent. 
Any style of congestion on roads can ultimately result in loss 
of fuel and economic loss. Any foresight on traffic can forever 
facilitate to boost the total system. With variety of WSN and 
device enabled communications, Associate in Nursing IoT of 
traffic are going to be generated. this may be referred to as 
Traffic IoT (TIoT). 
 

III. RECENT IOT BASED TECHNOLOGIES 
 

The population of older adults can unendingly 
increase over the approaching decades. As they age, 
individuals would require help and regular watching, with 
higher prices for welfare system and families. 2 important 
aspects of a healthy mode, square measure domestic autonomy 
and maintenance of relationships at intervals the 
neighborhood. These results in a remarkable analysis issue: 
“Could homes and appliances have the potential to enhance 
autonomy and quality of lifetime of citizens? That strategies 
andtools might enhance eudemonia and healthy conditions? 
The house has the potential to be a secure, adjective setting, 
integrated with technologies forever support. This work [1] 
seeks to analyze the key implications of field of study 
accessibility, interior style options and interactive 
technologies, associated with User expertise style. The 
planned style approach referred to as “Environment style to 
Sustain Users” is predicated on a situation composed of 2 
empirical ways. The rumored analysis aims to support the 
creation of a brand new commonplace of homes during which 
individuals will sleep in a healthy manner, enjoying the 
opportunities of ICT, that shall be “enabling” ANd integrated 
in an unobtrusive manner therefore on be accepted by the user. 

 
This paper presents [2] the planning and 

implementation of a mobile/tablet-based assessment system 
that uses the MQTT publish-subscribe design to supply nearly 
period assessment services to numerous varieties of academic 
stakeholders as well as lecturers, principals, folks and 
academic planners. The system delivers and collects 
assessment information as well as detector info from mobile 
devices utilized by lecturers and students. The system routes 
analytics results generated from analytical engines to 
acceptable stakeholders in period. Preliminary analysis of the 
planned system shows promising ends up in terms of low 
power consumption in mobile devices and smart 
quantifiability. 
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Wireless Body Area Networks (WBANs) and Radio 
Frequency-Identification (RFID) are the major components of 
IoT systems. WBANs embedded devices are consist of sensor 
nodes. They are sensing many vital data including body 
temperature, blood pressure and electrocardiogram (ECG), etc. 
from human body. Where RFID is used for automatic 
identification of objects. This identification is based on 
electromagnetic waves. In [4], a patient monitoring system 
with the help of WBANs and RFID is designed and 
implemented. The experimental evaluation proves that 
physiological and personal information from the human body 
is matched at remote web server. 

 
Applying web of Things (IoT) technology to d art 

will open up new prospects for the interaction between 
systems and humans. during this study, interaction between 
appreciators and creation was accomplished exploitation 
particle technology. Raspberry Pi, a cheap credit card-sized 
single-board laptop, was accustomed alter appreciators to alter 
animations displayed onscreen in creation exploitation 
physical movement. This paper [5] reports on our realization 
of interaction between appreciators Associate in Nursing work 
of art exploitation IoT technology and describes an illustration 
conducted via an exhibition that was receptive the general 
public. 

 
The system in [6] is used to make eHealth systems 

smarter, more collaborative and  efficient. As a result of the 
analysis of the most promising technological trends, 
characteristics of future telehealth and telecare services are 
derived, requirements are identified, and a future eHealth 
reference design is proposed. 

 
In recent years, greenhouse technology in agriculture 

is to automation, info technology direction with the IOT 
(Internet of Things) technology speedy development and wide 
application. This paper [7] takes CC2530 chip because the 
core, presents the planning and implementation of agriculture 
Greenhouse setting observation system supported ZigBee 
technology, the wireless device and management nodes takes 
CC2530F256 as core to manage the setting knowledge. this 
method is created from front-end knowledge acquisition, 
processing, knowledge transmission and knowledge reception. 
The close temperature is period of time processed by the 
temperature device of knowledge terminal node. Processed 
knowledge is send to the intermediate node through a wireless 
network. Intermediate node aggregates all knowledge, then 
sends the information to the computer through a interface, at 
an equivalent time, workers might read, analysis and storage 
by the computer that give period of time data for agricultural 
greenhouse, fans and different temperature management 

instrumentation, and succeed automatic temperature 
management. 

 
A novel Smart Parking System is proposed in [8]. It 

is based on the combined use of different technologies 
including RFID, WSN, NFC, Cloud, and mobile. This system 
can collect real time environmental parameters and 
information about the parking spaces availability. This system 
also directing the drivers to the nearest vacant parking spot. 
For this customized software application is used. This last one 
leverages a NFC-based e-wallet system to allow users to pay 
for parking fees. Furthermore software application is installed 
on a cloud platform. It is able to manage alert events. Another 
Fire warning system is developed in [9]. It plays an important 
role in any type of warehousing safety workstations. This 
application is based on IoT architecture. It is used in cotton 
warehouse fire warning system. The collected data acquisition 
and transmission is done with ZigBee wireless sensor network 
as the bottom, and made a warning by background intelligent 
fire analysis system. 
 

IV. COMPARATIVE ANALYSIS 
 

Table 1. 
Paper Title Methodology 

Used 
Aim Advantage Limitatio

ns 
Adaptive 
environments 
for enabling 
senior 
citizens: An 
holistic 
assessment 
tool for 
housing 
design and 
IoT-based 
technologies 
[1] 

investigate 
the key 
implications 
of 
architectural 
accessibility, 
interior 
Design 
features and 
interactive 
technologies, 
related to 
User 
Experience 
Design 

to support 
the 
creation of 
a new 
standard of 
houses in 
which 
people can 
live in a 
healthy 
way, 
enjoying 
the 
opportuniti
es of ICT, 
which shall 
be 
“enabling” 
and 
integrated 
in an 
unobtrusiv
e way so as 
to be 
accepted 
by the user 

increase the 
quality of 
life within 
the built 
environmen
t, improve 
the 
autonomy 
and sense of 
security and 
enhance the 
usage of 
smart 
devices for 
senior 
citizens. 

Not cost 
effective. 
Does not 
considers 
critical 
issues 
related to 
the 
growing 
aging 
populatio
n 

Introducing 
IoT and 
Wearable 
Technologies 
into Task-
Based 
Language 

investigate 
the benefits 
of using 
wearable and 
Internet-of-
Things (IoT) 
technologies 

the 
creation of 
realistic 
scenarios 
in which 
young 
foreign 

Improving 
classroom 
managemen
t, 
organization
, learning 
experience, 

once 
students 
defined 
the task, 
the 
teaching 
staff 
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Learning for 
Young 
Children[2] 

in 
streamlining 
the creation 
of such 
realistic task-
based 
language 
learning 
scenarios. 

language 
learners 
can feel 
comfortabl
e engaging 
in chat and 
becoming 
better 
prepared 
for social 
interaction 
in a foreign 
language, 

evaluating 
the teaching 
process. 

should be 
able to set 
the IoT 
and 
wearable 
devices 
within 
minutes. 
It is not 
happens 
because 
of cost 
issue. 
 

IoT 
Technologies 
to Enhance 
Precision and 
Response 
Time of 
Mobile-
Based 
Educational 
Assessments[
3] 

presents the 
design and 
implementati
on of a 
mobile/tablet
-based 
assessment 
system that 
uses the 
MQTT 
publish-
subscribe 
architecture  

to provide 
almost 
real-time 
assessment 
services to 
various 
types of 
educational 
stakeholder
s including 
teachers, 
principals, 
parents and 
educational 
planners. 

promising 
results in 
terms of 
low power 
consumptio
n in mobile 
devices and 
good 
scalability. 

Bandwidt
h problem 
does not 
considere
d. 

IoT-based 
patient 
information 
monitoring 
system by 
using RFID 
technologies[
4] 

WBANs and 
RFID 

patient 
monitoring 
system 

results show 
that 
physiologic
al and 
personel 
information 
from the 
human body 
can 
successfully 
be matched 
at remote 
web server 
by using the 
WBANs 
and RFID 
system 
implemente
d 

Security 
of 
personal 
informati
on is not 
maintaine
d 

Interactive 
objet d'art 
based on IoT 
technology[5
] 

interaction 
between 
appreciators 
and fine art 
was realized 
using Ion 
technology 

to enable 
appreciator
s to change 
animations 
displayed 
onscreen in 
fine art 
using 
physical 
movement. 

demonstrati
on 
conducted 
via an 
exhibition 
that was 
open to the 
public 

Not 
efficient 

 
V. CONCLUSION 

 
This paper has covered the in detail study of entire 

concept of IoT along with their challenges and Security 

threats. Till now various researches has been carried out for 
IoT. This paper also studied the recent IoT based approaches 
in smart applications. We also provides the comparative 
analysis of such techniques on the basis on method used, aim 
of the system, its advantages and limitations. We also provide 
the various types of applications where IoT can be suitable 
and work efficiently. 
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