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Abstract-The web applications are developed using various
technologies like HTML, JavaScript, AJAX, XML etc. But the
vulnerabilities at the design level in these technologies lead to
security breach, resulting in theft of the users credentials.
Thus, the security of these applications is becoming an
important concern to ensure the users authentication and
privacy. Cross site scripting attack (XSS) is also an
exploitation of these vulnerabilities existing in the web
applications. XSS still remains a big problem for web
applications, despite the bulk of solutions provided so far.
Content Security Policy (CSP) is also an approach to prevent
this code injection. This paper studies the browser
compatibility issues in deploying CSP to mitigate XSS
vulnerabilities and also discusses how to resolve this
incompatibility. A content security policy (CSP) can help Web
application developers and server administrator’s better
control website content and avoid vulnerabilities to cross site
scripting (XSS). In experiments with a prototype website, the
authors CSP implementation successfully mitigated all XSS
attack types in four popular browsers. Among the many
attacks on Web applications, cross site scripting (XSS) is one
of the most common. An XSS attack involves injecting
malicious script into a trusted website that executes on a
visitors browser without the visitors knowledge and thereby
enables the attacker to access sensitive user data, such as
session tokens and cookies stored on the browser. With this
data, attackers can execute several malicious acts, including
identity theft, key logging, phishing, user impersonation, and
webcam activation. Content Security Policy (CSP) is an added
layer of security that helps to detect and mitigate certain types
of attacks, including Cross Site Scripting (XSS) and data
injection attacks.
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1. INTRODUCTION

In the recent years, web-based attacks have caused
harm to the users of web applications. Most of these attacks
occur through the exploitation of security vulnerabilities in the
web-based programs. So, the mitigation of these attacks is
very crucial to reduce its harmful consequence. The main
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issue is that if malicious content can be introduced into a
dynamic web page, neither the web site nor the client is
capable of recognizing that anything like this happened and
prevent it.

A primary goal of CSP is to mitigate and report
XSS attacks. XSS attacks exploit the browser's trust of the
content received from the server. Malicious scripts are
executed by the victim's browser because the browser trusts
the source of the content, even when it's not coming from
where it seems to be coming from CSP makes it possible for
server administrators to reduce or eliminate the vectors by
which XSS can occur by specifying the domains that the
browser should consider to be valid sources of executable
scripts. A CSP compatible browser will then only execute
scripts loaded in source files received from those white listed
domains, ignoring all other script (including inline scripts and
event-handling HTML attributes).

As an ultimate form of protection, sites that want to
never allow scripts to be executed can opt to globally disallow
script execution. Even major application services such as
facebook, Google, PayPal, and Twitter suffer from XSS
attacks, which have grown alarmingly since they were first
reported in a 2003 Computer Emergency Response Team
advisory. The Open Web Application Security Project ranked
XSS third on its 2013 list of top 10 Web vulnerabilities (the
latest list as of February 2016), calling it the “most prevalent
Web application security flaw. Underscoring the widespread
risk of XSS intrusions, Whitehat Security’s May 2013 Web
Security Statistics Report noted that 43 percent of Web
applications were vulnerable to this kind of attack Researchers
have proposed a range of mechanisms to prevent XSS attacks,
with content sanitizers dominating those approaches. Although
sanitizing eliminates potentially harmful content from
entrusted input, each Web application must manually
implement it. A process prone to error. To avoid this problem,
we use a different technique. Instead of sanitizing harmful
scripts before they are injected into a website, we block them
from loading and executing with a variation of the content
security policy (CSP), which provides server administrators
with a white list of accepted and approved resources. The Web
application or website will block any input not on that list and
thus there is no need for sanitizing. The white list also guards
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against data infiltration and extrusion—the unauthorized
downloading of data from a website visitor’s computer.

Validate user inputs and encode user outputs.
Cross site scripting has been a major threat for web

applications and its users from past few years. Lot of work has
been done to handle XSS attacks which include:

Client side approaches

Server side approaches

Testing based approaches

Static and dynamic analysis based approaches

Each kind of solution has been discussed in this
paper. Different approaches have their own advantages and
disadvantages. Major problems faced are:

o Requirement of complex frameworks

o Additional runtime overhead

o Intensive labour requirements

o Not being able to cover all types of XSS attacks

e Prone to human error

o Requires client action

o Not able to detect web content manipulation

o False positives and false negatives

o Effectives depend on completeness of specification

Based on our requirements we can choose among the
possible solutions. However, there is no ideal solution for the
detection and prevention of XSS attacks.
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Fig.1: Block diagram of cross site scripting attack
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A content security policy (CSP) can help Web
application developers and server administrator’s better
control website content and avoid vulnerabilities to cross site
scripting (XSS). In experiments with a prototype website, the
authors” CSP implementation successfully mitigated all XSS
attack types in four popular browsers. Among the many
attacks on Web applications, cross site scripting (XSS) is one
of the most common. An XSS attack involves injecting
malicious script into a trusted website that executes on a
visitor’s browser without the visitor’s knowledge and thereby
enables the attacker to access sensitive user data, such as
session tokens and cookies stored on the browser. With this
data, attackers can execute several malicious acts, including
identity theft, key logging, phishing, user impersonation, and
webcam activation. Content Security Policy (CSP) is an
added layer of security that helps to detect and mitigate
certain types of attacks, including Cross Site Scripting (XSS)
and data injection attacks. These attacks are used for
everything from data theft to site defacement or distribution
of malware. CSP is designed to be fully backward compatible;
browsers that don't support it still work with servers that
implement it, and vice-versa. Although our CSP has many
benefits, it is not intended as a primary defence mechanism
against XSS attacks. Rather, it would best serve as a defence
in depth mitigation mechanism. A primary defence involves
tailored security schemes that

A) SYSTEM METHODOLOGY

Completeness in the sense if x and y belongs to
R the honest prover who knows witness y for x succeeds
in convincing the honest verifier of his knowledge. Soundness
is if x and y is not belonging to R no cheating prover can
convince the honest verifier that x and y belongs to R, except
with some small probability. It can be captured by the
existence of a knowledge extractor E to extract the witness y:
given oracle access to a cheating prover P, the probability that
E outputs y must be at least as high as the success probability
of P in convincing the verifier. For a zero-knowledge proof
of knowledge, it has the extra property of Zero-
knowledge: no cheating verifier learns anything other than x
and y belongs to R. It is formalized by showing that every
cheating verifier has some simulator that can produce a
transcript that is indistinguishable with an interaction between
the honest prover and the cheating (or honest) verifier.

» The authentication server picks at random a challenge
R belongs to Zp and sends R to the user

» The user computes C = e"(g,h01/(y+R) and submits
(C,y,R) to his /her security device

» The security device validates C(y+R) = TG and TGy
=TY.
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» Upon successful validation, the security device picks
a random r belongs to Zp, computes CR = H(TGr
IIR|IC) and ZR= r-CRtsk . It returns (CR,ZR) to the
user.

» The user converts claim predicate value to its
corresponding monotone span program M = (Mi,j)
belongs to Zpl*m , with row labeling .

» Fori=1tol, the user randomly picks ai; ti belongs
to Zp and computes Ci = gvi hti

» Then engage in zero-knowledge protocol, all the
parameters are given to the protocol for validation
process.

The two type of design are as following
1. Input Design

This is a process of converting user inputs into
computer based formats. The data is fed into system using
simple interactive forms. The forms have been
supplied with messages so that user data is read
without facing any difficulty. The data is validated
wherever it requires in the project. This ensures that only
the correct data have been incorporated into the system. It
also includes determining the recording media methods of
input, speed of capture and entry into the system.

2. Output Design

A quality output is one, which meets the requirements of
the end user and presents the information clearly. In the
output design, it is determined how the information is to
be displayed for immediate need and also the hard copy
output. The output design should be understandable to the
user and it must offer great convenience. The output of
the proposed software tool is designed as opening the text
file containing the translated code. The main objectives
that guide the output design is that the user must be
informed with proper messages and access permissions in
case of any unusual key input or in case of the right key
validation.

I1. EXISTING SYSTEM AND PROPOSED SYSTEM
A) EXISTING SYSTEM

An XSS attack involves injecting malicious script
into a trusted website that executes on a visitors browser
without the visitors knowledge and thereby enables the
attacker to access sensitive user data, such as session tokens
and cookies stored on the browser.1 With this data, attackers
can execute several malicious acts, including identity theft,
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key logging, phishing, user impersonation, and webcam

activation.
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Fig.2: Existing System

Content Security Policy(CSP) is an added layer of
security that helps to detect and mitigate certain types of
attacks, including Cross Site Scripting (XSS) and data
injection attacks. These attacks are used for everything from
data theft to site defacement or distribution of malware. CSP is
designed to be fully backward compatible; browsers that don’t
support it still work with servers that implement it, and vice-
versa. Browsers that don’t support CSP simply ignore it,
functioning as usual, defaultingto the standard same-origin
policy for web content. If the site doesn’t offer the CSP
header, browsers likewise use the standard same-origin policy.

1. DISADVANTAGES OF EXISTING SYSTEM

» How to use the collected information in database is
not addressed.

» How to make system deployed universally has also
not been addressed.

» It requires modifications in the frameworks or
installation of additional frameworks.

» Approved scripts have to be identified by the
website.

» Thereis no single policy for all the documents.

» Creating policies manually is a very tough task.

» This approach incurs runtime overhead due to
interception of HTTP traffic.

» It requires user-defined security policies which can
be labour-intensive.

B) PROPOSED SYSTEM

A client-side tool that acts as a Web proxy, disallows
requests that do not belong to the website and thus thwarts
stored XSS attacks. Browser-enforced embedded policies
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(BEEPs) let the Web application developer embed a policy
in the website by specifying which scripts are allowed to
run. With a BEEP, the developer can put genuine source
scripts in a white list and disable source scripts in certain
website regions. Document Structure Integrity (DSI) is a
client-server architecture that restricts the interpretation of
entrusted content. DSI uses parser-level isolation to isolate
inline entrusted data and separates dynamic content from
static content. However, this approach requires both servers
and clients to cooperatively upgrade to enable protection.

1. ADVANTAGES OF PROPOSED SYSTEM

» Since the requests with waiting time D are all
assigned to temporary servers, it is apparent that all
service requests can guarantee their deadline and are
charged based on the workload according to the SLA.
Hence, the revenue of the service provider increases.

» Increase in the quality of service requests and
maximize the profit of service providers.

» This scheme combines short-term renting with long-
term renting, which can reduce the resource waste
greatly and adapt to the dynamical demand of
computing capacity

C) SECURITY MODULE DETAILS

The first part Setup is run by a trustee to generate public
parameters. The second part Setup is run by the attribute
issuing authority to generate its master secret key and public
key. The process of authenticating the user and access control
mechanism consist of mainly two steps.

1. User Key Generation Phase:-
The user key generation process consists of three parts.

» First, the user generates his secret and public key in
USetup.

» Then the security device is initialized by the trustee
in Device Initialization. All the public parameters
generated are used during the authentication process.

» Finally the attribute issuing authority generates the
user attribute secret key accord-ing to the users
attribute in AttrGen. The secret generated by the
attribute issuing authority determines which all data
the user can access and this key is stored in the user
computer. The user has to use his own computer and
the USB key storage each time for accessing the
cloud. Additional recovery options are also provided.

2. Access Authentication Phase

Page | 413

ISSN [ONLINE]: 2395-1052

The access authentication process is an interactive
protocol between the user and the cloud service provider. It
requires the user to have his partial secret key, attribute secret
key , Policy details and the security device each time the user
is accessing the cloud.
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Fig.3: 3FA Working Details
11l. PROJECT IMPLEMENTATION
1. STEP-1

This is the project home page window which contain Join us
and Login. When user click on the join us then new user
registration form will display that contain the user information
fields. When user fill these data then new user will register in
the database.

XSS Attack Prevention Using Ramp Secret Sharing

2. STEP-2

When user click on the login then login form will display.
Only already registered user can use this form to login there
account which contain Email address and password.
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3. STEP-3

When login user by entering emailed and password
then these window will display. Each login user has these
field such as Home, About, File wise, Block wise, Services,
Request File. Check file Request, Approved file Request and
Logout. These all fields are work separately.

XSS Attack
Prevention Using

4. STEP-4

In this window, login user tries to upload new file. User click
on the file wise and select the upload option then upload file
operation will display. Then user browse the file which want
to upload and click on the upload. After that “file upload
successfully” message will display.
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5. STEP-5
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In this window, second user login there account and
user will send request to download the file which uploaded in
step 4. User will choose the file and click on the request file.
In that user can send multiple requests to download multiple
files from different users.

XSS Attock Prevention Using Ramp Secret Sharing
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6. STEP-6

This window display the login user which got the request for
file download from the step 5. This user will click on checkfile
request and check the requested users. If user want to accept
file download request then user click on the click to approve.
In that user generate there receiver key, shared key, speke
prime and final speke key.

Wekone: avremeea@gnalon finls
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ik ToAooroe
7. STEP-7

When user click on the click to approve then user
will send the keys on requested user’s email. These window
shows the mail inbox of requested user which got the keys
from approved users to download the file.
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8. STEP-8

When requested user got the keys from the email then
user will copy these keys and enter in each keys separately in
there place shown in window. After that user will click on the
validate then “file download successfully” message will print
on the window.

v\nsen ez X \ t -0

b)) oca bt AT sttt ek waemee Bl oo T0) ¢

De-Duplication e

Home Aot Uplood Downlood  Senvces:  RequestFie  ChaokFleRoquest  Logout  Contoct

m Indmmlm e
oyt St

B 81406013 anaremzera@gmal Vaidaz

IV. APPLICATION
1. Manufacturing and Engineering

The Manufacturing and Engineering sectors include a
wide range of market segments, from aerospace to
automotive. Manufacturing organizations face a number of
computing challenges as they seek to optimize their IT
environments, including high infrastructure costs and
complexity to poor visibility into capacity and utilization.
Today’s design engineers need access to unrestrained,
flexible computing capacity on demand, so that design
cycles can be as fast, cheap, and productive.

2. Geospatial Sciences and Technologies

Due to the continuous growth of GIS sciences and
technologies, there have been even more geospatial and
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non- spatial data involved due to increase in number of
data sources and advancement of data  collection
methodologies.  Spatial analysis and Geo-computation are
getting intricate and computationally demanding.  The
Department of Space, Government of India, adopted
Aneka as the Cloud computing platform supporting the
development of high performance GIS applications [6].
Aneka enables a new approach to complex analyses of
massive data and computationally

3. Health and Life Science

With the high volume and density of data, along
with the growing complexity of IT ecosystem and the
pressures of competition and regulatory groups, life
sciences  organizations need IT infrastructure and
management tools that can respond quickly to changing
needs and, more importantly, enable rather than hamper the
ability to innovate.

4. IT Education and Research

As the IT field is rapidly moving towards Cloud
Computing, software industry’s focus is shifting from
developing applications for PCs to Data Centres and
Clouds that enable millions of users to make use of software
simultaneously. This is creating a huge demand for
manpower with skills in this area. Educational and research
organizations require a platform that can support

»  Multiple models of application programming

» Multiple types of Cloud deployments (private, public, or
hybrid)

» Extensible framework enabling educators/researchers to
develop their own programming models and application
schedulers.

V. CONCLUSION

Through performing the above experiments, it has
been concluded that CSP can mitigate XSS assaults. However
the difficulty in imposing CSP within the internet sites is
observed to be browser compatibility disorders as there is no
one single typical CSP header that may be outlined for all of
the browsers. Also, the website developer does now not
comprehend about the browser where customer is going to
open the net web page of his internet site. The consumer can
use chrome, IE, safari, firefox or any different browsers. If the
developer use header (content material-safety-coverage
:default-src self), then XSS attack can be mitigated in case of
Chrome, Opera and Firefox; but code injection can also be
carried out in Safari, IE and other browsers. In a similar
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fashion, if the developer use header(X-content material-
protection-policy: sandbox ..) , then XSS attack may also be
mitigated in case of most effective IE however code injection
can also be applied in different browsers. As a result, to
resolve this incompatibility, a code is written in personal home
page that’s to be deployed in commencing of the webpage
where CSP is to be implemented.
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