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Abstract-Data de-duplication is a technique for eliminating 
duplicate copies of data, and has been widely used in cloud 
storage to reduce storage space and upload bandwidth. 
However, there is only one copy for each file stored in cloud 
even if such a file is owned by a huge number of users. As a 
result, de-duplication system improves storage utilization 
while reducing reliability Furthermore , the challenge of 
privacy for sensitive data also arises when they are 
outsourced by users to cloud. Aiming to address the above 
security challenges, this paper makes the first attempt to 
formalize the notion of distributed reliable de-duplication 
system. We propose new distributed de-duplication systems 
with higher reliability in which the data chunks are distributed 
across multiple cloud servers. Here we also use TPA i.e. Third 
Party Auditor for checking user files are present on server or 
not. The security requirements of data confidentiality and tag 
consistency are also achieved by introducing a deterministic 
proof of ownership in distributed storage systems, using 
convergent encryption as in previous de-duplication systems. 
Security analysis demonstrates that our de-duplication 
systems are secure in terms of the definitions specified in the 
proposed security model. As a proof of concept, we implement 
the proposed systems and demonstrate that the incurred 
overhead is very limited in realistic environments. 
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I. INTRODUCTION 
 

The purpose of the design is to secure de-duplication 
systems with higher reliability in cloud computing We 
introduce the distributed cloud storage servers into de-
duplication systems to provide better fault tolerance. To 
further protect data confidentiality, the secret sharing 
technique is utilized, which is also compatible with the 
distributed storage systems. In more details, a file is first split 
and encoded into fragments by using the technique of secret 
sharing, instead of encryption mechanisms. 

 
These shares will be distributed across multiple 

independent storage servers. Furthermore, to support de-
duplication, a short cryptographic hash value of the-content 
will also be computed and sent to each storage server as the 

fingerprint of the fragment stored at each server. Only the data 
owner who first uploads the details required to compute and 
distribute such secret shares while all following users who 
own the same data copy do not need to compute and store 
these shares any more To recover data copies, users must 
access a minimum number of storage servers through 
authentication and obtain the secret shares to reconstruct the 
data. In other words, the secret shares of data will only be 
accessible by the authorized users who own the corresponding 
data copy. 

 
II. PROPOSED SYSTEM 

 
Secure de-duplication systems are proposed to 

provide efficient de-duplication with high reliability for file-
level and block-level de-duplication, respectively. The secret 
splitting technique, instead of traditional encryption methods, 
is utilized to protect data confidentiality. Data are split into 
fragments by using secure secret sharing schemes and stored 
at different servers. 

 
III. ADVANTAGES AND PROPOSED SYSTEM 

 
1. High Reliability where data chunks are distributed 

across multiple servers 
2. Security for the Data 
 

IV. LITERATURE SURVEY 
 

1. Secure Distributed De-duplication  system with Improved 
reliability. 

 
Author: Jin Li, Xiaofeng Chen, Xinyi Huang, 

 
With the explosive growth of digital data, de-

duplication techniques are widely employed to    backup data 
and minimize network and storage overhead by detecting and 
eliminating redundancy among data. Instead of keeping 
multiple data copies with the same content, de-duplication 
eliminates redundant data by keeping only one physical copy 
and referring other redundant data to that copy. De-duplication 
has received much attention from both academia and industry 
because it can greatly improves storage utilization and save 
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storage space, especially for the applications with high de-
duplication ratio such as archival storage systems. 

 
A number of de-duplication systems have been 

proposed based on various de-duplication  such as client side 
or server-side de-duplications, file-level or block-level de-
duplications. A brief review is given in Section 6. Especially, 
with the  event of cloud storage, data de-duplication 
techniques become more attractive and critical for the 
management of ever-increasing volumes of data in cloud 
storage services which motivates enterprises and organizations 
to outsource data storage to third-party cloud providers, as 
evidenced by many real-life case studies [1]. According to the 
analysis report of IDC, the volume of data in the world is 
expected to reach 40 trillion gigabytes in 2020. Today’s 
commercial cloud storage services, such as Drop box, Google 
Drive and Mozy, have been applying de-duplication to save 
the network bandwidth and the storage cost with client-side 
de-duplication.  

 
 There are two types of de-duplication in terms of the size: 
 
(i) file-level de-duplication, which discovers redundancies 

between different files and removes these redundancies to 
reduce capacity demands, and  

(ii) block-level de-duplication, which discovers and removes 
redundancies between data blocks. The file can be divided 
into smaller fixed-size or variable- size blocks. Using 
fixed-size blocks simplifies the computations of block 
boundaries, while using variable-size blocks provides 
better de-duplication efficiency. 

 
2. BL-MLE: Block-Level Message-Locked Encryption for 

Secure Large File Deduplication 
 
AUTHORS: Rongmao Chen, Yi Mu, Guomin Yang 

 
According to the analysis of the International Data 

Corporation (IDC), the volume of data in the world will reach 
40 trillion gigabytes in 2020 [1]. In order to reduce the burden 
of maintaining big data, more and more enterprises and 
organizations  have chosen to outsource data storage to cloud 
storage providers. This makes data management a critical 
challenge for the cloud storage providers. To achieve optimal 
usage of storage resources, many cloud storage providers 
perform  de-duplication, which exploits data redundancy and 
avoids storing duplicated data from multiple users. De-
duplication Strategy.According to the architecture and the 
granularity of data processing, de-duplication strategies can be 
mainly classified into the following types. 

 

 In terms of de-duplication granularity, there are two 
main de-duplication strategies.  
 
(1) File-level de-duplication: the data redundancy is exploited 

on the file level and thus only a single copy of each file is 
stored on the server. 

(2) Block-level de-duplication each file is divided into 
blocks, and the severe xploits data redundancy at the 
block level and hence performs a more fine-grained de-
duplication. It is worth noting that for block-level de-
duplication, the block size can be either fixed or variable 
in practice, and each method has its advantages and 
disadvantages . In this work, we focus on the block-level 
de-duplication with fixed block size. From the perspective 
of de-duplication architecture, there are also two 
strategies. 

 
(1) Target-based de-duplication: users are unaware of any de-

duplication that might occur to their out sourced files. 
They just upload the files to the data storage server which 
then performs de-duplication upon receiving the data. 

(2) Source-based de-duplication: unlike target-based de-
duplication, before uploading the data, the user first send 
san identifier/tag of the data (e.g., a hash value of the data 
and thus much shorter) to the server for redundancy 
checking and thus duplicated data would not be sent over 
the network. 

 
3. De-duplication and Encryption in Cloud Storage  
 
AUTHORS: Joshi Vinay Kumar1, V Ravi Shankar 

 
data set multiple times for recovery purposes over 

30- to 90-day periods. As a result, enterprises of all sizes rely 
on backup and recovery with de-duplication for fast, reliable, 
and cost-effective backup and recovery. De-duplication 
segments an incoming data stream, uniquely identifies data 
segments, and then compares the segments to previously 
stored data. If the segment is unique, it's stored on disk. 
However, if an incoming data segment is a duplicate of what 
has already been stored, a reference is created to it and the 
segment isn't stored again. For example, a file or volume that's 
backed up every week creates a significant amount of 
duplicate data. De-duplication algorithms analyze the data and 
store only the compressed, unique segments of a file. This 
process can provide an  average of 10 to 30 times reduction in 
storage capacity requirements, with  average backup retention 
policies on normal enterprise data. This means that companies 
can store 10 TB to 30 TB of backup data on 1 TB of physical 
disk  capacity, which has huge economic benefits as follows. 
Eliminating redundant data can significantly shrink storage 
requirements and improve bandwidth  efficiency. Because 
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primary storage has gotten cheaper over time, enterprises  
typically store many versions of the same information so that 
new workers can  reuse previously done work. Some 
operations like backup store extremely redundant information.  
De-duplication lowers storage costs as fewer disks are needed. 
It also improves disaster recovery since there's far less data to 
transfer. Backup and archive data usually includes a lot of 
duplicate data. The same data is stored over and over again, 
consuming unnecessary storage space on disk or tape, 
electricity to power and cool the disk or tape drives, and 
bandwidth for  replication. This creates a chain of cost and 
resource inefficiencies within the organization. 
 
4. A Novel Hybrid Cloud Methodology to De-duplicate 

Authorization Protected Redundancy 
 
Author:  Priyanka Bhopale, R B Singh 

 
 As cloud computing becomes current, associate 

increasing quantity of knowledge is being stored within the 
cloud and shared by users with mere privileges, that outline 
the access rights of the hold on data. One essential challenge 
of cloud storage services is the management of the ever-
increasing volume of knowledge. To make information  
management climbable in cloud compute. Cloud computing is 
associate raising service model that has computation and 
storage resources on the web. One engaging practicality that 
cloud computing can give is cloud storage. People and 
enterprises square measure typically needed to remotely 
archive their information to avoid any data loss just in case 
there square measure any hardware or software failures or 
unforeseen disasters. Rather than buying the required storage 
media to stay information backups, people and enterprises will 
merely source their information backup services to the cloud 
service suppliers, which give the mandatory storage resources 
to host the info backups. Whereas cloud storage is engaging, a 
way to give security guarantees for outsourced information 
becomes a rising concern. One major security challenge is to 
produce the property of assured deletion, i.e., information files 
square measure for good inaccessible upon requests of 
deletion. Keeping information backups for good is 
undesirable, as sensitive data could also be exposed within the 
future owing to information breach or incorrect management 
of cloud operators. Thus, to avoid liabilities, enterprises and 
government agencies sometimes keep their backups for a 
finite variety of years and request to delete (or destroy) the 
backups subsequently. Though information de-duplication 
brings lots of advantages, security and privacy considerations 
arise as users’ sensitive information square measure liable to 
each corporate executive and outsider attacks. Ancient coding, 
whereas providing information confidentiality, is incompatible 
with information de-duplication. Specifically, ancient coding 

needs totally different users to write their information with 
their own keys. Thus, identical information copies {of totally 
different of various} users can cause different cipher texts, 
creating de-duplication not possible. Merging coding [8] has 
been projected to enforce information confidentiality whereas 
creating de-duplication possible. It encrypts/ decrypts an 
information copy with a merging key that is obtained by 
computing the scientific discipline hash price of the content of 
the info copy. When key generation and encryption, users 
retain the keys and send the cipher text to the cloud. Since the 
coding operation is settled and comes from the info content, 
identical information copies can generate a similar merging 
key and thence a similar cipher text. To stop unauthorized 
access, a secure proof of possession protocol [11] is 
additionally required to produce the proof that the user so 
owns a similar file once a reproduction is found. When the 
proof, ulterior users with a similar file are provided a pointer 
from the server while not having to transfer a similar file. 

 
V. ARCHITECTURE OF PR0POSED SYSTEM 

 

 
 

VI. CONCLUSION 
 
Examinations demonstrate that our plans make it 

down to earth to check possession of vast data sets. Past plans 
that don’t permit testing are not commonsense when PDP is 
utilized to demonstrate possession of a lot of data, as they 
force a signicant I/O and computational weigh on the server. 
We designed a system which achieves confidentiality and 
enables block-level de-duplication at the same time. Our 
system is built on top of convergent encryption. We showed 
that it is worth performing block-level de-duplication instead 
of file level de-duplication since the gains in terms of storage 
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space are not affected by the overhead of metadata 
management, which is minimal. Additional layers of 
encryption are added by the server. Thanks to the features of 
these components. As the additional encryption is symmetric, 
the impact on performance is negligible. We also showed that 
our design, in which no component is completely trusted, 
prevents any single component from compromising the 
security of the whole system. Our solution also prevents 
curious cloud storage providers from inferring the original 
content of stored data by observing access patterns or 
accessing metadata. Furthermore, we showed that our solution 
can be easily implemented with existing and widespread 
technologies. Finally, our solution is fully compatible with 
standard storage APIs and transparent for the cloud storage 
provider, which does not have to be aware of the running de-
duplication system. Therefore, any potentially non trusted 
cloud storage provider such as Amazon, Dropbox and Google 
Drive, can play the role of storage provider. As part of future 
work, Cloud De-dup may be extended with more security 
features such as proofs of retrievability [7], data integrity 
checking [9] and search over encrypted data.  

 
In this paper we mainly focused on the definition of 

the two most important operations in cloud storage are storage 
and retrieval. We plan to define other typical operations such 
as edit and delete. After implementing a prototype of the 
system, we aim to provide a full performance analysis. 
Furthermore, we will work on finding possible optimizations 
in terms of bandwidth, storage space and computation 

 
FUTURE SCOPE 

 
The distributed de-duplication system is to improve 

the reliability of data. Four constructions were proposes to 
support file-level,block-level data de-duplicaion. 
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